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Finally! HHS Office For Civil Rights Releases HIPAA Omnibus Rule
With Sweeping Changes To Compliance Requirements And
Enforcement
By Dianne J. Bourque, Kimberly J. Gold, and Stephanie D. Willis, Mintz Levin
The final regulations[1] from the Department of Health and Human Services Office for
Civil Rights (OCR) containing modifications to the Health Insurance Portability and
Accountability Act (HIPAA) Privacy, Security, Enforcement, and Breach Notification
Rules (Omnibus Rule)[2] have finally been released.[3] But the challenging task of
interpreting them has just begun for covered entities, business associates, and
downstream entities of business associates, all of whom are significantly affected by the
rule.
OCR Director Leon Rodriguez declared that the new provisions in the Omnibus Rule
“not only greatly enhance a patient’s privacy rights and protections, but also strengthen
the ability of [OCR] to vigorously enforce the HIPAA privacy and security
protections.”[4] The official press release announcing the Omnibus Rule confirms agency
enforcement positions previously hinted at by HIPAA-related agency leaders, such as
extending direct liability under HIPAA to business associates and subcontractors. The
press release highlights other “sweeping changes” under the rule, including:
•
•
•
•

streamlined authorization requirements for the use of individuals’ protected health
information (PHI) for research purposes;
new limits on permissible uses of information for marketing and fundraising
purposes;
prohibitions on the sale of individuals’ PHI without their permission; and
increased penalties for noncompliance.

The Omnibus Rule also includes the following significant changes.
No Mercy for Business Associates:
•

As expected, business associates now have direct liability under HIPAA and must
comply with the Security Rule and certain provisions of the Privacy Rule. OCR
did not provide business associates additional time to comply beyond the
September 23, 2013 deadline applicable to covered entities, despite requests for
additional time submitted during the public comment period.

•

Business associate subcontractors (vendors of business associates) have identical
compliance obligations, no matter how far removed or how “downstream” their
services are from a covered entity.

•

The business associate exception for “conduits” of PHI is limited to organizations
that merely transmit PHI. Organizations that store PHI, such as cloud vendors, are
considered business associates even if they do not access PHI. This analysis is
important as cloud-based solutions become more widespread in the healthcare
industry.

•

Existing business associate agreements must be updated for compliance with the
revisions in the Omnibus Rule, but organizations can continue to operate under
certain existing contracts until September 23, 2014 (one year after the date
required for compliance with the Omnibus Rule).

Dramatic Changes to Marketing Activity Requirements
The Omnibus Rule now requires that prior to sending any marketing materials to an
individual relating to a product or service paid for by a third party, a covered entity
sending the marketing must obtain the individual’s authorization to receive the
communication. OCR removed the distinctions between authorization requirements for
communications relating to treatment versus those for healthcare operations included in
its proposed rule. As in the proposed rule, the final rule contains exceptions including
subsidized face-to-face communications and subsidized communications regarding a drug
or biologic currently being prescribed to an individual.
Breach Analysis Changes
The Omnibus Rule moves away from the “harm standard” provided in the proposed rules.
Instead, a covered entity or business associate must overcome the presumption that the
breach must be reported by performing a four-factor risk assessment to determine

whether or not PHI has been compromised. The new standard has the effect of
eliminating a covered entity’s discretion regarding whether or not a breach must be
disclosed to affected individuals, the government, and potentially the media.
Family Access to Decedents’ PHI
Family members of a decedent who were involved in the person’s care prior to his or her
death may now access the decedent’s PHI.
This summary does not include revisions under the Genetic Information
Nondiscrimination Act (GINA), also published in the Omnibus Rule.
Overall, the Omnibus Rule provides confirmation of OCR’s strengthening enforcement
position regarding security precautions that covered entities and business associates must
implement to ensure patient privacy. The stakes are high for noncompliant parties, so the
Omnibus Rule should grab the attention of multiple players in the healthcare industry
who deal in the electronic exchange of patient data.
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