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RFID use in health care
raises privacy ques.t_ions

Newly developed technology enables
" doctors to monitor patients wirelessly
in several ways but is raising questions
- related to privacy protection.
Consumers may be familiar with
radio frequency identification devices

because they are used in highway toll
. passes and gas station payment fobs. -
" 'The utility of RFID is limited because

the mformatlon contained in the RFID
’ transmltter is generally unchanged
-once it is unprmted in the de-

. vice. ~ INSIDER the risk of inappropriate access
Recently, the FCC proposed " to a conventional paper. or elec-
* to modify its rules to accommo- VIEW tronic medical record system.
‘date the further developmeént — If the database associated with
_‘and ‘use . of medical devices an RFID identifier or any other
that use more active wireless Linda Bentley, ~ wireless transmission device
~technology ‘The proposed rules Dianné BOUI‘(]UE ‘was compliant with HIPAA,
would foster the production of -7 there would be appropriate
“additional body-worn devices and access controls to ensure that
‘ that would sense: body func- more than a unique ID was nec- -

- tions and conditions and trans--
it that information to a device
that records the information or passes
it along to an external device; While
‘these devices are already permitted by
FCe regulations, the new rules would
create more- capamty for ereless medl-
«cal transmissions. '
~Ifthe wireless device is to be market—
ed w1th claims of medical utility, such
‘as to provide access to medical infor-
.mat101_1 to assist medical personnel in
diagnosing or treating an injury, illness
or condition, it is treated as a medical
device and will be subject to premarket
review or approval by the FDA. -
-“One of the first FDA-approved uses
of radio frequency signal transmitters
and receivers is the transmission of
. a patient’s physiological signals such
as electrocardiographs and other vi-
. tal signs over the telephone lines to a
health care provider. Subsequently, the
FDA cleared an RFID tag that is placed
on a patient’s skin prior to surgery to
minimize the likelihood of errors.
Access, use and disclosure of medi-
~ cal information ‘is. presently governed

at the federal level by the Health In- =

surance Portability and Accountability
Act of 1996 and by state privacy laws

Russell Fox

that may be stricter than HIPAA.
An RFID chip containing an identi-

fier that leads to a file in a database

appears-to fit within the existing regu-
latory scheme. In this instance, it is the

database that contains personal health-
information, not the chip, and the ac-

cess, use and disclosure of the data-
base information as well as its security
would be governed by HIPAA. The risk

of inappropriate access to the database »

does not appear to differ from

essary to enter the database.

_ - It is unclear how an RFID
chip or a medical .device that broad-
cast real time PHI might fit within the

‘existing legal framework. This type of |

system would present unique issues
such as a traveling’ patient. being sub-

ject to different state- privacy laws as ||
“he or she-moves from state to state. It.

is not clear whether-personal health

information in the possession of some-

one who is not a covered entity would
be subject to HIPAA protections at all.
Of greater concern is whether access
to such a system could be monitored to
prevent inappropriate use of a patient’s
information or punish violators. Could
anyone with a reader/transceiver ac-
cess the information? -

The choice of using technology may

require a risk-benefit analysis and |

-a calculation of whether the privacy
risks are outweighed by the benefits in
a patient’ s partlcular situation, -
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We'd like to thank the
CANADIAN BIOTECH COMPANIES AND
U.S. VENTURE CAPITAL FIRMS

for participating in the
US/CANADA VENTURE CAPITAL PIPELINE

on November 1, 2006.

The US/CANADA VENTURE CAPITAL PIPELINE links venture capital ﬁrms. ‘
based in the U.S. with Canadian health and technology companies
seeking financing. By planning and facilitating one-on-one meetings, this
one-day event promotes building strategic relationships and forglng -
lasting alllances : .

Co-Hosts—BLirns & Levinson Canada Co Burns & Levmson LLP
BiOQuebec, PrlcewaterhouseCoopers )

Sponsors—Consulate General of Canada, Quebec Government Ofﬁc_e_ < Boston o

FOR MORE INFORMATION PLEASE VISIT
www.blcanada.com or www. burnslev com/events/mdex asp.

www.burnslev.com
HQ 617.345.3000
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“WHO WERE NAMED
MASSACHUSETTS “SUPER LAWYERS”
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' ANKNER & LEVY, P.C. 1S.A BOUTIQUE LAW FIRM

SERV’ING THE LEGAL NEEDS OF THE HEALTH CARE INDUSTRY,-
ADVISING CLIENTS QN TR.ANSACTIONAL REGULATORY AND PATIENT CARE MATTERS 1
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 WE HAVE THE
SOLUTION.

Protector Group lnsurance is one of New Englond’s largest independent
agencies. Working with the finest i insurers in the country, we have .

‘ specialized in providing exceptional i insurance produds and services
“since 1928. -

Busmess lnsurance ~ Surefy Bondmg Services
Loss Control Services ~ Employee Benefit Programs
Home and Aufo lnsurance ~ qunc:al Serwces
@ur systemahcz qpprodch hme—tes’red (ablllfy, and: wulllngness 1*0 _XceeeL
" your goals are how weturn-a’ solf ch sbronce program into o workmg
réality. Call us today to enjoy the eose and convepience of workmg
_with one agency for dll of your.risk management'needs. -

- Pro z‘ector Group™

INSUR}\NCE

'Insurmg you make the rlght decxslons.

888.850. 9400 ~ www:. proiedorgroup com -
Worcester ~ Wellesley ~ Leommster ~ Mlllbury
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