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ecords management has taken on
Radded significance for companies

nationwide since the Enron/Arthur
Andersen scandal and the enactment of the
Sarbanes-Oxley Act in 2002. In light of
these recent developments, all corporations
should examine their records management
policies and practices to evaluate compli-
ance with federal, state, and industry stan-
dards. This process is especially important
for health care providers and suppliers
(referred to collectively as “providers” here-
in) in light of the hostile litigation and
enforcement environment in which they
must operate.

Discovery requests in malpractice and other
legal actions as well as subpoenas in govern-
ment investigations routinely request a lengthy
laundry list of patient and other facility docu-
mentation that can be used against the
provider. Although the first priority must be to
retain records consistent with good business
practices and applicable law, a health care
provider also must consider what records it is
not required to keep for a specified period of
time and determine how long it should main-
tain them. A provider cannot be required to
produce records that it has lawfully destroyed.

This article will give health care providers
an overview of the current legal and practical
issues they should consider when reviewing
their current records management policies and
practices. It will discuss the basic elements of a
records management policy, the advantages of
effective and compliant policies, and the partic-
ular legal and other requirements for retaining
various types of records. It will conclude with
recommendations for effective implementation.

Records Management Policy Basics

Records management policies establish pro-
tocols for handling the various types of records

that a company produces and receives from
outside sources.' Every company should tailor
its policies to its specific needs, but some gen-
eralizations are possible. Records management
policies usually cover issues such as responsi-
bility for oversight of the policy’s implementa-
tion, the exact definition of a record, the types
of records that a company should preserve per-
manently, treatment of certain types of records
such as duplicate copies of the same record
and electronic records, and circumstances in
which the company should never destroy
records, such as when litigation or an investiga-
tion is pending or reasonably anticipated.?

Records management policies are not com-
plete without a retention schedule, which pro-
vides a detailed inventory of every type of
record that the company produces or keeps on
file.> The schedule usually is divided into cate-
gories of records, such as accounting or
finance, human resources, and sales or market-
ing, and it sets forth a minimum timeframe for
retention of each possible type of record within
those categories.

For instance, a health care provider’s
retention schedule likely would include a
category for records related to billing and
reimbursement for services. Within that cat-
egory, the provider would establish separate
retention periods for each type of relevant
document, such as cost reports and claims
for payment.

Advantages of Effective and Compliance
Records Management Policies

Most, if not all, companies understand
that retaining and periodically destroying
certain types of records makes good busi-
ness sense for a variety of reasons. In the
context of the Arthur Andersen case, compa-
nies learned the importance of preserving
documents upon discovering possible
wrongdoing that would lead to a govern-
ment investigation or litigation. The advan-

Journal of Health Care Compliance  SeptemberOctober 2004




Etfective and Compliant Records Management Policles for Health Care Providers and Suppliers

tages of effective and compliant records management
policies, however, extend far beyond this scenario.

Compliance with Legal Requirements/Guidance from the
Office of Inspector General

Given the scrutiny paid to the operations of health
care providers and the specific record-keeping require-
ments applicable to them, they must not only develop
records management policies but also implement those
policies effectively to ensure legal compliance.’ The
Department of Health and Human Services’ Office of the
Inspector General (OIG) has issued compliance program
guidance for various sections of the health care industry.
Each guidance recommends that the provider develop
and implement a record retention policy and maintain
records according to the needs that are specific to that
particular industry.

For example, DMEPOS suppliers “should ensure that
records are maintained for the length of time required by
federal and state law and private payors, or by the DME-
POS supplier’s record retention policies, whichever is
longer.”¢ Similarly, the OIG guidance for hospitals rec-
ommends that hospitals retain all records and documen-
tation required for participation in federal health care
programs, such as clinical and medical records and
claims documentation, as well as all records necessary
to protect the integrity, and document the effectiveness
of, the hospital’s compliance program.’

Implementation of the OIG’s compliance program
guidances is voluntary, but heeding the OIG’s recom- .
mendations regarding record retention is nevertheless
prudent because sound records management policies
will assist health care providers in complying with the
countless record retention requirements imposed by law.

Although many of these laws are applicable to all
companies, health care providers have an increased bur-
den in light of the additional layer of legal requirements
with which they must comply. For instance, as virtually
every provider knows, the retention of clinical records is
regulated at the state and federal levels. In particular,
federal regulations require hospitals participating in the
federal health care programs to retain medical records
for a period of at least five years.?

Additionally, the Medicare program requires all
providers to retain clinical records for the period of time
required by state law, for five years from the date of dis-
charge if state law does not specify a timeframe, or, in
the case of a minor, for three years after the patient
reaches legal age under state law.’ The deference to state
law is important to note because most, if not all, states
have specific requirements for the retention of medical
records,' and more and more states are enacting
requirements for specific types of medical records, such
as x-rays and laboratory test results."

Noncompliance with these requirements can have
vast consequences, such as loss of state licensure or fed-
eral certification or, at the very least, monetary or other

sanctions imposed in the context of a state or federal
survey. Moreover, as discussed in the following section,
if noncompliance is discovered in the context of a third
party subpoena or a discovery request in pending litiga-
tion, it can have even more serious ramifications.

Protection from Charges of Obstruction of Justice or
improper Destruction of Records in the Context of Litigation

Effectively designed and implemented records man-
agement policies can prove invaluable in civil and crimi-
nal litigation.” Such policies can provide protection from
civil liability for improper destruction of records and,
perhaps more importantly, charges of criminal obstruc-
tion of justice under state or federal law.”

This protection is implemented through the policy’s
stop function, which instructs employees how and when
to suspend routine destruction of records pursuant to the
policy.™ The stop function plays an important part in liti-
gation because a company may be subject to sanctions
for destroying documents if it “knows or reasonably
should know that the evidence might be relevant to a
possible action.”" The legal term for this concept is “spo-
liation” of evidence. Spoliation can have negative conse-
quences even if the destruction was unintentional.'

A finding of spoliation can adversely affect a party’s
position in litigation. The court-has wide discretion-in
imposing sanctions and can even dismiss the case or
enter a default judgment.” The court also may instruct
the jury that it can infer the missing records were harm-
ful to the party unable to produce them.!®

A defending party unable to produce records integral to
the other party’s position also could be required to demon-
strate its innocence even before the complaining party pres-
ents its case. For instance, the Florida Supreme ‘Court held in
a medical malpractice action that the burden of proof must
shift to-the hospital if it negligently failed to produce essen-
tial medical records and that failure hindered the plaintiff's
case." Finally, the court may sanction a party that suppresses
or destroys evidence by precluding that party from introduc-
ing evidence critical to its case.?

Courts also have the discretion to impose monetary
sanctions upon litigants who destroy documents that are
relevant to a pending or potential case or that reasonably
could lead to the discovery of admissible evidence.
Monetary sanctions may include fines or reasonable °
attorneys’ fees and expenses and can-be very costly.?? For
example, a federal district court in New Jersey imposed
a $1 million sanction against a company. for improperly
destroying electronic data that impaired the plaintiff's
ability to establish its claims.”

Some states have recognized spohatlon as a tort that, if
proven, can result in the imposition of monetary damages’
separate and apart from any monetary sanctions imposed by
the court. In Louisiana, for example, a litigant may bring a
separate state law claim for intentional spoliation based on
the “intentional destruction of evidence carried out for the
purpose of depriving an opposing party of its use.”?’
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A handful of states even recognize a tort for or at
least allow a separate claim based upon negligent spoli-
ation.? Even so, most courts that have considered this
issue have declined to recognize such a tort given the
existence of other remedies and the cost of additional lit-
igation that may result from recognition of the tort.”

Finally, as demonstrated by the Arthur Andersen case,
criminal obstruction of justice charges can result in
harsh criminal penalties. Most criminal obstruction of
justice statutes provide for hefty fines as well as impris-
onment, and prosecutors often pursue charges against
the company as well as the individuals involved in the
destruction. For example, the federal government prose-
cuted Arthur Andersen for its destruction of documents
related to a Securities Exchange Commission investiga-
tion and later sentenced the company to the maximum
penalty of $500,000 and five years of probation.?® A for-
mer Arthur Andersen employee, David Duncan, also was
pursued by the federal government® and ultimately pled
guilty to criminal charges.®

Defense Against “Fishing Expeditions”

Nearly all companies are aware by now that the
unfawful destruction of documents can cause enormous
damage to a company’s finances as well as to its reputa-
tion, but few focus on the fact that the lawful routine
destruction of documents pursuant to properly imple-
mented records management policies often can benefit a
company. Nearly all health care providers are familiar
with the “fishing expeditions” conducted by plaintiffs’
lawyers and government investigators. For instance, in a
quality of care investigation, the government may seek a
host of patient-related records, billing records, audit and
survey documentation, provider agreements, and a long
list of documents maintained by management (such as
shift-to-shift communication books, quality assurance
records, and staffing logs).

Notably, in many instances, the documentation
requested by litigants or by government investigators is
not required by law to be maintained for a specified
period of time. Examples include certified nurse aide
care logs, facility policies and procedure manuals, and
time and attendance records.”'

If the provider lawfully destroys such documents when
fitigation is not threatened or expected,* the chances that
such a fishing expedition will result in success are greatly
reduced because a provider cannot be required to pro-
duce documents that it has lawfully destroyed. For exam-
ple, a health care provider may decide to routinely
destroy clinical documents that are not part of the
patient’s medical record, such as nurse aide assignment
sheets or shower schedules maintained by hospitals and
long-term care facilities, in the absence of a state or feder-
al statute or regulation requiring their retention. If later
sought in a subpoena or discovery request, these docu-
ments, which often contain damaging information, cannot
(and are not required to) be produced.

Administrative Gonvenience and Cost Savings

Yet another benefit of effective and compliant records
management policies is that they save the company time
and money. Keeping every document in storage without
a legal or business justification for doing so is neither
practical nor efficient.* To provide a full response to any
subpoena or discovery request, the company must
search through all potentially relevant paper or electron-
ic records, which could result in enormous administra-
tive costs for the company.

if documents are routinely, lawfully destroyed, an
employee’s search for documents can be expedited,
whether responding to requests for documents received
in connection with a subpoena or discovery request or
just carrying out day-to-day duties. In addition, the law-
ful, routine destruction of documents can result in a cost
savings for companies if less storage space is required for
hard copy and electronic documents.

Creation of Effective and Compliance Records
Management Policies

~ Effective records management policies come in many
different packages, but every company’s policies should
reflect its specific needs and legitimate business purpos-
es.* Legal compliance and administrative convenience,
rather than a desire to purge potentially damaging docu-
ments from the company’s files, should motivate the
adoption of appropriate records management policies.*

Every health care provider planning to create new poli-

cies or to reevaluate its existing policies and practices should
begin by consulting a knowledgeable health care attorney
because compliant policies must be premised upon an
understanding of legal requirements as well as industry stan-
dards. Providers operating in more than one jurisdiction
must consider the laws of all applicable states.

Step One: Establish a Comprehensive List of Records

The process should begin with an evaluation of the types
of records retained by the company. Al department heads
should be surveyed to make this determination, and person-
nel at the local and corporate levels likely should be includ-
ed as well. The survey should cover issues such as the types
of records generated by the company and those received
from inside and outside sources.

Employees also should provide information regarding
current knowledge of applicable state and federal laws or
regulations governing records management practices as well
as the formal and informal policies and procedures they fol-
low on a daily basis. Based upon the results of this survey
and the company’s current records management policies, if
any, the company should, with the assistance of legal coun-
sel, create a comprehensive list of records.

Step Two: Draft the Policies
As stated above, the purpose of records management
policies is to establish protocols for the organization,
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storage, and destruction of various paper and electronic
records that a company produces and receives from out-
side sources. Although every company’s policies differ
according to individual needs, all should consider cer-
tain key issues,

Defining a “Record”

As mentioned above, the term “record” must be defined
so that employees may understand how to execute the com-
pany’s records management policies. Generally, a “record”
includes hard copy and electronic documents, incoming as
well as outgoing information, and all documents regardless
of their location, including those kept at an employee’s
home. The definition should clearly encompass records an
employee may consider personal, such as email and calen-
dars detailing business activities.

The inclusion of electronic records presents challenges
for all companies, including health care providers.
According to at least one account, 93 percent of all business
documents are created electronically and only 30 percent
are ever printed to paper.”® Nearly all companies use back-
up fapes to store emails, word processing files, spreadsheets,
and other electronic information.”

Unfortunately, files stored on back-up tapes often are
kept much longer than necessary and therefore can
needlessly become the subject of discovery requests or
subpoenas. Considering the voluminous amount of infor-
mation on even just one tape, production of these tapes
can result in great expense to the company and possibly
the production of damaging information that otherwise
may have been destroyed.

To avoid this situation, records management policies
should require the routine destruction of all electronical-
ly stored copies and versions of the documents consis-
tent with the destruction of hard copy documents. The
destruction of electronic records in every storage loca-
tion must be ensured.”® In addition, such destruction
must be permanent so that the documents cannot be
recreated or otherwise retrieved at a later date.®

Suspension of Routine Destruction

The circumstances in which routine destruction must
cease should be clearly articulated in every company’s
records management policies. Employees should receive
instructions regarding how to proceed upon receiving
notification of the suspension of routine destruction and
upon gaining knowledge of a pending or threatened pro-
ceeding because one employee’s knowledge may be
imputed to the entire company.

Appropriate suspension of routine destruction will
not only provide protection from civil and criminal lia-
bilities and other consequences of spoliation but also
may help a health care provider exonerate itself in litiga-
tion or in an investigation by ensuring retention of favor-
able records or evidence.® For example, a provider may
easily respond to allegations of inadequate quality of
care allegations in a government investigation by provid-

ing documentation from the patient’s properly retained
clinical record supporting the provision of appropriate
care provided to the patient(s) at issue. If such docu-
ments had been scheduled for routine destruction, and
such destruction was not suspended upon learning of the
flitigation, then the provider may not have had the clini-
cal records on file necessary to defend itself.

Consistency with HIPAA

Health care providers must consider the intersection
between records management policies and the Health
Insurance Portability and Accountability Act of 1996
(HIPAA) and its accompanying regulations. All providers
are acutely aware of HIPAA's rules regarding the use and
disclosure of a patient’s protected health information.
When evaluating general records management policies,
providers should be mindful of the promises made to
patients regarding the availability and destruction of
information in their notices of privacy practices provided
pursuant to HIPAA,

For instance, if a provider agrees to maintain the
information for no longer than is necessary to fulfill the
purposes for which it is collected, the provider must
ensure destruction consistent with its general records
management policies and with state and federal law.*' In
addition, HIPAA requires providers to maintain docu-
mentation of compliance with its requirements for a
period of at least six years.*

Document Storage Methods

A records management policy likely cannot succeed
unless it is premised on a uniform, centralized system of stor-
age.® This issue is especially significant for health care
providers because they must store a wide variety of patient
care, administrative, and other records. In the health care
industry, the focus is understandably on the provision of
quality patient care rather than on mundane administrative
concerns like creating effective storage systems.

As a result, many health care providers may have
inadequate storage systems in need of reevaluation.
Health care providers should reconsider their methods
for storing electronic records (single versus multiple hard
drives, individual computers versus. CD-rom/discs or
both), the use of centralized filing areas or storage
spaces, and the possible need for off-site storage.*

Step Three: Develop a Retention Schedule

Every company’s records management policies
should be accompanied by a retention schedule consist-
ing of a retention period for each type of document on
the company’s comprehensive list of records. The com-
pany should work closely with knowledgeable health
care counsel to determine these retention periods.

Legally Mandated Retention Periods
As stated above, statutes and regulations dictate the
retention periods for many documents. A health care

12
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provider must cast a very wide net to determine the rele-
vant state and federal statutes and regulations because
those applicable to all businesses apply, as do those
specifically governing health care providers or even spe-
cific provider types, such as nursing homes, hospitals, or
clinical laboratories.

Federal law sets a number of retention periods that
are relevant to health care providers. For instance, the
statutes and regulations enforced by the various agencies
within the Department of Labor speak to a company’s
retention of a variety of documents, including pre-
employment tests, employment applications, job open-
ing advertisements, and employee injury reports.

Nearly all employers must comply with these
statutes, which include the Fair Labor Standards Act*
and the Occupational Safety and Health Act.* An exam-
ple of a more specific document retention requirement is
the previously mentioned federal regulation requiring
hospitals certified to participate in Medicare, Medicaid,
or other federal health care programs to maintain med-
ical records for a certain period of time.”

Many record retention periods are established by
state law as well. These requirements are particularly
important because many federal statutes and regulations
defer to state law. States regulate the retention of a vari-
ety of general business and other records, including, of
course, patient records. Providers should note that the
requirements for patient records may differ if a patient is
a minor, is affected by mental illness or mental retarda-
tion, has certain designated medical conditions (such as
substance abuse or AIDS), or is deceased.

Determining applicable legal obligations in this
regard is complicated by the fact that retention require-
ments often appear in agency manuals and other forms
of agency guidance, particularly at the state level. For
instance, state Medicaid program manuals and issuances
often announce record retention requirements, and those
requirements occasionally conflict with the standards set
by the Medicare program.

Providers should work with knowledgeable health
care counsel to determine whether to exceed legal
requirements based on industry standards and other con-
siderations. Business needs, standards set by accredita-
tion agencies or industry trade associations, or
applicable audit or survey periods may lead a provider
to keep documents for a longer period of time.

Providers also must consider the relevant statutes of
limitation, which often allow a litigant to file suit long
after retention periods have expired. For instance, the
federal False Claims Act allows a whistleblower to bring
an action up to 10 years after the alleged violation
occurred.’® Moreover, most states have established
statutes of limitation for certain types of legal actions,
and they can vary widely.

In Virginia, for example, the statute of limitations for
a personal injury action is two years, but this period is
extended in a medical malpractice action in certain cir-

cumstances.® Virginia also sets a two-year limitation
period for wrongful death actions, a five-year period for
an action based on a written contract, and a three-year
period for an oral contract action.® Health care
providers unfortunately must assume that certain
records—particularly those related to patient care—may
become the subject of a lawsuit or government investiga- b
tion at some point in time. ¢
Providers, therefore, must work with legal counsel in :
deciding whether to retain documents beyond the legally
required retention periods consistent with statutes of lim-
itation. Such decisions are very complex given that pre-
dicting whether certain documents will help or hurt in
litigation is extremely difficult.

Retention Periods Set by Contract

Health care providers contract with a variety of enti-
ties, such as private third party payors, state and federal
governments, and vendors. Providers should consider
whether these and other contracts require retention of
relevant records for a specified period of time.*" A health
care provider should actively negotiate record retention
requirements in every contract to ensure consistency
with its own records management policies.

Retention Periods Not Governed by Law or Contract :

To determine retention periods that are not dictated :
by law or contract, providers should begin with an eval-
uation of the document’s purpose. For each category or
subcategory of documents, a provider should consider
who creates the document, who uses the document, and
for what purpose. In other words, a document should be
retained consistent with business needs.

Many of the same considerations bearing on the
decision whether to exceed retention requirements man-
dated by law (if any) apply here as well. Providers
should consider the applicable statutes of limitation and
standards set by accreditation agencies and industry
trade associations.

For example, according to the standards of the Joint
Commission on Accreditation of Healthcare
Organizations (JCAHO), the retention period for medical
record information maintained by long-term care
providers should be “determined by law and regulation
and by its use for resident care, legal, research, or edu-
cational purposes.”® The intent accompanying this stan-
dard provides that records should be retained for “the
period of time required by state law, or five years from
the discharge date when there is no requirement in state
law.”s* Providers also may seek guidance from the
American Health Information Management Association
(AHIMA), which has published recommendations for
health care providers on the retention of patient health
information.

Finally, applicable audit, survey, or accreditation
periods may affect a health care provider’s decisions on
retention of records. For example, a provider may decide

Jnurnal of Health Care Comnlianrce o Sentemher—0October 2004

13



Effective and Compliant Records Management Policies for Health Care Providers and Suppliers

to retain a document responsive to a regulatory require-
ment, even though there is not specific retention period
for that particular document, long enough to ensure that
it is available at the time of the next survey.

Step Four: Implement Effectively

Once crafted, a records management policy is of lit-
tle use unless the company actually implements the poli-
cy consistent with its terms at every level. Having a
corporate policy that is ignored or not enforced at the
facility or the department level is potentially as damag-
ing as no policy at all.

Every company should designate a records manage-
ment officer who is responsible for administering the
policies in a centralized, cohesive fashion. He or she
must work with a variety of other people, including
management, information services representatives, and
fegal counsel, to ensure proper implementation on an
ongoing basis. The records management officer also
serves as a resource for employees who have questions
or concerns about records management.

Effective implementation depends upon the aware-
ness and understanding of all employees. The records
management officer must ensure that all employees
receive training with regard to the policies and then fol-
low up this training with periodic reminders and refresh-
er sessions, which are most effective when no litigation
or investigation is threatened or pending. Employees
(particularly department heads and managers) should be
reminded that failure to comply with the policies will be
addressed in annual performance evaluations and can
have legal ramifications not only for the company but
also for the individual employee.

Gonclusion

Although nearly every company gives lip service to
appropriate document destruction and retention, few actual-
ly take the action necessary to implement effective and com-
pliant records management policies. In the current operating
environment, which is characterized by frequent government
investigations and litigation and ongoing compliance and
corporate responsibility concerns, this issue—which can and
has destroyed an entire company—must take center stage for
all companies. The resources spent on developing and prop-
erly implementing records management policies will benefit
the company in countless ways and complement its existing
compliance, risk management, and cost containment efforts.
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