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Minnesota Governor Jesse Ventura has signed into
law a bill that permits users to limit the use of data
collected by Internet Service Providers (ISPs) (S.F.
2908). The bill requires ISPs to obtain users’ consent
before revealing their personal information or brows-
ing history, and permits aggrieved individuals to
enforce their rights through private law suits. The
bill also restricts the transmission of unsolicited
commercial e-mail. Critics of the bill warn that it will
hamper law enforcement investigations of cyber-
crime. Critics also argue that the law provides only
marginal privacy protection because it applies to
ISP’s, but not commercial Web site operators that col-
lect a variety of personal information from visitors.

The Senate Commerce Committee has approved bills
to regulate consumer privacy online and restrict the
transmission of spam. The Committee approved
Senator Hollings’s Online Personal Privacy Act

(S. 2201) despite some concern that its failure to
regulate offline data collectors unfairly discriminates
against the online services industry. The Committee
also approved Senator Burns’s CAN SPAM Act that
would require initiators of unsolicited e-mail mes-
sages to provide an opportunity for recipients to opt
out of future communications and create criminal
penalties for the falsification of origination addresses.

The European Commission (EC) has
launched an investigation into whether Microsoft’s
.NET Passport system violates European Union (EU)
data privacy laws. The Commission claims that
Microsoft did not inform EU authorities that the
.NET Passport system collects information from
consumers making online purchases. Although
Microsoft has certified compliance to the safe harbor
principles promulgated by the Department of Com-
merce in conjunction with the EU, the EC’s actions
indicate that the EC may seek to assert jurisdiction
over Microsoft for the collection and use of personal
information within the EU.
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FTC Issues Rule for Safeguarding
Customer Information

Financial institutions under the Federal Trade Commission’s (FTC’) juris-
diction have until May 23, 2003 to comply with the agency’s final rule for
safeguarding customer information. The Safeguards Rule requires each
financial institution to develop an internal, written information security
program that is appropriate to its size and complexity, the nature of its
activities, and the sensitivity of the information at issue. Financial institu-
tions subject to the Safeguards Rule are already obligated to comply with
the privacy notice requirements set forth in the FTC’s Privacy Rule, which
went into effect on July 1, 2001. The Safeguards Rule does not affect the
Privacy Rule’s notice obligations, and does not obligate financial institu-
tions to disclose their information security programs to customers.

The Safeguards Rule requires financial institutions to develop, implement,
and maintain reasonable administrative, technical, and physical safeguards
for the protection of customer information. The information security pro-
gram must protect against anticipated threats or security hazards and unau-
thorized use that could result in substantial harm or inconvenience to any
customer. The Safeguards Rule extends the security program obligations to
affiliates of a financial institution, even though the companion Privacy Rule
does not regulate information-sharing between financial institutions and
affiliates. The FTC reasons that failure to extend the security requirement
to affiliates would undermine any security program put in place by the
financial institution.

In implementing the required information security program, financial
institutions must designate an employee to coordinate the program and
conduct a comprehensive risk assessment. The risk assessment should iden-
tify reasonably foreseeable internal and external risks to the security of cus-
tomer information. At a minimum, the risk assessment should consider the
risks in operational areas including employee training and management;
information systems (including network and software design, information
processing, storage, transmission, and disposal); and detecting, preventing,
and responding to attacks, intrusions, and system failures.

The Safeguards Rule requires financial institutions to regularly test or mon-
itor the effectiveness of key aspects of their information security programs
and make necessary adjustments based on the results. Financial institutions
must also adjust their programs in response to material operational changes
or any other circumstances that they have reason to know will materially
impact their programs.
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Finally, the Safeguards Rule requires financial institutions
to contractually bind third-party service providers to imple-
ment and maintain the appropriate safeguards for customer
information. Indeed, financial institutions must take “rea-
sonable steps” to select third-party service providers capa-
ble of maintaining these safeguards. Financial institutions
have until May 24, 2004, to bring service contracts in place
by June 24, 2002, into compliance. Oddly, service contracts
entered into after June 24, 2002, must prospectively
address safeguarding of customer information, even though
the obligations do not take effect until May 23, 2003.

The FTC’s Safeguards Rule applies only to financial insti-
tutions under the FTC’s jurisdiction and does not apply to
financial institutions regulated by the banking agencies or
the Securities and Exchange Commission. These agencies
have already issued safeguard standards for the entities
under their respective jurisdictions.

The European Parliament (EP) has approved a new data
directive for the telecommunications industry that allows member
states to authorize ISP’s and telecommunications service providers
to retain customer data for law enforcement purposes. Civil liber-
tarian groups staunchly oppose the new measure, arguing that
data should be retained only as long as necessary to serve the pur-
poses for which it is collected. The directive also bans unsolicited
commercial e-mail except in limited cases where the sender has a
pre-existing business relationship with the recipient and the mes-
sage promotes a “similar category” of products. The directive
requires Web site operators to provide visitors with notice and the
opportunity to opt out of Web site tracking activities, but does not
require prior consent for the use of cookies.

Ontario’s proposed Privacy of Personal Information Act
makes opt in, rather than opt out, the standard for the collection,
use, and disclosure of personal information. Proponents of the
proposal argue that it reflects the growing trend in favor of
express, rather than implied, consent regimes.
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Minitz Levin and ML Strategies provide legal, legislative and
consulting expertise on privacy as it relates to many issues. If
you would like further information, please contact the Mintz
Levin attorney who regularly handles your legal affairs, or
one of the attorneys or senior professionals listed below.
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