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STATE DATA SECURITY BREACH NOTIFICATION LAWS  
 

Please note: This chart is for informational purposes only and does not constitute legal advice or opinions regarding any  
specific facts relating to specific data breach incidents. You should seek the advice of experienced legal counsel when  

reviewing options and obligations in responding to a particular data security breach.   
 

Laws and regulations change quickly in the data security arena. This chart is current as of July 1, 2020. 
 
The general definition of “personal information” used in the majority of statutes is: An 

individual’s f irst name or f irst initial and last name plus one or more of  the follow ing data 

elements: (i) Social Security number, (ii) driver’s license number or state-issued 

identif ication card number, and (iii) account number, credit card number or debit card 

number combined w ith any security code, access code, PIN or passw ord needed to access 

an account.  The general definition generally applies to computerized data that includes  

personal information and usually excludes publicly available information that is law fully 

made available to the general public from federal, state or local governments or w idely 

distributed media.  When a statute varies from this general definition, it w ill be pointed out 

and underlined in the chart. 

 

The term “security breach” is used in this chart to capture the concept variably described in 

state statutes as a “security breach,” “breach of the security,” “breach of the security 

system,” or “breach of the security of the system,” among other descriptions. 

This chart provides general information and not legal advice  regarding any specif ic 

facts or circumstances.  For more information about security breach notif ication law s, or 

other privacy and data security matters, please contact the Mintz Levin attorney w ith 

w hom you w ork, or Cynthia Larose, CIPP/US, CIPP/E (cjlarose@mintz.com | 

617.348.1732),  Christopher Buontempo, CIPP/US (cjlbuontempo@mintz.com | 

617.239.8322) Dianne Bourque (dbourque@mintz.com | 617.348.1614), Susan Foster, 

CIPP/E (sfoster@mintz.com | +44.20.7776.7330), Brian Lam, CIPP/US, FIP, CISSP 

(bhlam@mintz.com | 858.314.1583) or Natalie Prescott, CIPP/US (nprescott@mintz.com | 

858.314.1534). 

 

For entities doing business in Texas, be sure to review  the relevant Texas law . This chart 

does not include information on the California Consumer Privacy Act.   

 

Please note that rules applicable to state agencies, government bodies and other public 

institutions are not discussed in this chart.

 

o Alabama 

o Alaska 

o Arkansas 

o Arizona 

o California 

o Colorado 

o Connecticut 

o Delaware 

o District of Columbia 

o Florida 

o Georgia 

o Hawaii 

o Idaho 

o Illinois 

o Indiana 

o Iowa 

o Kansas 

o Kentucky 

o Louisiana 

o Maine 

o Maryland 

o Massachusetts 

o Michigan 

o Minnesota 

o Mississippi 

o Missouri 

o Montana 

o Nebraska 

o Nevada 

o New Hampshire 

o New Jersey 

o New Mexico 

o New York 

o North Carolina 

o North Dakota 

o Ohio 

o Oklahoma 

o Oregon 

o Pennsylvania 

o Rhode Island 

o South Carolina 

o South Dakota 

o Tennessee 

o Texas 

o Utah 

o Virginia 

o Vermont 

o Washington 

o Wisconsin 

o West Virginia 

o Wyoming 

o Puerto Rico 

o Virgin Islands

mailto:cjlarose@mintz.com
mailto:cjlbuontempo@mintz.com
mailto:dbourque@mintz.com
mailto:sfoster@mintz.com
mailto:bhlam@mintz.com
mailto:nprescott@mintz.com
https://leginfo.legislature.ca.gov/faces/billTextClient.xhtml?bill_id=201720180AB375
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State / 

Link to 

Statute 

Information Covered / 

Important Definitions 

Covered 

Entities1 / 

Third Party Recipients 

Notice Procedures & Timing / 

Other Obligations 

Encryption 

Safe Harbor / 

Other Exemptions 

Notification to 

Regulator / 

Waiver 

Penalties 

Private Cause of 

Action / 

Enforcement 

Alabama 

 

Click here to 

review text of 

statute.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Return to Index 

of States 

Information cov ered:  

Personal information of Alabama residents. 

 

Definition includes usernames and 

passwords, personal identification numbers 

(“PINs”) or other access codes for financial 

accounts, medical information, and health 

insurance information. 

 

Important definitions: 

 

“Security Breach” means The unauthorized 

acquisition of data in electronic form 

containing sensitive personally identifying 

information. Acquisition occurring over a 

period of time committed by the same 

entity constitutes one breach. 

 

Subject to statute:  

A person, sole proprietorship, 

partnership, government 

entity, corporation, nonprofit, 

trust, estate, cooperative 

association, or other business 

entity that acquires or uses 

sensitive personally identifying 

information of Alabama 

residents 

 

Third party recipients:  

Third parties maintaining 

personal information on behalf 

of a covered entity must notify 

covered entity about a breach 

and cooperate as necessary to 

allow covered entity to comply 

with statute.  The covered 

entity must satisfy all further 

notification obligations under 

the statute. 

Written or electronic notice must be prov ided 

to victims of a security breach as expeditiously 

as possible and without unreasonable delay, but 

no later than forty-fiv e (45) days following 

the discov ery of the breach unless law 

enforcement agency determines that disclosure 

will interfere with a criminal investigation (in 

which case notification delayed until authorized 

by law enforcement). 

 Substitute notice is av ailable by means 

prescribed in the statute if costs to exceed 

$500,000, affected class exceeds 100,000 

persons, or covered entity has insufficient 

contact information. 

 Notice not required if, after an 

inv estigation and written notice to the 

Attorney General, the entity determines 

that there is not a reasonable likelihood of 

harm to the consumers whose personal 

information was acquired.  The 

determination must be documented in writing 

and maintained for five years. 

 

Other Obligations: 

Any covered entity that must notify more than 

1,000 residents at one time of a security breach 

is also required to notify the Attorney General 

and consumer reporting agencies without 

unreasonable delay, but no later than forty-fiv e 

(45) days following the discov ery of the 

breach.   

 

Encryption Safe Harbor: 

Statute not applicable if the 

personal information that was 

lost, stolen or accessed by 

an unauthorized individual is 

encrypted or redacted. 

 

Other exemptions:  

Exemption for good faith 

acquisition by an employee 

or agent of covered entity so 

long as personal information 

is used for a legitimate 

purpose of employer and is 

not subject to further 

unauthorized disclosure. 

 

A determination of no 

likelihood of harm: 

Does not require 

notification to Attorney 

General.  

 

Violations by non-

governmental 

entities constitute 

unlawful trade 

practices under the 

Alabama Deceptive 

Trade Practice Act, 

Chapter 19, Title 8, 

Code of Alabama 

1975. Such entities 

are liable for civil 

penalties up to 

$5,000 per day for 

each consecutive 

day the entity fails 

to take reasonable 

action to comply 

with notice 

provisions, with the 

total civil penalty 

not to exceed 

$500,000. 

Damages awarded 

under AL Section 

8-19-11 are limited 

to actual damages 

suffered by the 

person(s) plus 

attorney’s fees and 

costs. 

 

 

Priv ate Cause of 

Action: No. 

 

Enforcement by 

Attorney General 

only. 

                                              
1 Note: Please refer to individual state statutes for a complete list of covered entities as the list of legal and commercial entities described in this chart as “subject to statute” in most cases is not exhaustive.  Please also note that rules applicable to 

state agencies, government bodies and other public institutions are not discussed in this chart. 

http://alisondb.legislature.state.al.us/ALISON/SearchableInstruments/2018RS/PrintFiles/SB318-enr.pdf


 
 

 

Copy r ight  © 2009-2020 Mintz,  Levin, Cohn, Ferr is,  Glovsky  & Popeo, P.C.                             Boston   |   London   |   Los Angeles   |   New York   |   San Diego   |   San Francisco   |   Washington   / /    mi n tz.com 

C urrent  as of  Ju ly 1 , 2020 – FOR  INFORMATI ONAL PUR POSES ON LY              

State / 

Link to 

Statute 

Information Covered / 

Important Definitions 

Covered 

Entities1 / 

Third Party Recipients 

Notice Procedures & Timing / 

Other Obligations 

Encryption 

Safe Harbor / 

Other Exemptions 

Notification to 

Regulator / 

Waiver 

Penalties 

Private Cause of 

Action / 

Enforcement 

Alaska 

 

Click here to 

review text of 

statute.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Return to Index 

of States 

 

Information cov ered:  

Personal information of Alaska residents. 

 

Definition includes passwords, personal 

identification numbers (“PINs”) or other 

access codes for financial accounts. 

 

Important definitions: 

“Security Breach” means an unauthorized 

acquisition or reasonable belief of 

unauthorized acquisition of personal 

information that compromises the security, 

confidentiality or integrity of the personal 

information maintained.  

“Acquisition” means any method of 

acquisition, including by photocopying, 

facsimile, or other paper-based method, or 

a device, including a computer, that can 

read, write, or store information that is 

represented in numerical form. 

 

 

 

 

 

 

 

Subject to statute:  

Any person doing business in 

Alaska and any person with 

more than ten employees. 

 

Third party recipients:  

Third parties maintaining 

personal information on behalf 

of a covered entity must notify 

covered entity about a breach 

and cooperate as necessary to 

allow covered entity to comply 

with statute.  The covered 

entity must satisfy all further 

notification obligations under 

the statute. 

Written or electronic notice must be prov ided 

to victims of a security breach in the most 

expeditious time possible and without 

unreasonable delay, unless law enforcement 

agency determines that disclosure will interfere 

with a criminal investigation (in which case 

notification delayed until authorized by law 

enforcement). 

 Substitute notice is av ailable by means 

prescribed in the statute if costs to exceed 

$150,000, affected class exceeds 300,000 

persons, or covered entity has insufficient 

contact information. 

 Notice not required if, after an 

inv estigation and written notice to the 

Attorney General, the entity determines 

that there is not a reasonable likelihood of 

harm to the consumers whose personal 

information was acquired.  The 

determination must be documented in writing 

and maintained for five years. 

 

Other Obligations: 

Any covered entity that must notify more than 

1,000 residents at one time of a security breach 

is also required to notify without unreasonable 

delay consumer reporting agencies.  This 

section does not apply to entities subject to Title 

V of the Gramm-Leach-Bliley Act of 1999 

(“GLBA”). 

 

Encryption Safe Harbor: 

Statute not applicable if the 

personal information that was 

lost, stolen or accessed by 

an unauthorized individual is 

encrypted or redacted. 

Safe harbor not available if 

the personal information is 

encrypted but the encryption 

key has been accessed or 

acquired. 

 

Other exemptions:  

Exemption for good faith 

acquisition by an employee 

or agent of covered entity so 

long as personal information 

is used for a legitimate 

purpose of employer and is 

not subject to further 

unauthorized disclosure. 

 

A determination of no 

likelihood of harm: 

Requires written 

notification to Attorney 

General. 

 

A waiv er of the statute is 

void and unenforceable. 

 

 

Violations by non-

governmental 

entities constitute 

unfair or deceptive 

acts or practices 

under AS 

45.50.471 - 

45.50.561.  Such 

entities are liable 

for civil penalties 

up to $500 per 

resident who was 

not properly 

notified, with the 

total civil penalty 

not to exceed 

$50,000. 

Damages awarded 

under AS 

45.50.531 are 

limited to actual 

economic damages 

that do not exceed 

$500, and 

damages awarded 

under AS 

45.50.537 are 

limited to actual 

economic 

damages. 

 

 

 

 

Priv ate Cause of 

Action: Yes.   

A person injured by a 

breach may bring an 

action against a non-

governmental entity. 

The Department of 

Administration may 

enforce violations by 

governmental entities. 

 

http://www.legis.state.ak.us/basis/folioproxy.asp?url=http://wwwjnu01.legis.state.ak.us/cgi-bin/folioisa.dll/stattx08/query=45!2E48/doc/%7b@19883%7d
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Arizona 

 

Click here to 
review text of 

statute. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Return to Index 

of States 

 

Information cov ered:  

Personal information of Arizona residents. 

 

Definition includes: a private key used to 
authenticate or sign an electronic record; 

individual health insurance identification 
number; medical information; passport 

number; a taxpayer identification number 
or PIN issued by the IRS; or unique 

biometric data used to access online 
accounts.  

Important definitions: 

“Security Breach” means an unauthorized 
acquisition of and unauthorized access that 

materially compromises the security or 
confidentiality of unencrypted and 

unredacted computerized personal 
information maintained as part of a 

database of personal information regarding 
multiple individuals. 

"Encrypt" means to use a process to 
transform data into a form that renders the 

data unreadable or unusable without using 
a confidential process or key. 

“Redact" means to alter or truncate a 

number so that not more than the last four 
digits are accessible and at least two digits 

have been removed. 

Subject to statute:  

Any legal or commercial entity 

that conducts business in 
Arizona and owns, maintains 

or l icenses unencrypted and 
unredacted computerized 

personal information. 

 

Third party recipients:  

A person that maintains 
unencrypted and unredacted 

computerized personal 
information it does not own or 

l icense shall notify, as soon as 
practicable, the owner or 

l icensee of the information on 
discovering any security 

system breach and cooperate 
with the owner or the licensee 

of the personal information, 
including sharing information 

relevant to the breach with the 
owner or l icensee. The owner 

or l icensee of the data must 
satisfy all further notification 

obligations under the statute.    

Written, e-mail or telephonic notice must be 
prov ided to victims of a security breach within 

forty-fiv e (45) days following the 
determination of the breach, unless a law 
enforcement agency advises the covered entity 

that notifications will impede a criminal 
investigation (on being informed by the law 

enforcement agency that the notifications no 
longer compromise the investigation, the person 

shall make the required notifications, as 
applicable, within forty-five (45) days.).  

 Specific requirements for the form and 

content of notice are described in the 
statute. 

 Substitute notice is av ailable by means 
prescribed in the statute if costs to exceed 
$50,000, affected class exceeds 100,000 

individuals, or covered entity has 
insufficient contact information. 

 Notice not required if the cov ered entity, 
an independent third-party forensic 
auditor, or law enforcement entity 

determines that a breach has not 
resulted in or is not reasonably likely to 

result in substantial economic loss to 
affected indiv iduals. 

 

Other Obligations: 

Any covered entity that must notify more than 

1,000 individuals of a security breach is also 
required to notify the three largest nationwide 

consumer reporting agencies and the Attorney 
General.  

Encryption Safe Harbor: 
Statute not applicable if the 
personal data that was lost, 

stolen or accessed by an 
unauthorized individual is 

encrypted, redacted or 
secured by method rendering 

data unreadable or unusable. 

Other exemptions:  

Exemption for good faith 

acquisition of personal 
information by a person's 

employee or agent for the 
purposes of the person if the 

personal information is not 
used for a purpose unrelated 

to the person and is not 
subject to further 

unauthorized disclosure.  

A covered entity is deemed in 
compliance with the Arizona 

statute if it (i) maintains and 
complies with its own 

notification requirements as 
part of an information 

security policy that are 
consistent with the Arizona 

statute is deemed in 
compliance, or (i i) complies 

with notification requirements 
or procedures imposed by its 

primary or functional federal 
regulator. 

Entities subject to the GLBA 
or covered by the Health 

Insurance Portability and 
Accountability Act (“HIPAA”) 

are exempt. 

A determination of no 

likelihood of harm:             
Does not require 

notification to Attorney 
General.  

 

 

Actual damages for 

a willful and 
knowing violation of 

the statute.  

Civil penalty not to 
exceed $10,000 

per affected 
individual or the 

total amount of 
economic loss 

sustained by 
affected 

individuals, with a 
maximum civil 

penalty from a 
breach or series of 

related breaches 
of $500,000. 

 

 

 

Priv ate Cause of 
Action: No. 

 

Enforcement by 

Attorney General 
only. 

https://www.azleg.gov/legtext/53leg/2R/laws/0177.pdf
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Arkansas 

 

Click here to 
review text of 

statute (see Ark. 
Code Title 4, 

Subtitle 7, 
Chapter 110, 

§§101 et seq.) 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Return to Index 
of States 

Information Cov ered:  

Personal information of Arkansas 

residents. 

Definition includes medical information and 

biometric data.  

 

Important definitions: 

“Security Breach” means unauthorized 

acquisition of computerized data that 
compromises the security, confidentiality or 

integrity of personal information maintained 
by a person or business. 

“Medical Information” means any 
individually identifiable information 

regarding medical history or medical 
treatment or diagnosis by a health care 

professional. 

“Biometric Data” means data generated by 
automatic measurements of an individual’s 

biological characteristics. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Subject to statute:  

Any person or business that 

acquires, owns or l icenses 
computerized data that 

includes personal information 
about Arkansas residents.  I 

 

Third party recipients: 
Person or business 

maintaining (but not owning) 
computerized data that 

includes personal information 
must notify owner or l icensee 

of data of any security breach 
immediately following 

discovery of security breach. 

 

Written or electronic notice must be prov ided 
to victims of a security breach within the most 
expedient time and manner possible and without 

unreasonable delay, unless a law enforcement 
agency determines that such notification will 

impede a criminal investigation (in which case 
notification is delayed until authorized by law 

enforcement). 

 Substitute notice is av ailable by means 
prescribed in the statute if costs to exceed 

$250,000, affected class exceeds 500,000 
persons, or covered entity has insufficient 

contact information. 

 Notice not required if the cov ered entity 
determines that there is no reasonable 

likelihood of harm to consumers.  

 

Other obligations: 

Data destruction or encryption mandatory when 

records with personal information are to be 
discarded. 

Covered entities must implement and maintain 
reasonable security procedures and practices to 

protect personal information.  

 

A person or business shall  retain a copy of the 

written determination of a breach and supporting 
documentation for five (5) years from the date of 

determination. 

 

 

 

 

Encryption Safe Harbor: 
Statute not applicable if the 
personal data that was lost, 

stolen or accessed by an 
unauthorized individual is 

encrypted. 

 

Other exemptions: 

Exemption for good faith 

acquisition by an employee 
or agent of a covered entity 

for a legitimate purpose so 
long as personal information 

not otherwise used or subject 
to further unauthorized 

disclosure. 

Entities regulated by any 

state or federal law that 
provides greater protection to 

personal information and 
similar disclosure 

requirements are exempt. 

A covered entity that 
maintains and complies with 

its own notification 
procedures as part of an 

information security policy 
that are consistent with the 

timing requirements of the 
Arkansas statute is deemed 

in compliance. 
 

 

 

 

 

Reasonable Likelihood 

of Harm: 

If the breach affects the 
personal information of 

more than 1,000 
individuals, the person or 

business then the person 
or business is required to 

make a disclosure to the 
Attorney General within 

45 days after the person 
or business determines 

that there is a reasonable 
likelihood of harm.  

 

A determination of no 
likelihood of harm:              

Does not require 
notification to Attorney 

General. 

 

A waiv er of the statute is 

void and unenforceable. 

   

Violations are 

punishable under 
the provisions of 

the state deceptive 
trade practices 

laws (Ark. Code 4-
88-101 et seq.). 

Priv ate Cause of 
Action: No. 

 

Enforcement by 

Attorney General 
only. 

http://www.lexisnexis.com/hottopics/arcode/Default.asp
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California 

 

Click here to 

review text 

statute (see Cal. 

Civ Code 

1798.82). 

 

[California has 
specific statutes 

which could 
apply if medical 

information is 
compromised.] 

 

[California has 
specific statutes 

which apply to 
agencies. (see 

Cal. Civ Code 
1798.29)] 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Return to Index 

of States 

Information cov ered: 

Personal information of California 

residents. 

Definition includes medical information, 

health insurance information, biometric 
data, tax identification number, passport 

number, military identification number, or 
other unique identification number issued 

on a government document, and 
information or data collected through the 

use or operation of an automated license 
plate recognition system.   

Definition also captures a user name or 

email address in combination with a 
password or security question and answer 

that would permit access to an online 
account. 

 

Important definitions: 

“Security Breach” means an unauthorized 

acquisition of computerized data that 
compromises the security, confidentiality or 

integrity of personal information maintained 
by a covered entity.   

Note (eff. 1/1/2017):: A covered entity shall 

disclose a breach of the security of the 
system following discovery or notification of 

the breach in the security of the data to a 
resident of California (1) whose 

unencrypted personal information was, or 
is reasonably believed to have been, 

acquired by an unauthorized person, or, (2) 
whose encrypted personal information 

was, or is reasonably believed to have 
been, acquired by an unauthorized person 

and the encryption key or security 
credential was, or is reasonably believed to 

have been, acquired by an unauthorized 
person and the person or business that 

owns or l icenses the encrypted information 
has a reasonable belief that the encryption 

Subject to statute:  

Any person or business that 

conducts business in 
California and owns or 

l icenses computerized data 
that includes personal 

information.  

    

Third party recipients:  

A person or business 
maintaining computerized data 

that includes personal 
information that the person or 

business does not own must 
notify the owner or l icensee of 

the information of any security 
breach immediately following 

discovery. 

 

 

 

 

 

 

 

 

 

 

Written or electronic notice must be prov ided 
to victims of a security breach within the 
immediately following discovery, unless a law 

enforcement agency determines notification will 
impede a criminal investigation (in which case 

notification is delayed until authorized by law 
enforcement). 

 Security breach notification must be written 

in plain English and be titled “Notice of Data 
Breach.”  It must include certain information, 

use specific headings, and conform to 
prescribed formatting. Refer to the statute for 

instructions and a model security breach 
notification form. 

 If the person or business providing the 
notification was the source of the breach, an 

offer to provide appropriate identity theft 
prevention and mitigation services, if any, 

must be provided at no cost to the affected 
person for not less than 12 months, along 

with all information necessary to take 
advantage of the offer, to any person whose 

information was or may have been breached 
if the breach exposed or may have exposed 

personal information involving a social 
security number, driver’s l icense or California 

identification card numbers. 

 Substitute notice is av ailable by means 
prescribed in the statute if costs to exceed 

$250,000, affected class exceeds 500,000 
persons, or covered entity has insufficient 

contact information. 

 If the personal information compromised in 
the data breach only includes a user name or 

email address in combination with a 
password or security question and answer 

(and no other personal information), then 
notice may be provided in electronic or other 

form that directs the person whose personal 
information has been breached to promptly 

change his or her password and security 
question and answer (or take other steps to 

protect online account). 

Encryption Safe Harbor: A 

breach of encrypted data 
triggers a notification 

requirement if the encryption 
key or security credential is 

also acquired by an 
unauthorized person, and the 

owner or l icensor of the 
affected data reasonably 

believes that the encryption 
key or security credential 

could be used to render the 
encrypted personal 

information readable or 
usable.  

 

Other exemptions: 

Exemption for good faith 
acquisition by an employee 

or agent of a covered entity 
so long as personal 

information not used or 
subject to further wi llful 

unauthorized disclosure. 

A covered entity is deemed in 

compliance with the 
California statute if it 

maintains and complies with 
its own notification 

procedures as part of an 
information security policy 

that are consistent with the 
timing requirements of the 

California statute. 

Covered entities subject to 
HIPAA may satisfy 

requirements of California 
statute by complying with 

Section 13402(f) of the 
federal Health Information 

Technology for Economic 

Attorney General must 

be notified if a single 
breach results in 

notification to more 
than 500 California 

residents. 

Notification must be 
submitted online and 

include a sample of 
security breach 

notification to residents.  
Click here for required 

online reporting form.  

 

A waiv er of the statute is 

void and unenforceable. 

 

Civil remedies 

available to 
customers injured 

by a violation of the 
statute. 

 

Priv ate Cause of 
Action: Yes. 

 

http://leginfo.legislature.ca.gov/faces/codes_displayText.xhtml?lawCode=CIV&division=3.&title=1.81.&part=4.&chapter=&article=
https://oag.ca.gov/ecrime/databreach/report-a-breach
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California, 
cont’d 
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key or security credential could render that 

personal information readable or useable   

 

“Medical Information” means any 

information regarding an individual’s 
medical history, mental or physical 

condition, or medical treatment or 
diagnosis by a health care professional. 

 

“Health Insurance Information” means an 
individual’s health insurance policy number 

or subscriber identification number, any 
unique identifier used by a health insurer to 

identify the individual, or any information in 
an individual’s application and claims 

history, including any appeals records. 

 

“Encrypted” means rendered unusable, 

unreadable or indecipherable to an 
unauthorized person through a security 

technology or methodology generally 
accepted in the field of information 

security. 

 

“Biometric Data” means data generated 

from measurements or technical analysis 
of human body characteristics, such as 

fingerprint, retina, or iris image, used to 
authenticate an individual. 

 

 

 

 

 

 

 

 

 

 If the personal information compromised in 

the data breach only includes log in 
credentials for an email account furnished by 

the entity that has experienced the breach, 
then notice may be delivered to the individual 

online when that individual is connected to 
the online account from an IP address or 

online location from which the entity knows 
the resident customarily accesses the 

account. 

 

Other obligations (See Cal. Civ  Code 

1798.81): 

Businesses must implement and maintain 
reasonable security procedures and practices to 

protect personal information. 

Businesses responsible for data are required to 

take all reasonable steps to destroy a 
customer's records that contain personal 

information when the entity will no longer retain 
those records. 

A business that discloses personal information 

about a California resident pursuant to a 
contract with a nonaffiliated third party must 

require by contract that the third party implement 
and maintain reasonable security procedures 

and practices appropriate to the nature of the 
information, and to protect the personal 

information from unauthorized access, 
destruction, use, modification, or disclosure. 

 

 

 

and Clinical Health Act 

(“HITECH”). 
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Colorado 

 

Click here to 
review text of 

statute (see Col. 
Rev. Stat. Title 6, 

Article 1, §6-1-
716). 
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Information cov ered:  

Personal information of Colorado 

residents. 

 

Definition includes (i) student, military, or 

passport identification number; (i i) medical 
information; (i i i) health insurance 

identification number; (iv) biometric data; 
(v) a Colorado resident's username or e-

mail address, in combination with a 
password or security questions and 

answers, that would permit access to an 
online account; 

 

Important definitions: 

“Security Breach” means the unauthorized 

acquisition of unencrypted computerized 
data that compromises the security, 

confidentiality, or integrity of personal 
information maintained by a covered entity. 

Subject to statute:  

A person that maintains, owns, 

or l icenses personal 
information in the course of the 

person's business, vocation, or 
occupation. 

 

Third party recipients:    

If a covered entity uses a third-

party service provider, 
meaning an entity that has 

been contracted to maintain, 
store, or process personal  

information on behalf of a 
covered entity, to maintain 

computerized data that 
includes personal information 

the covered entity in the event 
of a security breach that 

compromises such 
computerized data, including 

notifying the covered entity of 
any security breach in the 

most expedient time possible, 
and without unreasonable 

delay following discovery of a 
security breach, if misuse of 

personal information about a 
Colorado resident occurred or 

is l ikely to occur. 

Written, electronic or telephonic notice must 
be prov ided to victims in the most expedient 
time possible and without unreasonable delay, 

but not later than thirty (30) days after the 
date of determination that a security breach 
occurred, consistent with the legitimate needs 
of law enforcement and consistent with any 

measures necessary to determine the scope of 
the breach and to restore the reasonable 

integrity of the computerized data system. 

 Substitute notice is av ailable by means 
prescribed in the statute if costs to exceed 

$250,000, affected class exceeds 250,000 
persons, or covered entity has insufficient 

contact information. 

 Notice not required if investigation 
determines that the misuse of information 

about a resident has not occurred and is 
not reasonably likely to occur.   

 

Other obligations: 

Any covered entity that must notify more than 
1,000 persons at one time of a security breach is 

also required to notify in the most expedient time 
possible and without unreasonable delay all 

consumer reporting agencies that compile and 
maintain fi les on consumers on a nationwide 

basis, as defined by the federal “Fair Credit 
Reporting Act", 15 U.S.C. sec. 1681a (p). 

 

Encryption Safe Harbor: 
Statute not applicable if the 
personal data that was lost, 

stolen, or accessed by an 
unauthorized individual is 

encrypted, redacted or 
secured by any other method 

rendering it unreadable or 
unusable. 

 

Other exemptions: 

Exemption for good faith 
acquisition of personal 

information by an employee 
or agent of covered entity so 

long as personal information 
not used for a purpose 

unrelated to the lawful 
operation of the business or 

is not subject to further 
unauthorized disclosure. 

Entities regulated by state or 
federal law that maintain and 

comply with procedures for 
addressing security breaches 

pursuant to those laws are 
exempt; except that notice to 

the attorney general is sti l l 
required. 

Entities subject to the 

provisions of the GLBA are 
exempt. 

 

 

 

A determination of no 

likelihood of harm:              

Does not require 
notification to Attorney 

General. 

If the security breach is 

reasonably believed to 
have affected 500 

Colorado residents or 
more the covered entity 

must provide notice of 
any security breach to the 

Colorado Attorney 
General in the most 

expedient time possible 
and without unreasonable 

delay, but not later than 
thirty (30) days after the 

date of determination that 
a security breach 

occurred. 

Other exemptions,  
cont’d: 

Any covered entity that 
maintains its own 

notification procedures as 
part of an information 

security policy for the 
treatment of personal 

information that is 
otherwise consistent with 

timing requirements of 
statute is deemed to be in 

compliance with Colorado 
statute; except that notice 

to the attorney general is 
sti l l required. 

Attorney General 

may bring actions 
in law or equity to 

seek relief, 
including direct 

economic damages 
resulting from a 

violation. 

 

With either a 

request from the 
Governor to 

prosecute a 
particular case or 

with the approval of 
the District Attorney 

with jurisdiction to 
prosecute cases in 

the judicial district 
where a case could 

be brought, the 
Attorney General 

has the authority to 
prosecute any 

criminal violations 
of section 18-5.5-

102. 

Priv ate Cause of 
Action: No. 

 

Enforcement by 

Attorney General 
only. 

https://advance.lexis.com/documentpage/?pdmfid=1000516&crid=302b2845-3e8d-49e9-a3c3-d95cf208df57&nodeid=AAGAABAABAAHAAT&nodepath=%2FROOT%2FAAG%2FAAGAAB%2FAAGAABAAB%2FAAGAABAABAAH%2FAAGAABAABAAHAAT&level=5&haschildren=&populated=false&title=6-1-716.+Notification+of+security+breach&config=014FJAAyNGJkY2Y4Zi1mNjgyLTRkN2YtYmE4OS03NTYzNzYzOTg0OGEKAFBvZENhdGFsb2d592qv2Kywlf8caKqYROP5&pddocfullpath=%2Fshared%2Fdocument%2Fstatutes-legislation%2Furn%3AcontentItem%3A5TYF-BJ20-004D-12SW-00008-00&ecomp=k3579kk&prid=83e4a347-7d6f-4c54-ab97-411a69fffaa0
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Connecticut 

 

Click here to 
review text of 

statute (See 
Conn. Gen. Stat. 

§36a-701b). 

 

[For specific 

rules applicable 
to state agencies 

and contractors 
providing goods 

and services to a 
state agency – 

click here.] 

 

[For specific 

rules applicable 
to the insurance 

industry effective 
October 2020 – 

click here [See 
§230]. 
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Information cov ered:  

Personal information of Connecticut 

residents. 

 

Important definitions: 

“Security Breach” means unauthorized 
access to or unauthorized acquisition of 

electronic fi les, media, databases or 
computerized data, containing personal 

information when access to the personal  
information has not been secured by 

encryption or by any other method or 
technology that renders the personal 

information unreadable or unusable. 

Subject to statute: 

Any person who conducts 

business in Connecticut, and 
who, in the ordinary course of 

such person's business, owns, 
l icenses or maintains 

computerized data that 
includes personal information. 

 

[Connecticut has specific 
statutes which could apply to 

those engaged in the 
insurance business.] 

 

Third party recipients: 

If a covered entity maintains 

computerized data that 
includes personal information 

that the entity does not own, 
the entity must notify the 

owner or l icensee of the 
information of any security 

breach immediately following 
discovery if the personal 

information was, or is 
reasonably believed to have 

been breached. 

 

  

Written, electronic or telephonic notice must 
be prov ided to any resident of Connecticut 
whose personal information was breached or is 

reasonably believed to have been breached 
without unreasonable delay but not later than 

ninety (90) days after the discov ery of such 
breach unless a shorter time is required under 

federal law or a law enforcement agency 
determines that notice will impede a criminal 

investigation (in which case notification is 
delayed until authorized by law enforcement). 

 Substitute notice is av ailable by means 

prescribed in the statute if costs to exceed 
$250,000, affected class exceeds 500,000 

persons, or covered entity has insufficient 
contact information. 

 Notice not required if the entity responsible 
for the data determines in consultation with 
federal, state and local law enforcement that 

there is no reasonable likelihood of harm 

to indiv iduals whose information has 

been acquired and accessed. 

 

 

 

 

 

Encryption Safe Harbor: 
Statute not applicable if the 
personal data that was lost, 

stolen or accessed by an 
unauthorized individual is 

secured by encryption or by 
any other method or 

technology that renders it 
unreadable or unusable. 

 

Other exemptions: 

Any covered entity that 
maintains and complies with 

its own security breach 
procedures that are 

consistent with the 
Connecticut timing 

requirements is deemed in 
compliance with Connecticut 

statute provided such 
covered entity notifies the 

Attorney General.  

Any covered entity that 

maintains its own security 
breach procedures pursuant 

to the rules, regulations, 
procedures or guidelines 

established by the primary or 
functional regulator is 

deemed in compliance with 
the Connecticut statute 

provided such person notifies 
victims of a security breach 

and notifies the Attorney 
General.  

 

 

 

 

 

Attorney General must 

be notified not later 
than time notice is 

prov ided to residents. 

 

A determination of no 

likelihood of harm:              

Must be made in 
consultation with federal, 

state or local law 
enforcement. 

 

 

 

 

Failure to comply 

with statute 
constitutes an 

unfair trade 
practice. 

 

 

Priv ate Cause of 
Action: No. 

 

Enforcement by 

Attorney General 
only. 

https://www.cga.ct.gov/2015/pub/chap_669.htm
https://www.cga.ct.gov/2015/ACT/PA/2015PA-00142-R00SB-00949-PA.htm
https://www.cga.ct.gov/2019/ACT/pa/pdf/2019PA-00117-R00HB-07424-PA.pdf
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Delaware         

 

Click here to 
review text of 

statute (See Del. 
Code Ann. tit. 6 § 

12B)    

 

For specific rules 

applicable to the 
insurance 

industry click 
here (See Del. 

Code Ann. tit. 18 
§ 86)    
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Information cov ered:  

Personal information of Delaware 

residents.  

Definition includes (i) passport number; (i i) 

medical history, medical treatment by a 
health-care professional, diagnosis of 

mental or physical condition by a health-
care professional, or deoxyribonucleic acid 

profile; (i i i) health insurance policy number, 
subscriber identification number, or any 

other unique identifier used by a health 
insurer to identify the person; (iv) unique 

biometric data generated from 
measurements or analysis of human body 

characteristics for authentication purposes; 
(v) an individual taxpayer identification 

number. 

Important definitions: 

“Security Breach” means the unauthorized 

acquisition of computerized data that 
compromises the security, confidentiality or 

integrity of personal information.  

“Encrypted” means personal information 
that is rendered unusable, unreadable or 

indecipherable through a security 
technology or methodology generally 

accepted in the field of information 
security. 

“Encryption key” means the confidential 
key or process designed to render the 

encrypted personal information useable, 
readable and decipherable. 

Subject to statute: 

An individual or entity that 

owns or l icenses computerized 
data that includes personal 

information about a Delaware 
resident. 

 

Third party recipients:  

If a covered entity maintains 

computerized data that 
includes personal information 

that the covered entity does 
not own or l icense, the 

covered entity must notify and 
cooperate with the owner or 

l icensee of the information of 
any security breach 

immediately following 
determination of the breach of 

security.  

 

Written, telephonic or electronic notice must 
be prov ided to victims of a security breach 
without unreasonable delay but no later than 

sixty (60) days following the discov ery of the 
breach, unless a shorter time is required by 

federal law, or a law enforcement agency 
determines that notice will impede a criminal 

investigation (in which case notification is 
delayed until authorized by law enforcement). 

 Substitute notice is av ailable by means 

prescribed in the statute if costs to exceed 
$75,000, affected class exceeds 100,000 

persons, or covered entity has insufficient 
contact information. 

 If a resident’s Social Security number was 
compromised in the breach, 

complimentary credit monitoring services 
must be offered to the resident for one year; 

notice may not be giv en by e-mail to a 
resident whose related online account 
has been compromised. 

 Notice not required if, after an appropriate 
investigation, the entity responsible for the 

personal information determines that the 

breach of security is unlikely to result in 

harm to indiv iduals whose personal 
information has been breached.    

Other obligations: 

Covered entities must implement and maintain 
reasonable procedures and practices to prevent 

the unauthorized acquisition, use, modification, 
disclosure or destruction of personal information 

collected or maintained in the regular course of 
business. 

Encryption Safe Harbor: 
Statute not applicable if 
personal information subject 

to a security breach is 
encrypted, unless an 

unauthorized acquisition 
includes, or is reasonably 

believed to include, an 
encryption key that could 

render the personal 
information readable or 

useable. 

 

 

 

 

 

Other exemptions: 

Exemption for good faith 

acquisition of personal 
information by an employee 

or agent of a covered entity 
so long as personal 

information is not used for an 
unauthorized purpose or 

subject to further 
unauthorized disclosure. 

A covered entity is deemed in 
compliance with the 

Delaware statute if it 
maintains and complies with 

its own notification 
procedures as part of an 

information security policy 
and whose procedures are 

consistent with the timing 
requirements of the Delaware 

statute. 

Delaware Attorney 

General must be 
notified if a breach 

inv olv es over 500 
residents. 

 

A determination of no 
likelihood of harm:              

Does not require 

notification to Attorney 
General. 

 

 

 

 

 

Other exemptions, 
cont’d: 

A covered entity is 
deemed in compliance 

with the Delaware statute 
if it is regulated by state 

or federal law, including 
HIPAA and GLBA, and it 

complies with 
requirements or 

procedures imposed by 
its primary or functional 

state or federal regulator 
which are consistent with 

the Delaware statute. 

Attorney General 

may bring actions 
in law or equity to 

seek appropriate 
relief, including 

direct economic 
damages resulting 

from a violation. 

 

 

Priv ate Cause of 
Action: No. 

 

Enforcement by 

Attorney General 
only. 

http://delcode.delaware.gov/title6/c012b/index.shtml
https://delcode.delaware.gov/title18/c086/index.shtml
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Florida 

 

Click here to 
review text of 

statute. 
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Information cov ered:  

Personal information of Florida residents. 

Definition includes (i) medical history, (i i) 
mental or physical condition, (i i i) medical 

treatment or diagnosis by a health care 
professional, (iv) health insurance policy 

number or subscriber identification number 
and any unique identifier used by a health 

insurer to identify the individual, and (v) a 
user name or e-mail address in 

combination with a password or security 
question and answer that would permit 

access to the account. 

 

Important definitions: 

“Security Breach” means unauthorized 

access of data in electronic form containing 
personal information. 

Subject to statute: 

Any legal or commercial entity 

that acquires, maintains, 
stores or uses personal 

information. 

(Definition also includes 

government entities in some 
instances.) 

 

Third party recipients: 

In the event of a security 
breach of a system maintained 

by a third party agent, such 
third party agent must 

cooperate with and notify the 
covered entity as expeditiously 

as practicable but not later 
than ten (10) days following 

determination of the breach.  

 

Written or electronic notice must be prov ided 
to Florida residents whose personal information 
was, or is reasonably believed to have been, 

accessed as a result of a security breach as 
expeditiously as practicabl but not later than 

thirty (30) days following the determination 
of the breach. The notification may be delayed 

upon the written request of law enforcement. 

 Specific content requirements prescribed by 
statute for notice to individuals. 

 Substitute notice is av ailable by means 
described in the statute if costs to exceed 
$250,000, affected class exceeds 500,000 

persons, or covered entity has insufficient 
contact information. 

 Notice not required if the entity responsible 
for the data concludes after a reasonable 
investigation and consultation with federal, 

state and local law enforcement agencies 
that the breach has not and w ill not likely 

result in identity theft or any other 
financial harm to the indiv iduals whose 

personal information has been accessed. 

 

Other obligations: 

Any covered entity that must notify more than 
1,000 persons at one time of a security breach is 

also required to notify without unreasonable 
delay consumer reporting agencies. 

Covered entities must take reasonable 

measures to dispose of records with personal 
information. 

A covered entity or third party contracted to 
maintain, store or process personal information 

on behalf of a covered entity must take 
reasonable measures to protect and secure data 

in electronic form containing personal 
information. 

Encryption Safe Harbor:  

Statute not applicable if the 

personal data that was lost, 
stolen or accessed by an 

unauthorized individual is 
encrypted, secured or 

modified to remove elements 
that personally identify an 

individual or otherwise render 
the information unusable. 

 

Other exemptions: 

Exemption for good faith 

acquisition of personal 
information by an employee 

or agent of covered entity so 
long as personal information 

is not used for purposes 
unrelated to the business or 

subject to further 
unauthorized use. 

Entities notifying individuals 

in compliance with 
requirements of primary or 

functional federal regulator 
are deemed in compliance 

with Florida requirements 
provided notice is timely 

provided to Florida 
Department of Legal Affairs. 

 

 

 

 

 

 

 

 

 

Florida Department of 

Legal Affairs must be 
notified not later than 

thirty (30) days after 
determination of breach 

if more than 500 Florida 
residents are affected. 

Additional notification 

time may be obtained by 
request to the Florida 

Department of Legal 
Affairs within the 30 day 

period. 

Specific content 

requirements prescribed 
in statute for notification 

to Department of Legal 
Affairs. 

 

A determination of no 
likelihood of harm:              

Must be made in 

consultation with relevant 
federal, state or local law 

enforcement agencies. 
Such a determination 

must be documented in 
writing and maintained for 

at least 5 years.  Covered 
entity must provide the 

written determination to 
the Florida Department of 

Legal Affairs within 30 
days of determination. 

Violations are 

treated as an unfair 
or deceptive trade 

practice. 

For failure to 
provide notice of 

the security breach 
within 30 days: 

(i) $1,000 per day 
for first 30 days 

following violation, 
then (ii) up to 

$50,000 for each 
subsequent 30-day 

period up to 180 
days, then (ii i) an 

amount not to 
exceed $500,000 if 

violation continues. 

Penalties apply per 
breach, not per 

affected individual.   

Penalties do not 

apply to 
government 

entities. 

Priv ate Cause of 
Action: No. 

 

Enforcement by 

Florida Department of 
Legal Affairs only. 

 

http://www.leg.state.fl.us/statutes/index.cfm?App_mode=Display_Statute&Search_String=&URL=0500-0599/0501/Sections/0501.171.html
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Georgia 

 

Click here to 
review text of 

statute (see Ga. 
Code Ann., Title 

10, Chapter 1, 
§910 et seq.) 
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Information cov ered:  

Personal information of Georgia residents.  

Definition includes any data elements 
when not in connection with a victim’s first 

or last name if data element would be 
sufficient to allow someone to perform or 

attempt to perform identity theft.   

 

Important definitions: 

“Security Breach” means an unauthorized 

acquisition of an individual’s electronic data 
that compromises the security, 

confidentiality or integrity of personal 
information. 

“Information Broker” means any person or 
entity who, for monetary fees or dues, 

engages in whole or in part in the business 
of collecting, assembling, evaluating, 

compiling, reporting, transmitting, 
transferring or communicating information 

concerning individuals for the primary 
purpose of furnishing personal information 

to nonaffi liated third parties. 

Subject to statute: 

Any information broker that 

maintains computerized data 
that includes personal 

information. 

 

Third party recipients: 

Any person or business that 
maintains computerized data 

on behalf of covered entity that 
includes personal information 

that the person or business 
does not own must notify the 

covered entity who owns the 
information of any security 

breach within 24 hours 
following discovery of the 

breach. 

 

 

 

 

 

 

Written, telephonic or electronic notice must 
be prov ided to victims of a security breach 
within the most expedient time possible and 

without unreasonable delay, unless a law 
enforcement agency determines that notice will 

impede a criminal investigation (in which case 
notification is delayed until authorized by law 

enforcement). 

 Substitute notice is av ailable by means 
prescribed in the statute if costs to exceed 

$50,000, affected class exceeds 100,000 
persons, or covered entity has insufficient 

contact information.  

 

Other obligations: 

Any information broker that must notify more 

than 10,000 persons at one time of a security 
breach is also required to notify without 

unreasonable delay consumer reporting 
agencies. 

 

Encryption Safe Harbor: 
Statute not applicable if the 
personal data that was lost, 

stolen or accessed by an 
unauthorized individual is 

encrypted or redacted. 

 

Other exemptions: 

Exemption for good faith 

acquisition of personal 
information by an employee 

or agent of covered entity so 
long as personal information 

not used or subject to further 
unauthorized disclosure. 

A covered entity is deemed in 
compliance with the Georgia 

statute if it maintains and 
complies with its own 

notification procedures as 
part of an information 

security policy and whose 
procedures are consistent 

with the timing requirements 
of the Georgia statute. 

 

 

 

 

 

 

 

 

 

A state agency that has 

been subject to a certain 
single breach or 

aggravated computer 
tampering to the security 

of its data shall submit a 
comprehensive report to 

the attorney general and 
the General Assembly, 

specifies the content of 
the report, requires the 

report to be made 
available to the public. 

 Priv ate Cause of 
Action: No. 

 

http://www.lexisnexis.com/hottopics/gacode/Default.asp
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Information cov ered:  

Personal information of Hawaii residents.   

 

Important definitions: 

“Security Breach” means an incident or 

unauthorized access to and acquisition of 
unencrypted or unredacted records or data 

containing personal information where 
il legal use of the personal information has 

occurred, or is reasonably likely to occur 
and creates a risk of harm to a person.  

Any incident of unauthorized access to and 
acquisition of encrypted records or data 

containing personal information along with 
the confidential process or key constitutes 

a security breach. 

“Encryption” means the use of an 
algorithmic process to transform data into a 

form in which the data is rendered 
unreadable or unusable without the use of 

a confidential process or key. 

“Redacted” means the rendering of data so 

that it is unreadable or truncated so that no 
more than the last four digits of the 

identification number are accessible as 
part of the data. 

 

 

 

 

 

 

 

 

Subject to statute: 

Any business that owns or 

l icenses personal information 
of residents, any business that 

conducts business in Hawaii 
that owns or l icenses personal 

information in any form 
(whether computerized, paper, 

or otherwise), or any 
government agency that 

collects personal information 
for specific government 

purposes. 

 

Third party recipients: 

Any business located in 
Hawaii or that conducts 

business in Hawaii that 
maintains or possesses 

records or data with personal 
information of residents that 

the business does not own or 
l icense must notify the owner 

or l icensee of any security 
breach immediately following 

discovery of the breach 
consistent with law 

enforcement needs. 

 

Written, telephonic or electronic notice must 
be prov ided to victims of a security breach 
without unreasonable delay, unless law 

enforcement determines that disclosure could 
impede a criminal investigation or jeopardize 

national security (in which case notification is 
delayed until authorized by law enforcement). 

 Specific requirements for the form and 

content of notice are described in the statute. 

 Substitute notice is av ailable by means 
prescribed in the statute if costs to exceed 

$100,000, affected class exceeds 200,000 
persons, or covered entity does not have 

sufficient contact information.  

 Notice not required if the covered entity 
determines that it is not reasonably likely 

that illegal use of the personal 
information has or will occur or it is not 

reasonably likely that the security breach 
creates a risk of harm to a person. 

 

Other obligations: 

If more than 1,000 persons are notified at one 

time under the Hawaii statute, notification must 
also be made to applicable consumer reporting 

agencies. 

 

Encryption Safe Harbor: 
Statute not applicable if the 
personal data that was lost, 

stolen or accessed by an 
unauthorized individual is 

encrypted or redacted and 
the confidential process or 

key is not also 
compromised.. 

 

Other exemptions: 

Exemption for good faith 
acquisition of personal 

information by an employee 
or agent of covered entity so 

long as personal information 
not used for a purpose other 

than a lawful purpose of the 
business and is not subject to 

further unauthorized 
disclosure. 

Certain financial institutes 
subject to federal regulations 

are exempt. 

Any health plan or healthcare 
provider that is subject to 

HIPAA is exempt.  

 

 

 

 

 

 

 

 

 

 

 

Hawaii Office of 

Consumer Protection 
must be notified if a 

breach inv olves over 
1000 residents. 

 

A determination of no 
likelihood of harm: 
Does not require 
notification to Attorney 

General. 

 

A waiv er of the statute is 

void and unenforceable. 

 

Penalties not to 

exceed $2,500 per 
violation. 

Violators may also 

be liable to injured 
parties for actual 

damages sustained 
as a result of the 

violation.   

Reasonable 

attorney fees may 
also be awarded to 

the prevailing party. 

 

Priv ate Cause of 
Action: No. 

 

Enforcement by the 

Attorney General or 
executive director of 

the office of 
consumer protection. 

http://www.capitol.hawaii.gov/hrscurrent/Vol11_Ch0476-0490/HRS0487N/HRS_0487N-0001.htm
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Information cov ered:  

Personal information of Idaho residents. 

 

Important definitions: 

“Security Breach” means an il legal 

acquisition of unencrypted computerized 
data that materially compromises the 

security, confidentiality or integrity of 
personal information for one or more 

persons. 

“Primary  Regulator” of a commercial entity 
or individual l icensed or chartered by the 

United States is that  commercial  entity's 
or individual's primary federal regulator.  

The primary regulator of a commercial 
entity or individual l icensed by the 

department of finance is the department of 
finance. The primary regulator of a 

commercial entity or individual l icensed by 
the department of insurance is the 

department of insurance. For all other 
agencies and all other commercial entities 

or individuals, the primary regulator is the 
Attorney General. 

 

 

 

 

 

 

 

 

 

Subject to statute: 

An individual, state, or a 

commercial entity that 
conducts business in Idaho 

and owns or l icenses 
computerized data that 

includes personal information 
about a resident of Idaho. 

 

Third party recipients: 

Any covered entity that 

maintains computerized data 
that includes personal 

information that the covered 
entity does not own or l icense 

must give notice to and 
cooperate with the owner or 

l icensee of the information of 
any security breach 

concerning the personal 
information of an Idaho 

resident.   

Written, electronic or telephonic notice must 
be prov ided to victims of a security breach 
within the most expedient time possible and 

without unreasonable delay following a prompt 
investigation to determine if misuse of 

information about an Idaho resident has 
occurred or is reasonably likely to occur, unless 

a law enforcement agency determines that 
notice will impede a law enforcement 

investigation (in which case notification is 
delayed until authorized by law enforcement).   

 Substitute notice is av ailable by means 

prescribed in the statute if costs to exceed 
$25,000, affected class exceeds 50,000 

persons, or covered entity does not have 
sufficient contact information.  

 Notice only required if security breach 
materially compromises the security, 

confidentiality or integrity of personal 
information. 

 Notice not required if, after a reasonable 
and prompt investigation, the covered entity 
determines that there is no reasonable 

likelihood that personal information has 
been or will be misused. 

 

Encryption Safe Harbor: 
Statute not applicable if the 
personal data that was lost, 

stolen or accessed by an 
unauthorized individual is 

encrypted. 

 

Other exemptions: 

Exemption for good faith 

acquisition by an employee 
or agent of the covered entity 

so long as personal 
information not used or 

subject to further 
unauthorized disclosure. 

A covered entity is deemed in 
compliance with the Idaho 

statute if it maintains and 
complies with its own 

notification procedures as 
part of an information 

security policy and whose 
procedures are consistent 

with the timing requirements 
of the Idaho statute. 

Entities regulated by state or 

federal law that maintain and 
comply with procedures for 

addressing security breaches 
pursuant to those laws are 

exempt. 

A determination of no 

likelihood of harm:  

Does not require 
notification to Attorney 

General if covered entity 
is an individual or 

commercial entity.  

 

 

Fine of not more 

than twenty-five 
thousand dollars 

($25,000) per 
security breach for 

any covered entity 
that intentionally 

fails to give notice. 

Any governmental 
employee that 

intentionally 
discloses personal  

information not 
subject to 

disclosure 
otherwise allowed 

by law is guilty of a 
misdemeanor and, 

upon conviction 
thereof, could be 

punished by a fine 
of not more than 

$2,000, or by 
imprisonment in the 

county jail for a 
period of not more 

than one year, or 
both. 

Priv ate Cause of 
Action: No. 

 

Enforcement action 

brought by a covered 
entity’s primary 

regulator. 

 

http://law.justia.com/codes/idaho/2016/title-28/chapter-51
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Click here to 
review text of 

statute. 

 

Important 

definitions, 
cont’d  

"Health 

insurance 
information" 

means an 
individual's 

health insurance 
policy number or 

subscriber 
identification 

number, any 
unique identifier 

used by a health 
insurer to identify 

the individual, or 
any medical 

information in an 
individual's 

health insurance 
application and 

claims history, 
including any 

appeals records. 
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of States 

 

Information cov ered:  

Personal information of Il linois residents. 

Definition to include (i) medical information, 
(i i) health insurance information, (i i i) unique 

biometric data generated from 
measurements or technical analysis of 

human body characteristics used by the 
covered entity to authenticate an individual, 

such as a fingerprint, retina or iris image, 
or other unique physical representation or 

digital representation of biometric data, and 
(iv) a user name or email address, in 

combination with a password or security 
question and answer that would permit 

access to an online account, when either 
the user name or email address or 

password or security question and answer 
are not encrypted or redacted or are 

encrypted or redacted but the keys to 
unencrypt or unredact or otherwise read 

the data elements have been obtained 
through the security breach.   

 Important definitions: 

“Security Breach” means an unauthorized 
acquisition of computerized data that 

compromises the security, confidentiality or 
integrity of personal information. 

"Medical information" means any 

information regarding an individual's 
medical history, mental or physical 

condition, or medical treatment or 
diagnosis by a healthcare professional, 

including such information provided to a 
website or mobile application. 

Subject to statute: 

Any private university, 

privately held corporation, 
financial institution, retail 

operation, and any other entity 
that handles, collects, 

disseminates or otherwise 
deals with nonpublic personal 

information.  

 

Third party recipients: 

Any covered entity that 
maintains computerized data 

that includes personal 
information that the covered 

entity does not own or l icense 
must give notice to and 

cooperate with the owner or 
l icensee of the personal 

information. 

Il l inois may take the position 
that any unauthorized 

acquisition or use by a third 
party triggers the notification 

obligation regardless of 
materiality/ownership of the 

data. 

 

 

Written or electronic notice must be prov ided 
to victims of a security breach within the most 
expedient time possible and without 

unreasonable delay.  Notification may be 
delayed if law enforcement agency determines 

notification will interfere with a criminal 
investigation and such agency provides the 

covered entity with a written request. 

 Notice to affected residents is required to 
contain specific content described in statute.  

 Substitute notice is av ailable by means 
prescribed in the statute if costs to exceed 

$250,000, affected class exceeds 500,000 
persons, or covered entity does not have 

sufficient contact information. 

 If user name(s) or email address in 
combination with password(s) or security 

question(s) and answer(s) constitute the 
extent of the security breach, notice may be 

provided in electronic form pursuant to the 
Il l inois statute. 

  

Other obligations: 

A covered entity must dispose of material 

containing personal information in a manner that 
renders the personal information unreadable, 

unusable and undecipherable. 

A covered entity must implement and maintain 
reasonable security measures to protect 

personal information from unauthorized access, 
acquisition, destruction, use, modification, or 

disclosure.  Any contracts that the covered entity 
has with third party recipients must require 

reasonable security measures for the protection 
of personal information. 

Encryption Safe Harbor: 
Statute not applicable if the 
personal data that was lost, 

stolen or accessed by an 
unauthorized individual is 

fully encrypted or redacted. 

Safe harbor will not be 
applicable if the keys to 

unencrypt or unredact or 
otherwise read the personal 

information have also been 
acquired without 

authorization. 

Other exemptions: 

Exemption for good faith 

acquisition of personal 
information by an employee 

or agent of covered entity for 
a legitimate purpose of the 

covered entity so long as 
personal information is not 

used for a purpose unrelated 
to covered entity’s business 

and is not subject to further 
unauthorized disclosure. 

A covered entity is deemed in 
compliance with the Il linois 

statute if it maintains and 
complies with its own 

notification procedures as 
part of an information 

security policy and whose 
procedures are consistent 

with the timing requirements 
of the Il l inois statute. 

 

 

 

 

 

A determination of no 

likelihood of harm:  

Notice in the “most 
expedient time possible” 

(but in no event later than 
notice to consumers). 

must be given to the 
Attorney General when 

500 or more Il l inois 
residents are affected by 

a single breach of a 
security system. Statute 

contains specific content 
required in notice 

A waiv er of the statute is 
void and unenforceable. 

Other exemptions  

The data security 

provisions of the Il l inois 
statute will not apply to a 

covered entity subject to 
a state or federal law 

requiring greater 
protection for records 

containing personal 
information or to covered 

entities that are subject to 
the GLBA. 

Covered entities subject 
to HIPAA are exempt 

from the entirety of the 
Il l inois statute provided 

that any covered entity or 
business associate 

required to notify the 
Secretary of Health and 

Human Services also 
provides notification to 

the Il l inois Attorney 
General within five (5) 

business days of notifying 
the Secretary. 

A violation of the 

statute constitutes 
an unlawful 

practice under the 
Consumer Fraud 

and Deceptive 
Business Practices 

Act. 

 

  

Priv ate Cause of 
Action: No. 

 

http://www.ilga.gov/legislation/ilcs/ilcs3.asp?ActID=2702&ChapAct=815 ILCS 530/&ChapterID=67&ChapterName=BUSINESS+TRANSACTIONS&ActName=Personal+Information+Protection+Act.
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Click here to 

review text of 

statute (see Ind. 

Code, Title 24, 

§§ 24-4.9 et 

seq.) 

 
 
[For specific 

rules applicable 
to state agencies 

– see Ind. Code 
Title 4, §§ 4-1-11 

et seq.]  
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Information cov ered:  

Personal information of Indiana residents. 

Definition includes an unencrypted or 
unredacted Social Security Number 

standing alone.   

 

Important definitions: 

“Security Breach” means an unauthorized 

acquisition of computerized data that 
compromises the security, confidentiality or 

integrity of personal information.  

Definition includes the unauthorized 

acquisition of computerized data that has 
been transferred to another medium, 

including paper, microfilm or a similar 
media, even if the transferred data are no 

longer in a computerized format. 

Unauthorized acquisition of an encrypted 
portable electronic device on which 

personal information is stored is not a 
security breach if the encryption key has 

not been compromised. 

“Encrypted” means data that have been 

transformed through the use of an 
algorithmic process into a form in which 

there is a low probability of assigning 
meaning without use of a confidential 

process or key, or data which are secured 
by another method that renders data 

unreadable or unusable. 

“Redacted” means data have been altered 
or truncated so that no more than last four 

digits are accessible (or last five digits for 
social security numbers). 

Subject to statute: 

Any person or legal entity 

using computerized personal 
information of an Indiana 

resident for commercial 
purposes. 

 

Third party recipients: 

Any covered entity that 

maintains computerized data 
that includes personal 

information but does not own 
or l icense the data must notify 

the owner or l icensee of a 
security breach. 

 

 

Written, electronic, telephonic or facsimile 
notice must be prov ided to victims of a 
security breach without unreasonable delay, 

unless a law enforcement agency or the 
Attorney General determines that notice will 

impede a civil criminal investigation or 
jeopardize national security. Notification must 

occur as soon as possible after delay is no 
longer necessary or authorized by Attorney 

General or law enforcement agency. 

 Substitute notice is av ailable by means 
prescribed in the statute if costs to exceed 

$250,000, affected class exceeds 500,000 
persons, or covered entity does not have 

sufficient contact information.  

 Notice only required if the covered entity 
knows, should know, or should have known 
that the unauthorized acquisition constituting 

the breach has resulted in or could result 
in identity deception, identity theft or 

fraud affecting the Indiana resident. 

 

Other obligations: 

Any covered entity that must notify more than 
1,000 persons at one time of a security breach is 

also required to notify without unreasonable 
delay consumer reporting agencies. 

Covered entity must implement and maintain 

reasonable procedures to protect and safeguard 
personal information of Indiana residents.   

Covered entity must dispose of records or 
documents containing unencrypted or 

unredacted personal information by shredding, 
incinerating, mutilating, erasing or otherwise 

rendering personal information illegible or 
unusable. 

Encryption Safe Harbor: 
Statute not applicable if the 
personal data that was lost, 

stolen or accessed by an 
unauthorized individual is 

encrypted or redacted.   

Safe harbor not available if 
encryption key has been 

compromised.   

 

Other exemptions: 

Exemption for good faith 
acquisition of personal 

information by an employee 
or agent of covered entity so 

long as personal information 
not used or subject to further 

unauthorized disclosure. 

Covered entity is exempt if it 
maintains and complies with 

its own data security 
procedures as part of an 

information privacy and 
security policy or compliance 

plan under USA Patriot Act, 
Executive Order 13224, 

Driver’s Privacy Protection 
Act (18 U.S.C. 2721), Fair 

Credit Reporting Act (15 
U.S.C. 1581), Financial 

Modernization Act of 1999 
(15 U.S.C. 6801), or HIPAA, 

provided the procedures are 
reasonable. 

 

 

Attorney General must 

be notified of any 
security breach using a 

designated form.   

Click here for form.   

 

A determination of no 

likelihood of harm: 
Does not require 

notification to Attorney 
General. 

 

 

 

Violations are 

actionable 
deceptive acts. 

 

For violations of the 
notification rules: 

The Attorney 

General may bring 
an action to enjoin 

future violations of 
the statute, a civil 

penalty of not more 
than $150,000 per 

deceptive act, and 
the Attorney 

General’s 
reasonable costs. 

For violations of the 
record retention 

rules: 

The Attorney 
General may bring 

an action to enjoin 
future violations of 

the statute, a civil 
penalty of not more 

than $5,000 per 
deceptive act, and 

the Attorney 
General’s 

reasonable costs. 

Priv ate Cause of 
Action: No. 

 

Enforcement by 

Attorney General 
only. 

 

https://iga.in.gov/legislative/laws/2015/ic/
http://www.in.gov/attorneygeneral/3037.htm
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Information cov ered:  

Personal information of Iowa residents. 

Definition includes (i) unique electronic 
identifier or routing code in combination 

with any required security code, access 
code or password permitting access to an 

individual’s account, and (ii) unique 
biometric data, such as a fingerprint, retina 

or iris image, or other unique physical or 
digital representation of biometric data.  

 

Important definitions: 

“Security Breach” means unauthorized 
acquisition of personal information 

maintained in computerized form that 
compromises the security, confidentiality or 

integrity of the personal information.   

Definition includes information maintained 

in any medium, including on paper, that 
was transferred by the person to that 

medium from computerized form. 

“Encryption” means the use of an 
algorithmic process to transform data into a 

form in which the data is rendered 
unreadable or unusable without the use of 

a confidential process or key. 

“Redacted” means altered or truncated so 

that no more than five digits of a social 
security number or the last four digits of 

other sensitive numbers are accessible. 

 

Subject to statute: 

Any person or legal business 

entity that owns or l icenses 
computerized data that 

includes a consumer's 
personal information that is 

used in the course of 
business, vocation, occupation 

or volunteer activities.  

 

Third party recipients: 

Any covered entity who 
maintains or otherwise 

possesses personal 
information on behalf of 

another covered entity must 
notify the owner or l icensor of 

the information of any security 
breach of a consumer’s 

personal information 
immediately following 

discovery of security breach. 

 

Written or electronic notice must be giv en to 

any consumer whose personal information was 
included in the information that was breached in 

the most expeditious manner possible and 
without unreasonable delay, unless a law 

enforcement agency determines that notification 
will impede a criminal investigation and the 

agency has made a written request that the 
notification be delayed (in which case 

notification is delayed until authorized by law 
enforcement). 

 Specific requirements for the content of the 

notice are detailed in the statute. 

 Substitute notice is av ailable by means 
prescribed in the statute if costs to exceed 
$250,000, affected class exceeds 300,000 

persons, or covered entity does not have 
sufficient contact information.  

 Notice not required if the covered entity 
determines, after appropriate investigation or 
after consultation with relevant federal, state, 

or local law enforcement agencies, that no 

reasonable likelihood of financial harm to 

the consumers whose personal 
information has been acquired has 
resulted or will result from the breach.  
Such a determination must be documented 

in writing and the documentation must be 
maintained for five years. 

 

Encryption Safe Harbor: 
Statute not applicable if the 
personal data that was 

breached was encrypted, 
redacted or otherwise altered 

by any method or technology 
in such a manner that the 

name or data elements are 
unreadable and the keys to 

unencrypt, unredact or 
otherwise read the data 

elements have not been 
compromised. 

Other exemptions: 

Exemption for good faith 
acquisition of personal 

information by an employee 
of a covered entity for 

purposes of the covered 
entity so long as personal 

information is not used in 
violation of applicable law or 

in a manner that harms or 
poses a threat to the affected 

resident. 

Iowa statute does not apply 
to a covered entity who 

complies with notification 
requirements imposed by its 

primary or functional federal 
regulator, or with other state 

or federal laws, that provide 
greater protection to personal 

information and at least as 
thorough disclosure 

requirements as required by 
the Iowa statute. 

A covered entity who 
complies with the GLBA is 

exempt. 

 

 

Director of Consumer 

Protection Div ision of 
Attorney General must 

be notified within fiv e 
(5) business days if 

giv ing notice of a 
security breach to more 

than 500 residents. 

 

A determination of no 

likelihood of harm:  

Does not require 
notification to Attorney 

General for individuals or 
commercial entities. 

 

 

Violation is an 

unlawful practice. 

 

Attorney General 

may seek and 
obtain an order that 

a violator pay 
damages to the 

Attorney General 
on behalf of a 

person injured by 
the violation. 

Priv ate Cause of 
Action: No. 

 

Enforcement by 

Attorney General 
only. 

 

https://www.legis.iowa.gov/docs/code/2016/715C.pdf
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Information cov ered:  

Personal information of Kansas residents. 

Definition includes financial account 
number or credit card/debit card number, 

alone or in combination with any required 
security code, access code or password 

that would permit access to a consumer’s 
financial account.  

 

Important definitions: 

“Security Breach” means unauthorized 
access to and acquisition of unencrypted 

or unredacted computerized data that 
compromises the security, confidentiality or 

integrity of personal information and that 
causes, or the covered entity reasonably 

believes has caused or will cause, identity 
theft to any consumer. 

“Encrypted” means transformation of data 
through the use of algorithmic process into 

a form in which there is a low probability of 
assigning meaning without the use of a 

confidential process or key, or securing the 
information by another method that renders 

the data elements unreadable or unusable. 

“Redacted” means the alteration or 
truncation of data so that no more than five 

digits of a social security number, or the 
last four  digits of a driver’s l icense 

number, state identification number or  
account number are accessible as part of 

the personal information. 

 

 

Subject to statute: 

A person or legal entity that 

conducts business in Kansas 
that owns or l icenses 

computerized data that 
includes personal information.  

 

Third party recipients: 

An individual or commercial 

entity that maintains or 
otherwise possesses personal 

information that the individual 
or commercial entity does not 

own must notify the owner or 
l icensee of the information of 

any security breach following 
discovery of unauthorized 

access and acquisition of 
personal information. 

 

Written or electronic notice must be prov ided 
to victims of a security breach within the most 
expedient time possible and without 

unreasonable delay, unless a law enforcement 
agency determines that notice will impede a 

criminal investigation (in which case notification 
is delayed until authorized by law enforcement). 

 Substitute notice is av ailable by means 

prescribed in the statute if costs to exceed 
$100,000, affected class exceeds 5,000 

persons, or covered entity does not have 
sufficient contact information.  

 Notification is not required if, after a 
reasonable and prompt investigation, the  

covered entity determines it is not 

reasonably likely that misuse of the 

personal information has or will occur. 

 

Other obligations:  

Any person that must notify more than 1,000 
persons at one time of a security breach is also 

required promptly to notify consumer reporting 
agencies. 

A covered entity must take reasonable steps to 

destroy or arrange for destruction of customer’s 
records within its custody or control containing 

personal information by shredding, erasing or 
otherwise modifying personal information so it is 

no longer readable or decipherable. 

Encryption Safe Harbor: 
Statute not applicable if the 
personal data that was lost, 

stolen or accessed by an 
unauthorized individual is 

encrypted or redacted. 

  

Other exemptions: 

Kansas statute does not 

apply to an individual or 
commercial entity who 

complies with notification 
requirements imposed by its 

primary or functional federal 
regulator. 

Kansas statute does not 
apply to an individual or 

commercial entity that 
maintains and complies with 

its own notification 
procedures as part of an 

information security policy  
and whose procedures are 

consistent with the timing 
requirements of the Kansas 

statute. 

 

 

 

 

 

 

 

 

 

 

 

 

A determination of no 

likelihood of harm:  

Does not require 
notification to Attorney 

General. 

 

Attorney General 

empowered to 
bring actions in law 

or equity to 
address violations. 

 

The Kanas 
insurance 

commissioner has 
sole authority over 

insurance 
companies who 

violate the Kansas 
statute. 

 

Priv ate Cause of 
Action: No. 

 

http://www.kslegislature.org/li_2014/b2013_14/statute/050_000_0000_chapter/050_007a_0000_article/
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Information cov ered:  

Personal information of Kentucky 

residents. 

[For NTPs (see below), definition also 

includes first name or first initial and last 
name, or personal mark, or unique  

biometric or genetic print or image, in 
combination with typical data elements or 

one or more of the following: (i) taxpayer ID 
number that incorporates a SSN, (i i) state 

ID card number or any other individual ID 
number issued by any agency, (i i i) 

passport number or other ID number 
issued by the USG, (iv) or individually 

identifiable health information as defined in 
HIPAA (except education records covered 

by FERPA).] 

Important definitions: 

“Security Breach” means unauthorized 

acquisition of unencrypted and unredacted 
computerized data that compromises the 

security, confidentiality or integrity of 
personal information maintained by the 

covered entity as part of a database 
regarding multiple individuals that actually 

causes, or leads the covered entity to 
reasonably bel ieve has caused or will 

cause, identify theft or fraud against a 
Kentucky resident. 

“Nonaffi l iated Third Party (NTP)” means 

any person that has a contract or 
agreement with (and receives personal 

information from) a government agency, 
subdivision, instrumentality or unit, 

including such institutions as a public 
school or public institute. 

Subject to statute: 

Any person or business entity 

that conducts business in 
Kentucky. 

Also covered are NTP’s per 
KRS §61.931.  

 

Third party recipients: 

A covered entity that maintains 
or otherwise possesses 

personal information that the 
individual or commercial entity 

does not own must notify the 
owner or l icensee of the 

information of any security 
breach as soon as reasonably 

practicable following discovery 
of security breach. 

 

 

Written or electronic notice must be prov ided 
to victims of a security breach in the most 
expedient time possible and without 

unreasonable delay, unless a law enforcement 
agency determines that notice will impede a 

criminal investigation (in which case notification 
is delayed until authorized by law enforcement). 

 Substitute notice is av ailable by means 

prescribed in the statute if costs to exceed 
$250,000, affected class exceeds 500,000 

persons, or covered entity does not have 
sufficient contact information.  

 Notice only required by a security breach 
that actually causes, or leads the information 

holder to reasonably believe has caused or 
will cause, identity theft or fraud. 

 

Other obligations:  

A covered entity that must  notify more than 

1,000 consumers at one time of a security 
breach is also required to promptly notify all 

consumer reporting agencies of the security 
breach. 

A business disposing of customer records must 

take reasonable steps to destroy the records 
with personal information by shredding, erasing 

or otherwise modifying the personal information 
to make it unreadable or indecipherable.  

Encryption Safe Harbor: 
Statute not applicable if the 
personal data that was lost, 

stolen, or accessed by an 
unauthorized individual is 

encrypted. 

 

Other exemptions: 

Exemption for good faith 

acquisition by an employee 
or agent of the covered entity 

for the purposes of the 
covered entity, so long as 

personal information is not 
used or subject to further 

unauthorized disclosure. 

Kentucky statute does not 

apply to an individual or 
commercial entity that 

maintains and complies with 
its own notification 

procedures as part of an 
information security policy 

and whose procedures are 
consistent with the timing 

requirements of the Kentucky 
statute. 

Entities subject to the 

provisions of the GLBA are 
exempt. 

Entities subject to the 
provisions of HIPAA are 

exempt. 

 

 

 

 

 

 

[An NTP must notify its 

contracting agency or 
institution within 72 hours 

of determining that a 
breach occurred.  The 

contracting agency or 
institution is responsible 

for notifying affected 
individuals.] 

 

A determination of no 
likelihood of harm:  

Does not require 

notification to Attorney 
General. 

 

Attorney General 

may seek equitable 
and/or legal 

remedies. 

Priv ate Cause of 
Action: No. 

 

http://www.lrc.ky.gov/statutes/statute.aspx?id=43326
http://www.lrc.ky.gov/statutes/statute.aspx?id=43575
http://www.lrc.ky.gov/statutes/statute.aspx?id=43575
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Information cov ered:  

Personal information of Louisiana 

residents. 

 

Definition includes (i) passport number, (i i) 

biometric data. "Biometric data" means 
data generated by automatic 

measurements of an individual's biological 
characteristics, such as fingerprints, voice 

print, eye retina or iris, or other unique 
biological characteristic that is used by the 

owner or l icensee to uniquely authenticate 
an individual's identity when the individual 

accesses a system or account.  

 

 

Important definitions: 

“Security Breach” means the compromise 
of the security, confidentiality or integrity of 

computerized data that results in, or there 
is a reasonable likelihood to result in, the 

unauthorized acquisition of and access to 
personal information maintained by an 

agency or person. 

Subject to statute: 

Any person or legal entity that 

owns or l icenses computerized 
data that includes personal 

information. 

 

Third party recipients: 

Any covered entity that 
maintains computerized data 

that includes personal 
information that the covered 

entity does not own must notify 
the owner or l icensee of the 

information following discovery 
of a security breach. 

 

 

Written or electronic notice must be prov ided 
to victims of a security breach within the most 
expedient time possible and without 

unreasonable delay but not later than sixty 
(60) days from the discov ery of the breach, 

unless a law enforcement agency determines 
that notice will impede a criminal investigation 

(in which case notification is delayed until 
authorized by law enforcement and the person 

or agency shall provide the attorney general the 
reasons for the delay in writing within the sixty 

(60) day notification period). 

 Substitute notice is av ailable by means 
prescribed in the statute if costs to exceed 

$100,000, affected class exceeds 100,000 
persons, or covered entity does not have 

sufficient contact information.  

 Notice not required if the covered entity 
responsible for the data concludes after a 
reasonable investigation that there is no 

reasonable likelihood of harm to 
residents of Louisiana. The person or 

business shall retain a copy of the written 
determination and supporting documentation 

for five years from the date of discovery of 
the breach. 

Other Obligations: 

A covered entity must implement and maintain 
reasonable security procedures and practices 

appropriate to the nature of the information to 
protect the personal information from 

unauthorized access, destruction, use, 
modification, or disclosure and must take all 

reasonable steps to destroy or arrange for the 
destruction of the records within its custody or 

control containing personal information that is no 
longer to be retained by the person or business. 

Encryption Safe Harbor: 
Statute not applicable if the 
personal data that was lost, 

stolen, or accessed by an 
unauthorized individual is 

encrypted or redacted.  

 

Other exemptions: 

Exemption for good faith 

acquisition of personal 
information by an employee 

or agent of the covered entity 
for the purposes of the 

covered entity, so long as 
personal information is not 

used or subject to further 
unauthorized disclosure. 

Covered entity deemed in 
compliance with the 

Louisiana statute if i t 
maintains and complies with 

its own notification 
procedures as part of an 

information security policy 
and whose procedures are 

consistent with the timing 
requirements of the 

Louisiana statute. 

Financial institutions subject 
to and in compliance with 

federal interagency 
guidelines are exempt.  

 

 

 

 

 

 

 

Consumer Protection 

Section of Attorney 
General must be 

notified of a security 
breach within ten (10) 

days of distribution of 
notice to affected 

Louisiana citizens.  

Notice must include 
details of breach and 

names of all Louisiana 
citizens affected by the 

breach. 

 

A determination of no 

likelihood of harm:  

Does not require 

notification to Attorney 
General. 

  

Civil action may be 

instituted to recover 
actual damages. 

 

Failure to provide 
timely notice 

punishable by a 
fine not to exceed 

$5,000 per 
violation.  Notice to 

state Attorney 
General will be 

“timely” if received 
within ten (10) days 

of distribution of 
notice to Louisiana 

citizens.   Each day 
notice is not 

received by 
Attorney General is 

deemed a separate 
violation. 

 

Priv ate Cause of 
Action: Yes. 

 

http://legis.la.gov/legis/Law.aspx?d=322030
http://www.doa.la.gov/Pages/osr/lac/books.aspx
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Information cov ered:  

Personal information of Maine residents.  

Data elements alone are considered 
personal information if the data would be 

sufficient to permit a person to fraudulently 
assume or attempt to assume the identity 

of the person whose information was 
compromised.   

Definition does not include 3
rd
 party claims 

databases maintained by property and 
casualty insurers. 

 

Important definitions: 

“Security Breach” means  unauthorized 

acquisition, release or use of an 
individual’s computerized data that 

contains personal information that 
compromises the security, confidentiality or 

integrity of the personal information. 

“Encryption” means the disguising of data 
using generally accepted practices.  

“Information Broker" means a person who, 
for monetary fees or dues, engages in 

whole or in part in the business of 
collecting, assembling, evaluating, 

compiling, reporting, transmitting, 
transferring or communicating information 

concerning individuals for the primary 
purpose of furnishing personal information 

to nonaffi liated 3rd parties. 

 

 

 

 

Subject to statute: 

Any information broker, 

individual, legal entity and 
private colleges and 

universities that maintain 
computerized data that 

includes personal information. 

 

Third party recipients: 

Any third party entity that 
maintains, on behalf of a 

covered entity, computerized 
data that includes personal 

information that the third party 
does not own must notify the 

owner following discovery of a 
security breach. 

 

 

Written or electronic notice must be prov ided 
to victims of a security breach as expediently as 
possible and without unreasonable delay, unless 

a law enforcement agency determines that 
notice will impede a criminal investigation (in 

which case notification may be delayed for no 
longer than seven (7) business days after a law 

enforcement agency authorizes the notification). 

 Substitute notice is av ailable by means 
prescribed in the statute if costs to exceed 

$5,000, affected class exceeds 1,000 
persons, or covered entity does not have 

sufficient contact information.  

 Notice not required if, after a reasonable 
and prompt investigation, the covered entity 
determines that there is no reasonable 

likelihood that personal information has 
been or will be misused.    

 

Other obligations: 

Any covered entity that must notify more than 

1,000 persons at one time of a security breach is 
also required to notify without unreasonable 

delay consumer reporting agencies. 

Encryption Safe Harbor: 
Statute not applicable if the 
personal data that was lost, 

stolen or accessed by an 
unauthorized individual is 

encrypted or redacted. 

 

Other exemptions: 

Exemption for good faith 

acquisition, release or use of 
personal information by 

employee or agent acting on 
behalf of covered entity so 

long as personal information 
is not used for or subject to 

further unauthorized 
disclosure.  

Covered entity deemed in 
compliance with the Maine 

statute if it complies with 
other federal or state  

security breach notification 
requirements at least as 

protective as Maine statute. 

  

 

 

 

 

 

 

 

 

 

 

 

 

 

Attorney General or 

Department of 
Professional and 

Financial Regulation 
must be notified of a 

security breach.    

Information brokers must 
notify the Department of 

Professional and 
Financial Regulation and 

all other covered entities 
must notify the Attorney 

General. 

 

A determination of no 

likelihood of harm:  

Does not require 

notification to Attorney 
General. 

   

Fines of not more 

than $500 per 
violation, up to a 

maximum of $2500 
per each day 

covered entity is in 
violation of statute.  

Equitable relief and 
enjoinment from 

future violations are 
also available. 

 

 

 

Priv ate Cause of 
Action: No. 

 

The statute is 

enforced by the 
Department of 

Professional and 
Financial Regulation 

as to l icensed data 
brokers and by the 

Attorney General as 
to all others. 

 

http://legislature.maine.gov/legis/statutes/10/title10ch210-Bsec0.html
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Information cov ered:  

Personal information of Maryland residents 

Definition includes:  

 Individual Taxpayer Identification 
Number. 

 Passport Number and other ID 
numbers issued by federal govt 

 State ID card numbers 

 Health information (any 

information created by an entity 
covered by HIPAA regarding an 

individual’s medical history, 
condition, treatment or diagnosis 

 A health insurance policy, 
certificate, number or health 
insurance subscribe number in 

combination with a unique ID 
that permits access to the 

information 

 Biometric data 

 User name or email address in 

combination with a password or 
security Q&A  

 

Important definitions: 

“Security Breach” means unauthorized 
acquisition of computerized data that 

compromises the security, confidentiality or 
integrity of personal information.  

"Encrypted" means the transformation of 
data through the use of an algorithmic 

process into a form in which there is a low 
probability of assigning meaning without 

use of a confidential process or key. 

Subject to statute: 

Any business that owns or 

l icenses personal information 
of an individual residing in 

Maryland. 

 

Third party recipients: 

A business that maintains 
computerized data that 

includes personal information 
that the business does not 

own or l icense must notify the 
owner or l icensee of the 

information of any security 
breach if it is l ikely that the 

breach has resulted or will 
result in misuse of personal 

information of a Maryland 
resident. 

 

Written, electronic or telephonic notice must 
be prov ided to victims of a security breach as 
soon as reasonably practicable after the 

business discovers or is notified of the breach of 
the security of a system, unless a law 

enforcement agency determines that the 
notification will impede a criminal investigation or 

jeopardize homeland or national security (in 
which case notification is delayed until 

authorized by law enforcement agency). 

 Specific requirements for the content of the 
notice are detailed in statute. 

 Substitute notice is av ailable by means 
prescribed in the statute if costs to exceed 

$100,000, affected class exceeds 175,000 
persons, or covered entity does not have 

sufficient contact information.  

 Notification not required if, after 
investigation, the business determines that 

misuse of the personal information has 
not occurred or is not reasonably likely to 
occur.  Records of such determination must 
be maintained for three years. 

Other obligations: 

If the business that incurs the security breach is 
not the owner or l icensee of personal 

information, that business may not charge the 
relevant owner or l icensee for information 

necessary to carry out the owner or l icensee’s 
notification obligations under the breach law. 

Owners and licensees of computerized data are 
prohibited from using information relative to a 

breach for purposes other than: 1) providing 
notification of the breach; 2) protecting or 

securing personal information; or 3) providing 
notification to national information security 

organizations to alert and avert new or 
expanded breaches. 

 

Any business that must notify more than 1,000 
consumers at one time of a security breach is 

also required to notify consumer reporting 

Encryption Safe Harbor: 
Statute not applicable if the 
personal data that was lost, 

stolen or accessed by an 
unauthorized individual is 

encrypted. 

 

Other exemptions: 

Exemption for good faith 

acquisition of personal 
information by an employee 

or agent of a business for the 
purpose of the business so 

long as personal information 
is not used or subject to 

further unauthorized 
disclosure. 

A business that is subject to 
and in compliance with § 

501(b) of the GLBA, § 216 of 
the federal Fair and Accurate 

Transactions Act, 15 U.S.C. 
§ 1681w, will be deemed to 

be in compliance with the 
Maryland statute. 

Any business that complies 

with the notification 
procedures imposed by its 

primary or functional federal 
or state regulator is deemed 

in compliance with the 
Maryland statute. 

 

 

Attorney General must 

be notified of a security 
breach prior to giv ing 

required notification to 
affected indiv iduals. 

 

A determination of no 
likelihood of harm:  

Does not require 

notification to Attorney 
General. 

 

A waiv er of the statute is 
void and unenforceable. 

 

Violations 

constitute an unfair 
or deceptive trade 

practice under Title 
13 of the Maryland 

Code. 

 

Priv ate Cause of 
Action: Yes 

 

Appropriate penalties 

and damages may be 
assessed in an 

enforcement action 
brought by the 

Attorney General.  

Consumers may bring 
actions under Title 13 

of the Maryland 
Code, the Unfair and 

Deceptive Trade 
Practices Act. 

http://www.lexisnexis.com/hottopics/mdcode/
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agencies of the security breach without 

unreasonable delay. 

Businesses must implement and maintain 

reasonable security procedures and practices 
appropriate to the nature of the personal 

information owned or l icensed and the nature 
and size of its business. 

Businesses must take reasonable steps to 

protect personal information when destroying 
customer records. 
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Information cov ered:  

Personal information of Massachusetts 

residents.  

Definition includes financial account 

number or credit/debit card number with or 
without any required security or access 

code or password that would permit access 
to a resident’s financial account. 

 

Important definitions: 

“Security Breach” means unauthorized 
acquisition or unauthorized use of 

unencrypted data, or of encrypted 
electronic data and the confidential 

process or key that is capable of 
compromising the security, confidentiality 

or integrity of personal information, 
maintained by a person or agency that 

creates a substantial risk of identity theft or 
fraud against a Massachusetts resident. 

“Data” means any material upon which 
written, drawn, spoken, visual or 

electromagnetic information or images are 
recorded or preserved, regardless of 

physical form or characteristics. 

“Encrypted” means the transformation of 
data through the use of a 126-bit or higher 

algorithmic process into a form in which 
there is a low probability of assigning 

meaning without use of a confidential 
process or key. 

Subject to statute: 

A person that owns or l icenses 

data that includes personal 
information about a 

Massachusetts resident. 

 

Third party recipients: 

A person that maintains or 
stores but does not own or 

l icense data that includes 
personal information about a 

Massachusetts resident must 
provide notice of a security 

breach to the owner or l icensor 
of the data as soon as 

practicable and without 
unreasonable delay and also 

cooperate thereafter. 

 

 

 

 

 

 

 

 

 

 

 

 

Written or electronic notice must be prov ided 
to victims of a security breach as soon as 
practicable and without unreasonable delay after 

the covered entity discovers or is notified of a 
security breach, unless a law enforcement 

agency determines that the notification will 
impede a criminal investigation and has notified 

the Attorney General in writing of such 
determination (in which case notification is 

delayed until authorized by law enforcement 
agency). 

 

Entities cannot delay notifications required “on 
the grounds that the total number of residents 

affected is not yet ascertained.” 

Notice content is specifically set forth in the 
statute. 

 

Notice to AG/OCABR: 
The notice shall include, but not be limited to: 

 the nature of the breach of security or 
unauthorized acquisition or use; 

 the number of residents of MA affected by 
such incident at the time of notification; 

 the name and address of the person or 

agency that experienced the breach of 
security; 

 the name and title of the person or 
agency reporting the breach of security, 
and their relationship to the person or 

agency that experienced the breach of 
security; 

 the type of person or agency reporting the 
breach of security; 

 the person responsible for the breach of 

security, if known; 

 the type of personal information 
compromised, including, but not l imited 

to, social security number, driver’s l icense 
number, financial account number, credit 

or debit card number or other data; 

Encryption Safe Harbor: 
Statute not applicable if the 
personal data that was lost, 

stolen or accessed by an 
unauthorized individual is 

encrypted and the process or 
key that is capable of 

unlocking the data has not 
been compromised. 

 

Other exemptions: 

Covered entity is deemed in 
compliance with the 

Massachusetts statute if it 
maintains and complies with 

procedures for responding to 
a breach of security pursuant 

to federal laws and 
regulations provided the 

covered entity notifies the 
Attorney General and the 

Director of the Office of 
Consumer Affairs and 

Business Regulation of the 
security breach as soon as 

practicable and without 
unreasonable delay following 

discovery of the security 
breach.  Notice must 

describe the steps to be 
taken. 

Attorney General and 

Office of Consumer 
Affairs and Business 

Regulation (“OCABR”) 
must be separately 

notified of a security 
breach as soon as 

practicable after 
becoming aware of 

security breach.  

Notice to the OCABR 
must be submitted 

through an online portal – 
click here.   

Notice to AG may either 
be by letter or through an 

online portal – click here. 

Notice to regulators may 
be required even in cases 

where security breach 
involves encrypted data.  

Covered entity must be 
able to determine that the 

key or confidential 
process has not been 

compromised. 

The covered entity must 

also provide notice to any 
consumer reporting 

agencies and state 
agencies identified by the 

OCABR. 

 

 

 

A determination of no 
likelihood of harm:  

Does not require 

notification to Attorney 
General. 

 

Attorney General 

may bring an action 
under Chapter 93A, 

the 
Commonwealth’s 

consumer 
protection statute.  

Chapter 93A 
permits the 

imposition of 
significant fines, 

injunctive relief and 
attorneys’ fees 

A civil penalty of 

$5,000 may be 
awarded for each 

violation (see 93A 
§ 4). 

Businesses can be 
subject to a fine of 

up to $50,000 for 
each instance of 

improper disposal 
of data (see 93I 

§2). 

 

 

Priv ate Cause of 
Action: Potentially. 

 

If Attorney General 

finds violation of 
consumer protection 

laws for unfair or 
deceptive acts or 

practices, 
Massachusetts 

consumers may seek 
damages under 

Chapter 93A, which, 
in some cases, may 

be trebled. 

 

Note:  

The OCABR has 

launched a web-
based public archive 

of data breaches 
affecting 

Massachusetts 
residents: click here. 

 

Upon receipt of 
notice, the director of 

the OCABR shall 
report the incident 

publicly on its website 
and make available 

electronic copies of 
the sample notice 

sent to consumers on 
its website.  

https://malegislature.gov/Laws/GeneralLaws/PartI/TitleXV/Chapter93H
https://malegislature.gov/Bills/190/H4806
http://www.mass.gov/ocabr/data-privacy-and-security/data/security-breach-notificationssubmission.html
https://www.mass.gov/service-details/reporting-data-breaches-to-the-attorney-generals-office
http://www.mass.gov/ocabr/data-privacy-and-security/data/data-breach-notification-archive.html
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 whether the person or agency maintains 

a written information security program; 
and 

 any steps the person or agency has taken 
or plans to take relating to the incident, 
including updating the written information 

security program. 

 certification that credit monitoring services 
comply with the law’s requirements for 

providing credit monitoring to individuals if 
social security numbers are affected. 

 
Substitute notice is av ailable by means 

prescribed in the statute if costs to 
exceed $250,000, affected class exceeds 

500,000 persons, or covered entity does 
not have sufficient contact information.  

Notice only required after a security 
breach that causes substantial risk of 

identity theft or fraud or after a covered 
entity has reason to know that the 

personal information of a Massachusetts 
resident was acquired by an unauthorized 

person or used for an unauthorized 
purpose.  

 

Other obligations: 

Paper records containing personal information 
must be redacted, burned, pulverized or 

shredded.  Electronic data containing personal 
information must be destroyed or erased. 

 

Credit monitoring:  If SSNs are compromised, 
the breached entity must contract with a third 

party to provide affected individuals with no less 
than 18 months of credit monitoring services (42 

months if the affected entity is a consumer 
reporting agency) 
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201 CMR 17.00 

establishes 
minimum 

standards for 
safeguarding 

personal 
information in 

both paper and 
electronic form. 
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Information cov ered:  

Personal information of Massachusetts 

residents.  

Definition includes financial account 

number or credit/debit card number with or 
without any required security or access 

code or password that would permit access 
to a resident’s financial account. 

 

Subject to statute: 

Every person or legal entity 

that owns, l icenses, stores or 
maintains personal information 

about a Massachusetts 
resident. 

 

Third party recipients: 

Covers third-party service 

providers with access to 
personal information. 

 

The regulations require the dev elopment, 

implementation and maintenance of a 
comprehensiv e information security program 
consistent with industry standards and state or 
federal regulations applicable to the covered 

entity with respect to owning or l icensing 
personal information. 

See 201 CMR 17.00 for a detailed description of 

content requirements and technology 
requirements for the comprehensive information 

security program. 

The sufficiency of a comprehensive information 

security program will be evaluated by taking into 
account (i) the size, scope and type of business 

of the person obligated to safeguard the 
personal information under such comprehensive 

information security program, (i i) the amount of 
resources available to such person, (i i i) the 

amount of stored data, and (iv) the need for 
security and confidentiality of both consumer 

and employee information. 

 

Other obligations: 

Requires entities to collect and store the 

minimum amount of personal information 
necessary to accomplish the legitimate purpose 

for which it was collected, and requires entities 
to restrict access to the personal information to 

the smallest possible number of users. 

 

 

 

 

 

Encryption Requirements: 
The regulations require the 
encryption of all transmitted 

records and fi les containing 
personal information, 

including those in wireless 
environments, which wi ll 

travel across public networks. 

For fi les containing personal 
information on a system that 

is connected to the Internet, 
there must be firewall 

protection with up-to-date 
patches, including operating 

system security patches. 

 

Other exemptions: 

Exemption for good faith 
acquisition of personal 

information by an employee 
or agent of a covered entity 

for the lawful purposes of the 
covered entity so long as 

personal information is not 
used in an unauthorized 

manner or subject to further 
unauthorized disclosure. 

 

 

 Please see above 

for a summary of 
applicable penalty 

provisions of Mass. 
Gen. Laws. c. 93A, 

c. 93H and c. 93I.  

 

 

Please see above.  
Consumers may seek 
damages under 

Mass. Gen. Laws. c. 
93A.  

http://www.mass.gov/ocabr/docs/idtheft/201cmr1700reg.pdf
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Click here and 
here to review 

text of statute. 
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Information cov ered:  

Personal information of Michigan residents.   

 

Important definitions: 

“Security Breach” means unauthorized 

access and acquisition of data that 
compromises the security or confidentiality 

of personal information maintained by a 
covered entity as part of a database of 

personal information regarding multiple 
individuals. 

“Encrypted” means transformation of data 

through the use of an algorithmic process 
into a form in which there is a low 

probability of assigning meaning without 
use of a confidential process or key, or 

securing information by another method 
that renders the data elements unreadable 

or unusable. 

“Redact” means to alter or truncate data so 

that no more than four sequential digits of 
a driver l icense number, state personal 

identification card number, or account 
number, or no more than five sequential 

digits of a social security number, are 
accessible as part of personal information. 

Subject to statute: 

Any person or legal entity that 

owns or l icenses personal 
information that is included in 

a database.  

 

Third party recipients: 

A covered entity that maintains 
a database that includes data 

that the person does not own 
or l icense must notify the 

owner or l icensor of the 
information of a security 

breach unless the covered 
entity determines that breach 

has not or is not l ikely to cause 
substantial loss or injury to, or 

result in, identity theft with 
respect to, one or more 

Michigan residents  

Written, electronic or telephonic notice must 
be prov ided to victims of a security breach 
without unreasonable delay. Notification may be 

delayed if law enforcement agency determines 
that notification will impede a criminal or civil 

investigation or jeopardize homeland or national 
security.  Notification must occur without 

unreasonable delay following authorization from 
the law enforcement agency. 

 Notice to affected residents is required to 

contain specific content described in the 
statute.  

 Covered entities may deliver notice pursuant 
to an agreement with another covered entity, 
if the agreement does not conflict with the MI 

statute. 

 Substitute notice is av ailable by means 
prescribed in the statute if costs to exceed 

$250,000 or affected class exceeds 500,000 
persons. 

 Notification is not required if the covered 

entity determines that breach has not or is 

not likely to cause substantial loss or 

injury to, or result in, identity theft with 
respect to, one or more Michigan 
residents.  In making this determination, a 
covered entity must act with the care an 

ordinarily prudent person in l ike position 
would exercise under similar circumstances. 

 

Other obligations: 

Any covered entity that must  notify more than 
1,000 residents at one time of a security breach 

is also required to notify consumer reporting 
agencies of the security breach without 

unreasonable delay (unless subject to GLBA). 

 

 

 

 

Encryption Safe Harbor: 
Statute not applicable if the 
personal data that was lost, 

stolen or accessed by an 
unauthorized individual is 

encrypted or redacted and 
the encryption key was not 

compromised. 

 

Other exemptions: 

Exemption for good faith 

acquisition of personal 
information by an employee 

or agent of a covered entity 
related to their activities for 

the covered entity so long as 
employee or agent does not 

misuse personal information 
or disclose any personal 

information to an 
unauthorized person. 

Financial institutions that are 
subject to and comply with 

notification procedures from 
an appropriate regulator are 

exempt from Michigan 
statute.   

A covered entity that is 

subject to and complies with 
HIPAA is exempt from 

Michigan statute.  

 

A determination of no 

likelihood of harm:  

Does not require 
notification to Attorney 

General for individuals or 
commercial entities. 

 

A waiv er of the statute is 
void and unenforceable. 

 

Civil penalty for 

failure to provide 
notice of not more 

than $250 for each 
failure to provide 

notice, capped at 
$750,000 per 

security breach.   

Penalties do not 
affect availability of 

civil remedies 
under state or 

federal law.  

 

Criminal penalties 

for notice of a 
security breach that 

has not occurred, 
where such notice 

is given with the 
intent to defraud. 

Misdemeanor –  93 
days imprisonment 

or fine of $250 (or 
both) for each 

violation (penalties 
escalate with more 

violations). 

Priv ate Cause of 
Action: No. 

 

http://www.legislature.mi.gov/(S(xcfvhyt4nm252mq3a31qbhce))/mileg.aspx?page=GetObject&objectname=mcl-445-63
http://www.legislature.mi.gov/(S(juw03nrm2gwrdn2bwptlobhj))/mileg.aspx?page=GetObject&objectname=mcl-445-72
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Click here to 
review text of 

statute. 
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Information cov ered:  

Personal information of Minnesota 

residents. 

 

Important definitions: 

“Security Breach” means an unauthorized 
acquisition of computerized data that 

compromises the security, confidentiality or 
integrity of personal information. 

Definition does not include loss of a 

portable electronic device containing 
password protected personal information if 

the encryption key or process is not 
compromised. 

 

Subject to statute: 

Any person or business doing 

business in Minnesota that 
owns or l icenses computerized 

data containing personal 
information. 

 

Third party recipients: 

A covered entity that maintains 

data that includes personal 
information that the covered 

entity does not own must notify 
the owner or l icensee of the 

information of any security 
breach immediately following 

discovery. 

Written or electronic notice must be prov ided 
to victims of a security breach within the most 
expedient time possible and without 

unreasonable delay, unless a law enforcement 
agency determines that notice will impede a 

criminal investigation (in which case notification 
is delayed until authorized by law enforcement). 

 Substitute notice is av ailable by means 

prescribed in the statute if costs to exceed 
$250,000, affected class exceeds 500,000 

persons, or covered entity has insufficient 
contact information. 

 

Other obligations: 

Any business that must notify more than 500 
persons at one time of a security breach is also 

required to notify consumer reporting agencies 
of the security breach within 48 hours. 

 

Encryption Safe Harbor: 
Statute not applicable if the 
personal data that was lost, 

stolen or accessed by an 
unauthorized individual is 

encrypted and the encryption 
key, password or other 

means necessary for reading 
or using the data has not 

been acquired. 

 

Other exemptions: 

Exemption for good faith 

acquisition of personal 
information by an employee 

or agent of a covered entity 
for the purposes of the 

covered entity so long as the 
personal information is not 

used or subject to further 
unauthorized disclosure.    

Financial institutions subject 
to GLBA are exempt. 

Covered entity deemed in 

compliance with the 
Minnesota statute if it 

maintains and complies with 
its own notification 

procedures as part of an 
information security policy 

and whose procedures are 
consistent with the timing 

requirements of the 
Minnesota statute. 

 

 

 

 

 

 

 Enforcement under 

Minn. Stat. §8.31. 
Priv ate Cause of 
Action: No. 

 

Enforcement by 

Attorney General 
only. 

https://www.revisor.mn.gov/statutes/?id=325E.61
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Click here to 
review text of 

statute (see 
Miss. Code, Title 

75, § 75-24-29). 

 

For specific rules 

applicable to the 
insurance 

industry click 
here (See Miss. 

Code. Ann. tit. 83 
ch 5 art. 11 

§§801 et seq.)    
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Information cov ered:  

Personal Information of a Mississippi 

resident. 

 

Important definitions: 

“Security Breach” means unauthorized 
acquisition of electronic fi les, media, 

databases or computerized data containing 
personal information of any Mississippi 

resident when access to the personal 
information has not been secured by 

encryption or by any other method of 
technology that renders the personal 

information unreadable or unusable. 

Subject to statute: 

Any person who 

conducts business in 
Mississippi and who, in 

the ordinary course of 
the person’s business 

functions, owns, 
l icenses or maintains 

personal information of any 
Mississippi resident. 

 

Third party recipients: 

A person that conducts 

business in Mississippi that 
maintains computerized data 

that includes personal 
information that the person 

does not own must notify the 
owner or l icensee of the 

information of any security 
breach as soon as practicable 

following discovery if the 
personal information was, or is 

reasonably believed to have 
been, acquired by an 

unauthorized person for 
fraudulent purposes. 

 
 

 
 

 
 

 
 

 
 

Written, electronic or telephonic notice must 
be prov ided to victims of a security breach 
without unreasonable delay following completion 

of an investigation, unless a law enforcement 
agency determines that notice will impede a 

criminal investigation (in which case notification 
is delayed until authorized by law enforcement). 

 Substitute notice by means prescribed in 

the statute if costs to exceed $5,000, 
affected class exceeds 5,000 persons, or 

covered entity has insufficient contact 
information. 

 Notice not required if, after an appropriate 
investigation, the person reasonably 

determines that the breach will not likely 
result in harm to the affected indiv iduals. 

 

Encryption Safe Harbor: 
Statute not applicable if the 
personal data that was lost, 

stolen or accessed by an 
unauthorized individual is 

encrypted or otherwise 
rendered unreadable or 

unusable. 

 

A determination of no 

likelihood of harm:  

Does not require 
notification to Attorney 

General. 

 

 

Failure to comply is 

a violation of 
state’s unfair trade 

practice. 

Priv ate Cause of 
Action: No. 

 

Enforcement by 

Attorney General 
only. 

http://www.lexisnexis.com/hottopics/mscode/
https://advance.lexis.com/documentpage/?pdmfid=1000516&crid=4b3558b8-f172-49f5-a46e-bf658041a0ee&nodeid=ABRAAEAAV&nodepath=%2FROOT%2FABR%2FABRAAE%2FABRAAEAAV&level=3&haschildren=&populated=false&title=%C2%A7+83-5-801.+Short+title.&config=00JABhZDIzMTViZS04NjcxLTQ1MDItOTllOS03MDg0ZTQxYzU4ZTQKAFBvZENhdGFsb2f8inKxYiqNVSihJeNKRlUp&pddocfullpath=%2Fshared%2Fdocument%2Fstatutes-legislation%2Furn%3AcontentItem%3A8W3G-TWM2-D6RV-H47C-00008-00&ecomp=h3t7kkk&prid=be40fe03-450f-4596-a596-f98dee06a843
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Click here to 
review text of 

statute. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Return to Index 

of States 

 

Information cov ered:  

Personal information of Missouri residents. 

Definition includes (i) unique electronic 
identifier or routing code in combination 

with required security code, access code or 
password, (i i) medical information, or (i i i) 

health insurance information.  

Important definitions: 

“Security Breach” means unauthorized 

access to and unauthorized acquisition of 
personal information maintained in 

computerized form that compromises the 
security, confidentiality or integrity of the 

personal information. 

“Health Insurance Information” means an 
individual’s health insurance policy number 

or subscriber number or any unique 
identifier used by a health insurer to 

identify the individual. 

“Medical Information” means any 

information regarding an individual’s 
medical history, mental or physical 

condition, or medical treatment or 
diagnosis by a health care professional. 

“Encryption” means the use of an 

algorithmic process to transform data into a 
form in which the data is rendered 

unreadable or unusable without the use of 
a confidential process or key. 

“Redacted” means altered or truncated 
such that no more than five digits of a 

Social Security Number or the last four 
digits of a driver’s l icense number, state ID 

or account number is accessible. 

Subject to statute: 

Any person or legal or 

commercial entity that 
conducts business in Missouri 

and that owns or l icenses 
personal information of 

Missouri residents in any form. 

  

Third party recipients: 

Any person that maintains or 
possesses records or data 

containing personal 
information of Missouri 

residents that the person does 
not own must notify the owner 

or l icensee of the information 
of any security breach 

immediately following 
discovery of the breach 

consistent with the legitimate 
needs of law enforcement. 

Written, electronic or telephonic notice must 
be prov ided to victims of a security breach 
without unreasonable delay, unless a law 

enforcement agency determines that notice will 
impede a criminal investigation (in which case 

notification is delayed until authorized by law 
enforcement). 

 Notice to affected residents is required to 

contain specific content described in the 
statute.  

 Substitute notice is av ailable by means 
prescribed in the statute if costs to exceed 

$100,000, affected class exceeds 150,000 
persons, or covered entity has insufficient 

contact information. Substitute notice may 
also be used for consumers who the covered 

entity knows to be affected but is not able to 
identify.   

 Notice not required if, after an appropriate 
investigation by the covered entity or after 
consultation with the relevant federal, state 

or local agencies responsible for law 
enforcement, the covered entity determines 

that a risk of identity theft or other fraud 

to any consumer is not reasonably likely 
to occur as a result of the breach.  Such a 
determination must be documented in writing 

and retained for five years. 

 

Other obligations: 

Any business that must  notify more than 1000 
persons at one time of a security breach is also 

required to notify consumer reporting agencies. 

 

 

Encryption Safe Harbor: 
Statute not applicable if the 
personal data that was lost, 

stolen or accessed by an 
unauthorized individual is 

encrypted, redacted or 
otherwise rendered 

unreadable or unusable. 

Other exemptions: 

Exemption for good faith 

acquisition of personal 
information by an employee 

or agent of a covered entity 
for a legitimate purpose so 

long as personal information 
is not used in violation of 

applicable law or in a manner 
that harms or poses an 

actual threat to the security, 
confidentiality or integrity of 

the personal information. 

Covered entity deemed in 
compliance with the Missouri 

statute if it maintains and 
complies with its own 

notification procedures as 
part of an information 

security policy and whose 
procedures are consistent 

with Missouri’s timing 
requirements. 

Any business that complies 
with the notification 

procedures imposed by its 
primary or functional federal 

or state regulator is deemed 
in compliance with the 

Missouri statute. 

 

 

 

Attorney General must 

be notified if a single 
breach results in 

notification to more 
than 1,000 Missouri 

residents. 

The notice must describe 
timing, distribution and 

content of notice to 
residents. 

 

A determination of no 
likelihood of harm:  

Does not require 
notification to attorney 

general. 

 

 

 

 

 

 

 

 

 

 

Other exemptions, 
cont’d: 

Financial institutions are 

exempt if they are subject 
to and comply with 

federal interagency 
guidelines. 

For willful and 

knowing violations, 
actual damages 

and/or civil 
penalties not to 

exceed $150,000 
for each security 

breach. 

Priv ate Cause of 
Action: No. 

 

Enforcement by 

Attorney General 
only. 

http://www.moga.mo.gov/mostatutes/stathtml/40700015001.html
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Information cov ered:  

Personal information of Montana residents.  

Definition includes medical record 
information, taxpayer identification number, 

or an identity protection personal 
identification number issued by the United 

States internal revenue service. 

 

Important definitions: 

“Security Breach” means unauthorized 

acquisition of computerized data that 
materially compromises the security, 

confidentiality or integrity of personal 
information and causes or is reasonably 

believed to cause loss or injury to a 
person. 

“Medical Record Information" means 
personal information that: (a) relates to an 

individual's physical or mental condition, 
medical history, medical claims history, or 

medical treatment; and (b) is obtained from 
a medical professional or medical care 

institution, from the individual, or from the 
individual's spouse, parent or legal 

guardian. 

“Redaction” means the alteration of 
personal information contained within data 

to make all or a significant part of the data 
unreadable. The term includes truncation, 

which means that no more than the last 
four digits of an identification number are 

accessible as part of the data. 

 

 

Subject to statute: 

Any person or business that 

conducts business in Montana 
and owns or l icenses 

computerized data that 
includes personal information. 

(Insurance-support 
organizations are also covered 

by Mont. Code §33-19-321.) 

  

Third party recipients: 

Any person or business that 

maintains computerized data 
containing personal 

information of Montana 
residents that the person or 

business does not own must 
notify the owner or l icensee of 

the information of any security 
breach immediately following 

discovery of the breach. 

 

 

Written, electronic or telephonic notice must 
be prov ided to victims of a security breach 
without unreasonable delay, unless a law 

enforcement agency determines that notice will 
impede a criminal investigation (in which case 

notification is delayed until authorized by law 
enforcement). 

 Substitute notice is av ailable by means 

prescribed in the statute if costs to exceed 
$250,000, affected class exceeds 500,000 

persons, or covered entity has insufficient 
contact information.   

 Notice not required if covered entity 
determines that security breach has not 

materially compromised the security, 
confidentiality or integrity of personal 

information and has not caused or is not 
reasonably likely to cause loss or injury 

to a person. 

 

Other Obligations: 

If the notice provided suggests or implies that a 
consumer can obtain a copy of their fi le from a 

credit reporting agency, the business must 
coordinate with the credit reporting agency 

regarding the timing, content and distribution of 
notice to the Montana consumer so long as the 

coordination does not unreasonable delay the 
notice to the affected individuals. 

 

Encryption Safe Harbor: 
Statute not applicable if the 
personal data that was lost, 

stolen or accessed by an 
unauthorized individual is 

encrypted. 

 

Other exemptions: 

Exemption for good faith 

acquisition of personal 
information by an employee 

or agent of a covered entity 
for the purposes of that 

covered entity so long as 
personal information is not 

used or subject to further 
unauthorized disclosure. 

Covered entity deemed in 
compliance with the Montana 

statute if it maintains and 
complies with its own 

notification procedures as 
part of an information 

security policy and whose 
procedures are consistent 

with the timing requirements 
of the Montana statute. 

 

Consumer Protection 

Office of Attorney 
General must be 

notified at the same 
time as notice is 

prov ided to affected 
indiv iduals.    

Notice will consist of an 

electronic copy of the 
notification to individuals 

and a statement 
providing the date and 

distribution method of the 
required notification.   

If notice will be provided 
to more than one 

individual, a single copy 
of the notification must be 

submitted indicating the 
number of individuals in 

the state who received 
notification.   

 

A determination of no 
likelihood of harm:  

Does not require 

notification to Attorney 
General. 

 

 

 

 

 

 

 

 

 

 

Penalties for a 

violation of the 
statute are 

provided in Mont. 
Code §30-14-142.  

Temporary and 

permanent 
injunctions 

available. 

Priv ate Cause of 
Action: No. 

 

http://leg.mt.gov/bills/mca/30/14/30-14-1704.htm
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Information cov ered:  

Personal information of Nebraska 

residents.  

Definition includes (i) unique electronic 

identification number or routing code in 
combination with any required security 

code, access code or password,  (i i) 
unique biometric data, such as fingerprint, 

voice print, or retina or iris image, or other 
unique physical representation, and (iii) a 

user name or email address in combination 
with a password or security question and 

answer that permits access to an online 
account. 

Important definitions: 

“Security Breach” means an unauthorized 
acquisition of unencrypted computerized 

data that compromises the security, 
confidentiality, or integrity of personal 

information.  

“Redact” means altering or truncating data 
in a way that only the last four digits of a 

social security number, driver’s l icense 
number, state identification card or account 

number are accessible. 

“Encrypted” means converted by use of an 

algorithmic process to transform data into a 
form in which the data is rendered 

unreadable or unusable without use of a 
confidential process or key. Data is not 

considered encrypted if the confidential 
process or key was or is reasonably 

believed to have been acquired as a result 
of the security breach. 

Subject to statute: 

Individual or commercial entity 

that conducts business in 
Nebraska and that owns or 

l icenses computerized data 
which includes personal 

information about a Nebraska 
resident. 

 

Third party recipients: 

Any individual or commercial 

entity that maintains 
computerized data containing 

personal information that the 
individual or commercial entity 

does not own must notify the 
owner or l icensee of the 

information of any security 
breach when it becomes 

aware of such breach if use of 
personal information for an 

unauthorized purpose 
occurred or is reasonably likely 

to occur. 

Written, electronic or telephonic notice must 
be prov ided to victims of a security breach as 
soon as possible and without unreasonable 

delay, unless a law enforcement agency 
determines that notice will impede a criminal 

investigation (in which case notification is 
delayed until authorized by law enforcement). 

 Substitute notice is av ailable by means 

prescribed in the statute if costs to exceed 
$75,000, affected class exceeds 100,000 

persons, covered entity has insufficient 
contact information, or if the covered entity 

has ten employees or fewer and 
demonstrates that the cost of providing 

notice will exceed $10,000. 

 Notice not required if, after a reasonable 
and prompt investigation, the covered entity 
determines there is no reasonable 

likelihood that the personal information 
has been or will be used for an 

unauthorized purpose. 

Encryption Safe Harbor: 
Statute not applicable if the 
personal data (name or data 

elements) that was lost, 
stolen or accessed by an 

unauthorized individual is 
encrypted, redacted or 

otherwise altered such that 
the name or data elements 

are unreadable.  

 

Other exemptions: 

Exemption for good faith 

acquisition of personal 
information by an employee 

or agent of a covered entity 
for the purposes of the 

covered entity so long as 
personal information is not 

used or subject to further 
unauthorized disclosure.  

Acquisition of personal 
information pursuant to 

search warrant, subpoena or 
court order is not a security 

breach. 

Covered entity that maintains 
and complies with its own 

notification procedures as 
part of an information 

security policy and whose 
procedures are consistent 

with the timing requirements 
of the Nebraska statute is 

deemed in compliance. 

 

 

 

 

 

Attorney General must 

be notified not later 
than time when notice 

is prov ided to affected 
residents.    

 

A determination of no 
likelihood of harm:  

Does not require 

notification to Attorney 
General. 

 

A waiv er of the statute is 
void and unenforceable. 

 

 

 

Other exemptions, 

cont’d: 

Any covered entity that 

complies with the 
procedures imposed by 

its primary or functional 
federal or state regulator 

is deemed in compliance 
with the Nebraska statute 

if it notifies affected 
residents and the 

Attorney General in 
accordance with the 

maintained procedures in 
the event of a security 

breach. 

 

Direct economic 

damages for each 
affected Nebraska 

resident injured by 
a violation. 

 

 
 

 

Priv ate Cause of 
Action: No. 

 

Enforcement by 

Attorney General 
only. 

http://nebraskalegislature.gov/laws/statutes.php?statute=87-801
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Information cov ered:  

Personal information of Nevada residents 

when the name and the data elements are 
not encrypted.   

 

Definition includes (i) medical identification 
number, (i i) health insurance identification 

number, and (ii i) a user name, unique 
identifier or electronic mail address in 

combination with a password, access code 
or security question and answer that would 

permit access to an online account. 

 

Important definitions: 

“Security Breach” means unauthorized 
acquisition of computerized data that 

materially compromises the security, 
confidentiality or integrity of personal 

information.   

 

Subject to statute: 

Any institution of higher 

education, corporation, 
financial institution or retail 

operator or any other type of 
business entity or association 

that handles, collects, 
disseminates or otherwise 

deals with nonpublic personal 
information. 

 

Third party recipients: 

Any covered entity that 

maintains computerized data 
containing personal 

information that the covered 
entity does not own must notify 

the owner or l icensee of the 
information of any security 

breach immediately following 
discovery of the breach. 

Written or electronic notice must be prov ided 
to victims of a security breach within the most 
expedient time possible and without 

unreasonable delay, unless a law enforcement 
agency determines that notice will impede a 

criminal investigation (in which case notification 
is delayed until authorized by law enforcement). 

 Substitute notice is av ailable by means 

prescribed in the statute if costs to exceed 
$250,000, affected class exceeds 500,000 

persons, or covered entity has insufficient 
contact information. 

 Notice only required if security breach 
materially compromises the security, 

confidentiality or integrity of personal 
information. 

 

Other obligations: 

Any covered entity that must  notify more than 

1,000 residents at one time of a security breach 
is also required to notify consumer reporting 

agencies of the security breach without 
unreasonable delay.  

A business maintaining records which contain 

personal information concerning customers must 
take reasonable measures to protect records 

from unauthorized access and, when they are 
no longer needed, ensure the destruction of 

those records in accordance with the statute. 

Encryption Safe Harbor: 
Statute not applicable if the 
personal data that was lost, 

stolen or accessed by an 
unauthorized individual is 

encrypted.  

 

Other exemptions: 

Exemption for good faith 

acquisition of personal 
information by an employee 

or agent of the covered entity 
for a legitimate purpose of 

the covered entity so long as 
the personal information is 

not used for a purpose 
unrelated to the covered 

entity or subject to further 
unauthorized disclosure. 

A covered entity is deemed in 
compliance with the Nevada 

statute if it maintains and 
complies with its own 

notification procedures as 
part of an information 

security policy and whose 
procedures are consistent 

with the timing requirements 
of the Nevada statute. 

A covered entity is deemed in 

compliance with the Nevada 
statute if it complies with the 

privacy and security 
provisions of the GLBA. 

 

 

 

 

 

 

A determination of no 

likelihood of harm:  

Does not require 
notification to Attorney 

General. 

 

A waiv er of the statute is 

void and unenforceable. 

 

Attorney General 

may bring an action 
against a covered 

entity to obtain a 
temporary or 

permanent 
injunction against 

violations. 

 

 

Priv ate Cause of 
Action: No. 

 

A covered entity that 

provides the 
notification required 

by the Nevada statute 
may commence an 

action for damages 
against a person that 

unlawfully obtained or 
benefited from 

personal information 
obtained from records 

maintained by the 
covered entity. 

Damages and 
restitution relief are 

available. 

 

 

http://www.leg.state.nv.us/NRS/NRS-603A.html
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Information cov ered:  

Personal information of New Hampshire. 

 

New Hampshire has specific statutes 
which could apply if an individual’s medical 

information is compromised. 

 

Important definitions: 

“Security Breach” means unauthorized 
acquisition of computerized data that 

compromises the security or confidentiality 
of personal information. 

“Encrypted” means the transformation of 

data through the use of an algorithmic 
process into a form for which there is a low 

probability of assigning meaning without 
use of a confidential process or key, or 

securing the information by another 
method that renders the data elements 

completely unreadable or unusable.   

Subject to statute: 

Any person, business, legal 

entity or governmental entity 
that conducts business in New 

Hampshire and owns, 
maintains or l icenses 

computerized data that 
includes personal information. 

 

Third party recipients: 

Any covered entity that 

maintains computerized data 
containing personal 

information that the covered 
entity does not own must notify 

the owner or l icensee of the 
information of any security 

breach immediately following 
discovery of the breach and 

provide cooperation as needed 
and required by statute. 

Written, electronic or telephonic notice must 
be prov ided to victims of a security breach as 
soon as possible.   

 Notice to affected residents is required to 

contain specific content described in statute.  

 Substitute notice is av ailable by means 
prescribed in the statute if costs to exceed 
$5,000, affected class exceeds 1,000 

persons, or covered entity has insufficient 
contact information. 

 Notification is not required if it is 
determined that misuse of the information 
has not occurred and is not reasonably 

likely to occur. 

 

Other obligations: 

Any covered entity that must  notify more than 
1,000 consumers at one time of a security 

breach is also required to notify consumer 
reporting agencies of the security breach without 

unreasonable delay.  

 

Encryption Safe Harbor: 
Statute not applicable if the 
personal data that was lost, 

stolen or accessed by an 
unauthorized individual is 

encrypted.  

Data acquired in combination 
with the required key, 

security code, access code 
or password is not 

considered encrypted. 

 

Other exemptions: 

Exemption for good faith 
acquisition of personal 

information by an employee 
or agent of a person for the 

purposes of the person’s 
business so long as personal 

information is not used or 
subject to further 

unauthorized disclosure.  

Any person engaged in trade 
or commerce subject to RSA 

358-A:3, I which maintains 
procedures for security 

breach notification pursuant 
to a state or federal regulator 

will be deemed in compliance 
with the New Hampshire 

statute. 

A covered entity is deemed in 

compliance with the New 
Hampshire statute if it is 

subject to the GLBA. 

 

 

Attorney General or the 

primary regulator 
applicable to cov ered 

entity must be notified 
of a security breach. 

Any person engaged in 

trade or commerce 
subject to RSA 358-A:3, I 

must notify the regulator 
which has primary 

regulatory over such 
trade or commerce. All 

others notify must notify 
the Attorney General.  

Notice must include 
anticipated date of notice 

to individuals affected 
and the approximate 

number of individuals in 
the state who will be 

notified. 

 

A determination of no 

likelihood of harm:  

Does not require 
notification to Attorney 

General. 

 

A waiv er of the statute is 

void and unenforceable. 

 

Civil penalties up to 

$10,000 per 
violation when 

actions brought by 
the Attorney 

General (injunctive 
and restitution relief 

also available). 

Private citizens 
injured as a result 

of violation may 
bring an action for 

damages and for 
equitable relief, 

including an 
injunction.  

Recovery will be 
actual damages (or 

up to two to three 
times actual 

damages if 
violation was 

knowing and 
willful).   

A prevailing plaintiff 
may also be 

awarded costs and 
reasonable 

attorney’s fees.  

 

Priv ate Cause of 
Action: Yes. 

 

Attorney General and 

affected residents can 
enforce. 

http://www.gencourt.state.nh.us/rsa/html/NHTOC/NHTOC-XXXI-359-C.htm
https://legiscan.com/NH/text/SB194/id/1863418
http://www.gencourt.state.nh.us/rsa/html/XXXI/358-A/358-A-3.htm
http://www.gencourt.state.nh.us/rsa/html/XXXI/358-A/358-A-3.htm
http://www.gencourt.state.nh.us/rsa/html/XXXI/358-A/358-A-3.htm
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Information cov ered:  

Personal information of New Jersey 

residents.  

 

Definition also includes: 

 Dissociated data that, if l inked, 
would constitute personal 
information is personal 

information if the means to link 
the dissociated data were 

accessed in connection with 
access to the dissociated data. 

 User name, email address, or 
any other account holder 
identifying information, in 

combination with any password 
or security question and answer 

that would permit access to an 
online account. 

 

Important definitions: 

“Security Breach” means unauthorized 

access to electronic fi les, media or data 
containing personal information that 

compromises the security, confidentiality or 
integrity of personal information when 

access to the personal information has not 
been secured by encryption or by any 

other method of technology that renders 
the personal information unreadable or 

unusable. 

 

Note:  Retail establishments in New Jersey 

are also regulated by the New Jersey 
Personal Information and Privacy 

Protection Act, which governs collection 
and use of personal information, and 

provides fines and a private right of action 
for violations.  

Subject to statute: 

Any business that conducts 

business in New Jersey, or 
any public entity that compiles 

or maintains computerized 
records that include personal 

information. 

 

Third party recipients: 

Any covered entity that 
maintains computerized 

records containing personal 
information on behalf of 

another business or public 
entity must notify such other 

business or public entity of any 
security breach. 

Written or electronic notice must be prov ided 
to victims of a security breach within the most 
expedient time possible and without 

unreasonable delay, unless a law enforcement 
agency determines that notice will impede an 

investigation (in which case notification is 
delayed until authorized by law enforcement). 

 Substitute notice by means prescribed in 

the statute if costs to exceed $250,000, 
affected class exceeds 500,000 persons, or 

covered entity has insufficient contact 
information. 

 Notice not required if the covered entity 
establishes that misuse of the information 

is not reasonably possible. Such 
determinations must be documented in 

writing and retained for five (5) years.  

 

Notice for breaches involving user name or 

password, in combination with any password of 
security question and answer ONLY (and no 

other personal information): 

 Covered entities may provide 
notification in electronic or other form 

that directs the consumers whose 
personal information has been 

breached to promptly change any 
password and security question or 

answer, as applicable, or to take other 
appropriate steps to protect the online 

account with the business or public 
entity and all other online accounts for 

which the consumer uses the same 
user name or email address and 

password or security question or 
answer 

 Any business or public entity that 
furnishes an email account shall not 

provide notification to the email 
account that is subject to the breach.  

Notice shall be provided by another 
method described in the statute or by 

clear and conspicuous notice 

Encryption Safe Harbor: 
Statute not applicable if the 
personal data that was lost, 

stolen or accessed by an 
unauthorized individual is 

encrypted or secured by any 
other method or technology 

that renders the personal 
information unreadable or 

unusable. 

 

Other exemptions: 

Exemption for good faith 

acquisition of personal 
information by an employee 

or agent of covered entity for 
a legitimate business 

purpose so long as personal 
information is not used for a 

purpose unrelated to the 
business or subject to further 

unauthorized disclosure. 

A covered entity is deemed in 

compliance with the New 
Jersey statute if it maintains 

and complies with its own 
notification procedures as 

part of an information 
security policy and whose 

procedures are consistent 
with the timing requirements 

of the New Jersey statute. 

 

Div ision of State Police 

in the Department of 
Law and Public Safety 

must be notified prior to 
notification to 

customers.  

 

A determination of no 

likelihood of harm:  

Does not require 
notification to Attorney 

General. 

 

 Priv ate Cause of 
Action: No*. 

 

*A private cause of 

action is available 
under the New Jersey 

Personal Information 
and Privacy 

Protection Act 
(applies only to retail 

establishments). 

http://law.justia.com/codes/new-jersey/2015/title-56/
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delivered to the consumer online 

when the consumer is connected to 
the online account from an IP address 

or online location from which the 
business or public entity knows the 

consumer customarily accesses the 
account. 

 

Other obligations: 

Any covered entity that must  notify more than 

1,000 consumers at one time of a security 
breach is also required to notify consumer 

reporting agencies of the security breach without 
unreasonable delay.  

Any business or public entity must destroy or 

arrange for destruction any customer records 
within its custody or control containing personal 

information which it no longer needs by 
shredding, erasing or otherwise modifying the 

personal information so that it is unreadable, 
undecipherable or nonreconstructable through 

generally available means. 
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Information cov ered:  

Personal information of New Mexico 

residents.   

Definition includes biometric data. 

 

Important definitions: 

“Biometric Data” means a record 
generated by automatic measurements of 

an identified individual's fingerprints, voice 
print, iris or retina patterns, facial 

characteristics or hand geometry that is 
used to uniquely and durably authenticate 

an individual's identity when the individual 
accesses a physical location, device, 

system or account. 

“Encrypted” means rendered unusable, 

unreadable or indecipherable to an 
unauthorized person through a security 

technology or methodology generally 
accepted in the field of information 

security. 

“Security Breach” means the unauthorized 
acquisition of unencrypted computerized 

data, or of encrypted computerized data 
and the confidential process or key used to 

decrypt the encrypted computerized data, 
that compromises the security, 

confidentiality or integrity of personal 
identifying information maintained by a 

person. 

“Service Provider” means any person that 

receives, stores, maintains, l icenses, 
processes or otherwise is permitted access 

to personal identifying information through 
its provision of services directly to a person 

that is subject to regulation. 

Subject to statute: 

Any person that owns or 

l icenses computerized data 
that includes personal 

information. 

 

Third party recipients: 

A third party covered entity 
that maintains computerized 

data containing personal 
information that the covered 

entity does not own or l icense 
must notify the owner or 

l icensee of any security breach 
involving the personal 

information in the most 
expedient time possible  but 

not later than forty-five (45) 
days following determination of 

the breach unless the third 
party covered entity 

concludes, after an 
appropriate investigation, that 

the security breach does not 
give rise to a significant risk of 

identity theft or fraud..  

  

Written or electronic notice must be prov ided 
to New Mexico residents whose personal 
information is reasonably believed to have been 

subject to a security breach in the most 
expedient time possible but not later than forty-

fiv e (45) days following the determination of 
the breach, unless a law enforcement agency 

determines that notice will impede a criminal 
investigation (in which case notification is 

delayed until authorized by law enforcement). 

 Specific content requirements prescribed by 
statute for notice to individuals. 

 Substitute notice is av ailable by means 
described in the statute if costs to exceed 

$100,000, affected class exceeds 50,000 
persons, or covered entity has insufficient 

contact information. 

 Notice not required if the covered entity 
responsible for the data concludes after a 

reasonable investigation that the security 

breach does not giv e rise to a significant 

risk of identity theft or fraud. 

Other obligations: 

Any covered entity that must notify more than 

1,000 New Mexico residents of a single security 
breach is also required to notify major consumer 

reporting agencies in the most expedient time 
possible but not later than forty-five (45) days 

following determination of the breach. 

A covered entity must ensure proper disposal of 

records containing personal information when 
they are no longer reasonably needed for 

business purposes by means of shredding, 
erasing or otherwise modifying the personal 

information contained in the records to make it 
unreadable or undecipherable. 

Encryption Safe Harbor: 
Statute not applicable if the 
personal information that was 

acquired by an unauthorized 
individual is encrypted.  

Safe harbor not available if 

the confidential process or 
key is compromised together 

with the encrypted data.   

 

 

 

 

Other exemptions: 

Exemption for good faith 

acquisition of personal 
information by an employee 

or agent of covered entity for 
a legitimate business 

purpose so long as personal 
information is not subject to 

further unauthorized 
disclosure. 

A covered entity is deemed in 
compliance with the New 

Mexico statute if it maintains 
and complies with its own 

notification procedures as 
part of an information 

security policy and whose 
procedures are consistent 

with the timing requirements 
of the New Mexico statute. 

A covered entity that is 

subject to GLBA or HIPAA is 
exempt from New Mexico’s 

statute. 

Attorney General must 

be notified not later 
than forty-fiv e (45) days 

after determination of a 
security breach if more 

than 1,000 New Mexico 
residents are affected. 

Notification must include 

the number of New 
Mexico residents affected 

and a copy of the 
notification letter.   

 

A determination of no 
likelihood of harm:  

Does not require 
notification to Attorney 

General. 

 

 

Other obligations, 

cont’d: 

A covered entity must 

implement and maintain 
reasonable security 

procedures and practices 
appropriate to the nature 

of the information to 
protect the personal 

information from 
unauthorized access, 

destruction, use, 
modification or 

disclosure. 

Attorney General 

may bring action to 
seek injunctive 

relief and award of 
damages for actual 

costs or losses, 
including 

consequential 
financial losses.   

If a court 

determines that a 
covered entity 

violated the statute 
knowingly or 

recklessly, the 
court may impose a 

civil penalty of up 
to $25,000 or 

$10.00 per 
instance of failed 

notification up to a 
maximum of 

$150,000.   

 

Other obligations, 

cont’d: 

A covered entity 

that discloses 
personal 

information of New 
Mexico residents to 

a service provider 
must have a 

contract in place 
with the service 

provider requiring 
reasonable security 

procedures and 
practices 

appropriate to the 
nature of the 

personal 
information and to 

Priv ate Cause of 
Action: No. 

 

 

 

 

 

 

  

https://www.nmlegis.gov/Sessions/17%20Regular/final/HB0015.pdf


 
 

 

Copy r ight  © 2009-2020 Mintz,  Levin, Cohn, Ferr is,  Glovsky  & Popeo, P.C.                             Boston   |   London   |   Los Angeles   |   New York   |   San Diego   |   San Francisco   |   Washington   / /    mi n tz.com 

C urrent  as of  Ju ly 1 , 2020 – FOR  INFORMATI ONAL PUR POSES ON LY              

State / 

Link to 

Statute 

Information Covered / 

Important Definitions 

Covered 

Entities1 / 

Third Party Recipients 

Notice Procedures & Timing / 

Other Obligations 

Encryption 

Safe Harbor / 

Other Exemptions 

Notification to 

Regulator / 

Waiver 

Penalties 

Private Cause of 

Action / 

Enforcement 

New Mexico, 

cont’d 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Return to Index 

of States 

 

protect it from 

unauthorized 
access, 

destruction, use, 
modification or 

disclosure.   
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Click here to 
review text of 

statute (see N.Y. 
Gen. Bus. Law, 

Article 39-F, § 
899-AA).  Click 

here to review 
the Stop Hacks 

and Improve 
Electronic Data 

Security Act 
("SHIELD Act"). 

[For specific 

rules applicable 
to state agencies 

– see N.Y. State 
Technology Law, 

§208.] 

[For cov ered 

entities 
licensed in New 
York City - see 
N.Y. City Admin. 

Code, Title 20, 
Chapter 1, §20-

117 for additional 
notification 

requirements.] 

[For specific 
rules applicable 

to Financial 
Services 

Companies – 
click here.] 
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Information cov ered:  

Private information of New York residents. 

“Personal Information” includes any 
information concerning a natural person 

which, because of name, number, personal 
mark or other identifier can be used to 

identify such natural person. 

“Private Information” means either: 

(i) personal information in combination with 

: 

 any of the data elements of 
typical personal information 

definition; 

 account  number, credit or debit 
card number, in combination with 

any required security code, 
access code, password, or 

other information that would 
permit access to an individual's 

financial account; 

 account number, credit or  debit  
card  number,  if  circumstances 

exist wherein such number could 
be used to access an individual's 

financial  account without 
additional identifying information, 

security code, access code, or 
password; 

 biometric information; or 

(i i) a user name or email address in 
combination with a password or security 

question and answer that would permit 
access to an online account. 

 Important definitions: 

“Security Breach” means unauthorized 
access to or acquisition of, or access to or 

acquisition without valid authorization of 
computerized data that compromises the 

security, confidentiality or integrity of 
private information maintained by a 

business.   

Subject to statute: 

Any person or business which 

owns or l icenses computerized 
data which includes private 

information. 

 

Third party recipients: 

Any person or business  that 
maintains computerized data 

which includes private 
information which such person 

or business does not own 
must notify the owner or 

l icensee of any security breach 
involving private information 

immediately following 
discovery of the breach. 

Written, electronic or telephonic notice must 
be prov ided to victims of a security breach 
within the most expedient time possible and 

without unreasonable delay, unless a law 
enforcement agency determines that notice will 

impede an investigation (in which case 
notification is delayed until authorized by law 

enforcement). 

 Notice to affected residents is required to 
contain specific content described in statute.  

 Electronic notice permitted only when the 
consumer to be notified has consented to 

such notice, and when such email address, 
its password, or its security question, was 

not involved in the breach. A log of all 
consumers notified electronically must be 

kept. 

 Substitute notice is av ailable by means 
prescribed in the statute if a business 

demonstrates to the state attorney general 
that costs to exceed $250,000, affected class 

exceeds 500,000 persons, or covered entity 
has insufficient contact information. 

 

Other obligations: 

Any covered entity that must  notify more than 

5,000 New York residents at one time of a 
security breach is also required to notify 

consumer reporting agencies without delaying 
notice to affected New York residents.  

 

Encryption Safe Harbor: 
Statute not applicable if the 
personal data that was lost, 

stolen or accessed by an 
unauthorized individual is 

encrypted.  

Safe harbor not available if 
the compromised data was 

encrypted with an encryption 
key that has also been 

acquired. 

 

Other exemptions: 

Exemption for good faith 
access to, or acquisition of 

private information by an 
employee or agent of a 

business for the purposes of 
the business so long as any 

private information is not 
used or subject to 

unauthorized disclosure. 

 

Notice to consumers not 

required if exposure to 
private information was an 

inadvertent disclosure by 
persons authorized to access 

private information, and the 
business reasonably 

determines such exposure 
will not l ikely result in misuse 

of such information, or 
financial harm to the affected 

persons or emotional harm in 
the case of unknown 

disclosure of online 
credentials. Such 

determination must be in 
writing and maintained for 5 

years.  If incident affects 
more than 500 NY residents, 

Attorney General and 

Department of State 
and Div ision of State 

Police must be notified 
of a security breach 

without delaying notice 
to affected residents.   

The notification must 

describe timing, content 
and distribution of the 

notices to residents and 
the approximate number 

of affected persons, and 
must include a template 

of the resident notice. 

 

Any  covered  entity 

required to provide 
notification of a breach, 

including breach of 
information that is  not  

"private  information"  to 
the secretary of health 

and human services 
pursuant to HIPAA or 

HITECH shall provide 
such notification  to  the  

state  attorney  general 
within five business days 

of notifying the secretary. 

 

Injunctive relief 

available, as well 
as actual costs or 

losses incurred by 
affected residents, 

including 
consequential 

financial losses. 

For knowing or 
willful violations, 

civil penalties of the 
greater of $5,000 

or up to $20 per 
instance of failed 

notification, 
provided that the 

latter amount may 
not exceed 

$250,000. 

 

 

Priv ate Cause of 
Action: No. 

 

Attorney General may 

bring action on behalf 
of victims of a 

security breach within 
three years of earlier 

of:  (i) date Attorney 
General became 

aware of incident; or 
(i i) date of notice to 

Attorney General.  In 
no event may an 

action be brought 
after six years from 

the date of discovery 
of a breach, unless 

the company took 
steps to hide the 

breach.  

http://public.leginfo.state.ny.us/lawssrch.cgi?NVLWO:
https://www.nysenate.gov/legislation/bills/2019/s5575
https://www.nysenate.gov/legislation/bills/2019/s5575
https://www.dfs.ny.gov/docs/legal/regulations/adoptions/dfsrf500txt.pdf
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 In determining whether information 

has been accessed, or is reasonably 
believed  to  have  been accessed, by 

an unauthorized person or a person 
without valid authorization, such 

business  may  consider,  among  
other factors, indications that the 

information was viewed, 
communicated with, used, or altered 

by a person without valid 
authorization or by an unauthorized 

person. 

 In determining whether information has 
been accessed, or is reasonably 

believed to have been accessed, by an 
unauthorized person or a person 

without valid authorization, such 
business may consider, among other 

factors, indications that the information 
was viewed, communicated with, used, 

or altered by a person without valid 
authorization or by an unauthorized 

person. 

 Determination whether information has 
been acquired, or is reasonably 

believed to have been acquired, by an 
unauthorized person or a person 

without valid authorization can include 
factors such as: (a) indications that the 

information is in the physical possession 
and control of an unauthorized person, 

such as a lost or stolen computer or 
other device containing information, (b) 

indications that the information has 
been downloaded or copied, and (c) 

indications that the information was 
used by an unauthorized person, such 

as fraudulent accounts opened or 
instances of ID theft reported. 

Note:  The statute contains a “reasonable 
security requirement” for businesses that 

own or l icense private information of New 
York residents, the specific requirements of 

which are contained in the statute.  

a written determination must 

be provided to Attorney 
General within 10 days of 

determination.  

 

Covered entities that provide 

notice to consumers of an 
incident pursuant to the 

following laws are not 
required to provide additional 

notice to consumers under 
the statute, but are sti l l 

required to provide notice to 
the Attorney General, Dept. 

of State, and Division of 
State Police: 

 GLBA 

 HIPAA/HITECH 

 HITECH 

 Regulated financial 
services companies 

 Data security rules and 
regulations of any 

federal or New York 
state agency 
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Click here and 
here to review 

text of statute. 
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Information cov ered:  

Personal information of North Carolina. 

Definition includes (i) employer taxpayer 
identification numbers, (i i) Personal 

Identification (PIN) Code, (i i i) biometric 
data, (iv) fingerprints, and (v) any other 

numbers or information that can be used to 
access a person’s financial resources.  

Personal information does not include 

electronic identification numbers, electronic 
mail names or addresses, Internet account 

numbers, Internet identification names, 
parent’s legal surname prior to marriage, or 

a password unless this information would 
permit access to a person’s financial 

account or resources. 

 

Important definitions: 

“Security Breach” means an incident of 
unauthorized access to and acquisition of 

unencrypted and unredacted records or 
data containing personal information where 

il legal use of the personal information has 
occurred or is reasonably likely to occur or 

that creates a material risk of harm to a 
consumer.  Access to encrypted records or 

data containing personal information along 
with the confidential process or key 

constitutes a security breach. 

“Encryption” means the use of an 
algorithmic process to transform data into a 

form in which the data is rendered 
unreadable or unusable without use of a 

confidential process or key. 

Subject to statute: 

Any business that owns or 

l icenses personal information 
of residents of North Carolina 

or any business that conducts 
business in North Carolina that 

owns or l icenses personal 
information in any form, 

whether computerized, paper 
or otherwise. 

 

Third party recipients: 

Any business  that maintains 

or possesses records or data 
containing personal 

information of North Carolina 
residents that the business 

does not own or l icense must 
notify the owner or l icensee of 

the information of any security 
breach immediately following 

discovery of the breach 
consistent with law 

enforcement needs. 

 

 

Important definitions, 

cont’d: 

“Redaction” means the 

rendering of data so that it is 
unreadable or is truncated so 

that no more than the last four 
digits of the identification 

number is accessible as part 
of the data. 

Written, electronic or telephonic notice must 
be prov ided to victims of a security breach 
without unreasonable delay, unless a law 

enforcement agency requests delay in writing 
due to its determination that notification would 

impede a criminal investigation or jeopardize 
national or homeland security (in which case 

notification is delayed until authorized by law 
enforcement agency). 

 Electronic notice allowed only when the 

consumer to be notified has consented to 
receipt of electronic communications.  

 Notice to affected residents is required to 
contain specific content described in statute.  

 Substitute notice is av ailable by means 
prescribed in the statute if costs to exceed 
$250,000, affected class exceeds 500,000 

persons, covered entity has insufficient 
contact information, or covered entity is 

unable to identify particular affected persons. 

 Notice not required if the business 
responsible for the data concludes that the 

security breach is not reasonably likely to 
cause or create a “material risk of harm” 
to consumers.  

 

Other obligations: 

Any business that must  notify more than 1,000 
persons at one time of a security breach is also 

required to notify consumer reporting agencies 
without unreasonable delay.  

Encryption Safe Harbor: 
Statute not applicable if the 
personal data that was lost, 

stolen or accessed by an 
unauthorized individual is 

encrypted or redacted.  

 

Other exemptions: 

Exemption for good faith 

acquisition of personal 
information by employee or 

agent of a business for a 
legitimate purpose so long as 

personal information is not 
used for a purpose other than 

a lawful purpose of the 
business and is not subject to 

further unauthorized 
disclosure. 

Financial institutions subject 
to and in compliance with 

federal interagency 
guidelines, and credit unions 

subject to the Final Guidance 
on Response Programs for 

Unauthorized Access to 
Member Information and 

Member Notice, are exempt. 

Consumer Protection 

Div ision of Attorney 
General must be 

notified of a security 
breach by a designated 

online form.   

Notification details the 
nature of the breach, 

number of affected 
individuals, the 

circumstances 
surrounding the breach, 

the steps taken to 
prevent a similar breach 

in the future, and 
information about the 

timing, distribution and 
content of notice to 

affected residents.   

North Carolina Security 

Breach Reporting Form. 

 

A determination of no 

likelihood of harm:  

Does not require 
notification to Attorney 

General. 

 

A waiv er of the statute is 

void and unenforceable. 

 

 

 

 

 

 

 

 

 

Violations fall under 

G.S.§75-1.1.  Civil 
penalties of up to 

$5,000 per violation 
are available under 

G.S.§75-15.2. 

Priv ate Cause of 
Action: Yes, but only 
if the individual is 

actually injured as a 
result of a violation of 

the statute.   

 

Enforcement by 

Attorney General 
under G.S.§75. 

http://www.ncga.state.nc.us/EnactedLegislation/Statutes/HTML/BySection/Chapter_75/GS_75-61.html
http://www.ncga.state.nc.us/EnactedLegislation/Statutes/HTML/BySection/Chapter_75/GS_75-65.html
http://www.ncdoj.gov/getdoc/81eda50e-8feb-4764-adca-b5c47f211612/Report-a-Security-Breach.aspx
http://www.ncdoj.gov/getdoc/81eda50e-8feb-4764-adca-b5c47f211612/Report-a-Security-Breach.aspx
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Click here to 
review text of 

statute. 
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Information cov ered:  

Personal information of North Dakota 

residents. 

Definition also includes (i) date of birth, (i i) 

mother’s maiden name, (i i i) employee 
identification number in combination with 

any required access code or password,  
(iv) electronic or digitized signature, (v) 

health insurance information, and (vi) 
medical information.  

 

Important definitions: 

“Security Breach” means unauthorized 
acquisition of computerized data when 

access to personal information has not 
been secured by encryption or by any 

other method or technology that renders 
the electronic fi les, media or databases 

unreadable or unusable. 

“Health Insurance Information” means an 

individual’s health insurance policy number 
or subscriber identification number and any 

unique identifier used by a health insurer to 
identify the individual. 

“Medical Information” means any 

information regarding an individual’s 
medical history, mental or physical 

condition, or medical treatment or 
diagnosis by a health care professional. 

 

Subject to statute: 

Any person that owns or 

l icenses computerized data 
that includes personal 

information. 

 

Third party recipients: 

Any person that maintains or 
possesses records or data 

containing personal 
information that the person 

does not own or l icense must 
notify the owner or l icensee of 

the information of any security 
breach immediately following 

discovery of the breach. 

Written or electronic notice must be prov ided 
to victims of a security breach within the most 
expedient time possible and without 

unreasonable delay, unless a law enforcement 
agency determines that notice will impede an 

investigation (in which case notification is 
delayed until authorized by law enforcement). 

 Substitute notice is av ailable by means 

prescribed in the statute if costs to exceed 
$250,000, affected class exceeds 500,000 

persons, or covered entity has insufficient 
contact information. 

 

Encryption Safe Harbor: 
Statute not applicable if the 
personal data that was lost, 

stolen or accessed by an 
unauthorized individual is 

encrypted.  Both the name 
information and associated 

data elements must be 
encrypted. 

 

Other exemptions: 

Exemption for good faith 
acquisition of personal 

information by an employee 
or agent of the covered entity 

so long as personal 
information is not used or 

subject to further 
unauthorized disclosure.  

A covered entity is deemed in 
compliance with the North 

Dakota statute if it maintains 
and complies with its own 

notification procedures as 
part of an information 

security policy and whose 
procedures are consistent 

with the timing requirements 
of the North Dakota statute. 

A financial institution, trust 

company or credit union 
subject to and in compliance 

with interagency guidance for 
unauthorized access to 

customer information and 
customer notice is deemed in 

compliance with North 
Dakota statute. 

 

 

 

Attorney General must 

be notified by mail or 
email if a single breach 

results in notice to 
more than 250 

indiv iduals. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Other exemptions, 

cont’d: 

A covered entity subject 

to HIPAA is deemed in 
compliance with North 

Dakota statute. 

 

 

 

 

Remedies for 

violations are set 
forth in N.D. Cent. 

Code 51-15. 

Priv ate Cause of 
Action: No.   

 

Enforcement by 

Attorney General 
only. 

http://www.legis.nd.gov/cencode/t51c30.pdf?20160228133101
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Click here to 
review text of 

statute. 

 

[For specific 

rules applicable 
to state agencies 

– see Ohio Rev. 
Code §1347.12.]   

 

[For specific Safe 
Harbor 

Requirements – 
see Sec. 

1354.02 of the 
Revised Codes] 
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Information cov ered:  

Personal information of Ohio residents.  

 

Important definitions: 

“Security Breach” means unauthorized 

access to and acquisition of computerized 
data that compromises the security or 

confidentiality of personal information or 
restricted information owned by or l icensed 

to a covered entity and that causes, 
reasonably is believed to have caused, or 

reasonably is believed will cause a material 
risk of identity theft or other fraud to person 

or property. 

“Encryption” means the use of an 
algorithmic process to transform data into a 

form in which there is a low probability of 
assigning meaning without use of a 

confidential process or key. 

“Redacted” means altered or truncated so 

that no more than the last four digits of a 
social security number, driver’s l icense 

number, state identification card number, 
account number, or credit or debit card 

number is accessible as part of the data. 

Subject to statute: 

Any person, legal entity or 

business entity that conducts 
business in the state that owns 

or l icenses computerized data 
that includes personal 

information. 

 

Third party recipients: 

Any person that, on behalf of 
or at the direction of another 

person or governmental entity, 
is the custodian of or stores 

computerized data that 
includes personal information, 

must notify that other person 
or governmental entity of any 

security breach in an 
expeditious manner if the 

access and acquisition by the 
unauthorized person causes or 

reasonably is believed will 
cause a material risk of identity 

theft or other fraud to an Ohio 
resident. 

 

 

 

 

 

 

 

 

 

Written, electronic or telephonic notice must 
be prov ided to victims of a security breach 
within the most expedient time possible but no 

later than forty-fiv e (45) days following the 
discov ery of the breach, unless a law 

enforcement agency determines that notice will 
impede an investigation (in which case 

notification is delayed until authorized by law 
enforcement). 

 Substitute notice is av ailable by means 

prescribed in the statute if costs to exceed 
$250,000, affected class exceeds 500,000 

persons, or covered entity has insufficient 
contact information.  Substitute notice also 

av ailable to business entities with 10 
employees or fewer that demonstrate 

costs will exceed $10,000.  

 Notification required solely in the case of 
breaches that have caused or are 
reasonably likely to cause a material risk of 

identity theft or other fraud to an Ohio 
resident.  

 

Other obligations: 

Any covered entity that must  notify more than 

1,000 Ohio residents at one time of a security 
breach is also required to notify without 

unreasonable delay consumer reporting 
agencies without delaying notice to affected 

Ohio residents.  

 

 

 

Encryption Safe Harbor:  

A covered entity may seek an 

affirmative defense under 
sections 1354.01 to 1354.05 

of the Revised Code by 
means found in section 

1354.02. 

 

Other exemptions: 

Exemption for good faith 
acquisition of personal 

information or restricted 
information by the covered 

entity's employee or agent for 
the purposes of the covered 

entity's, provided that the 
personal information or 

restricted information is not 
used for an unlawful purpose 

or subject to further 
unauthorized disclosure. 

A covered entity subject to 

HIPAA is deemed in 
compliance with the Ohio 

statute. 

A financial institution, trust 

company or credit union, or 
any affi l iates thereof, subject 

to and in compliance with 
information security breach 

protocols imposed by a 
functional government 

regulatory agency, is deemed 
in compliance with Ohio 

statute. 

 

 

 

 

 

A determination of no 

likelihood of harm:  

Does not require 
notification to Attorney 

General. 

 

A waiv er of the statute is 

void and unenforceable. 

 

Civil penalty of up 

to $1,000 for each 
day of non-

compliance with 
statute, up to 

$5,000 per day 
after 60 days, and 

up to $10,000 per 
day after 90 days.  

Priv ate Cause of 
Action: No.   

 

Enforcement by 

Attorney General 
only. 

http://codes.ohio.gov/orc/1349.19
http://codes.ohio.gov/orc/1354
http://codes.ohio.gov/orc/1354
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Information cov ered:  

Personal information of Oklahoma 

residents.   

 

Important definitions: 

“Security Breach” means unauthorized 
access and acquisition of unencrypted and 

unredacted computerized data that 
compromises the security or confidentiality 

of personal information maintained as part 
of a database of personal information 

regarding multiple individuals and that 
causes, or the covered entity reasonably 

believes caused or will cause, identity theft 
or other fraud to any Oklahoma resident. 

“Encrypted” means transformation of data 

through the use of an algorithmic process 
into a form in which there is a low 

probability of assigning meaning without 
use of a confidential process or key, or 

rendering the data elements unreadable or 
unusable by other means. 

“Redact” means alteration or truncation of 
data such that no more than five digits of a 

social security number or the last four 
digits of a driver l icense number, state 

identification card number or account 
number are part of the data. 

 

Subject to statute: 

An individual or entity that 

owns or l icenses computerized 
information that includes 

personal information. 
 

Third party recipients: 

Any covered entity that 
maintains computerized data 

containing personal 
information that the covered 

entity does not own or l icense 
must notify the owner or 

l icensee of the information of 
any security breach 

immediately as soon as 
practicable following discovery 

of the breach. 

Written, telephonic or electronic notice must 
be prov ided to victims of a security breach 
without unreasonable delay, unless a law 

enforcement agency determines that notice will 
impede a criminal or civil investigation or 

jeopardize homeland or national security (in 
which case notification is delayed until 

authorized by law enforcement). 

 Substitute notice is av ailable by means 
prescribed in the statute if costs to exceed 

$50,000, affected class exceeds 100,000 
persons, or covered entity has insufficient 

contact information or does not have consent 
to provide notice otherwise.   

 Notification required solely in the case of 
breaches that the covered entity reasonably 

believes has caused or will cause identity 
theft or other fraud to any Oklahoma 

resident. 

Encryption Safe Harbor: 
Statute not applicable if the 
personal data that was lost, 

stolen or accessed by an 
unauthorized individual is 

encrypted or redacted.  A 
breach must also be 

disclosed if the encryption 
key is compromise. 

Other exemptions: 

Exemption for good faith 
acquisition of personal 

information by an employee 
or agent of a covered entity 

for the purposes of the 
covered entity so long as the 

personal information is not 
used for an unlawful purpose 

or subject to further 
unauthorized disclosure. 

A covered entity is deemed in 

compliance with the 
Oklahoma statute if it 

maintains and complies with 
its own notification 

procedures as part of an 
information privacy or 

security policy and whose 
procedures are consistent 

with the timing requirements 
of the Oklahoma statute. 

A covered entity that 
complies with the notification 

requirements imposed by its 
primary or functional federal 

regulator is deemed in 
compliance with the 

Oklahoma statute. 

A determination of no 

likelihood of harm:  

Does not require 
notification to Attorney 

General. 

 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 

 

 

 

Other exemptions, 

cont’d: 

Financial institutions 

subject to and in 
compliance with federal 

interagency guidelines 
are exempt. 

Actual damages 

resulting from a 
violation of the 

statute or a civil 
penalty not to 

exceed $150,000 
per breach.  

 
Violations of the 

statute by state-
chartered or state-

licensed financial 
institutions may 

only be enforced by 
the primary state 

regulator of the 
institution. 

Priv ate Cause of 
Action: No.   

 

Enforcement by 

Attorney General or a 
district attorney. 

 

http://webserver1.lsb.state.ok.us/OK_Statutes/CompleteTitles/os24.rtf
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Information cov ered:  

Personal information of Oregon 

consumers.   

Definition includes (i) a passport number or 

other identification number issued by the 
United States; (i i) data from automatic 

measurements of a consumer’s physical 
characteristics, such as an image of a 

fingerprint, retina or iris, that are used to 
authenticate the consumer’s identity in the 

course of a financial transaction or other 
transaction; (i i i) a health insurance policy 

number or health insurance subscriber 
identification number in combination with 

any other unique identifier that a health 
insurer uses to identify the consumer; or 

(iv) information about a consumer’s 
medical history or mental or physical 

condition or about a health care 
professional’s medical diagnosis or 

treatment of the consumer. Definition also 
includes a user name or other means of 

identifying a consumer for the purpose of 
permitting access to the consumer’s 

account, together with any other method 
necessary to authenticate the user name 

or means of identification. 

If data elements have not been encrypted, 
redacted or rendered unusable and the 

data element taken would enable a person 
to commit identity theft, the data element 

can be considered personal information. 

Important definitions: 

“Security Breach” means an unauthorized 

acquisition of computerized data that 
materially compromises the security, 

confidentiality or integrity of personal 
information that a person maintains or 

possess. 

“Encryption” means an algorithmic process 

that renders data unreadable or unusable 

Subject to statute: 

Any person, legal entity or 

public body (as defined in 
ORS 174.019) that owns, or 

l icenses, maintains, stores, 
manages, collects, processes, 

acquires or otherwise 
possesses personal 

information, or that has access 
to personal information as a 

consequence of a contract, 
that the person uses in the 

course of the person’s 
business, vocation, occupation 

or volunteer activities. 

 

Third party recipients: 

A person that maintains, 
stores, manages, collects, 

processes, acquires or 
otherwise possesses or has 

access to personal information 
on behalf of, as a 

consequence of a contract, or 
under l icense of, another 

person shall notify the other 
person after discovering a 

breach of security.  

 

Written, telephonic or electronic notice must 
be prov ided to victims of a security breach in 

the most expeditious manner possible, 

without unreasonable delay, but not later 
than 45 days after discov ering or receiving 
notification of the breach of security unless a 
law enforcement agency determines that notice 

will impede a criminal investigation (in which 
case notification is delayed until authorized by 

law enforcement). 

 Notice to affected residents is required to 
contain specific content described in statute.  

 Substitute notice is av ailable by means 
prescribed in the statute if costs to exceed 
$250,000, affected class exceeds 250,000 

persons, or covered entity has insufficient 
contact information. 

 Notice not required if, after appropriate 
investigation or consultation with relevant law 
enforcement authorities, it is determined 

that no affected consumers are likely to 
suffer harm.  Written documentation of this 

determination is required and must be 
retained for 5 years. 

 

A vendor shall notify the Attorney General in 
writing or electronically if the vendor was subject 

to a breach of security that involved the personal 
information of more than 250 consumers or a 

number of consumers that the vendor could not 
determine in the most expeditious manner 

possible, without unreasonable delay, but not 
later than 45 days after discovering or receiving 

notification of the breach of security 

 

Other obligations: 

Any covered entity that must notify more than 
1,000 Oregon residents at one time of a security 

breach is also required to notify without 
unreasonable delay consumer reporting 

agencies without delaying notice to affected 
Oregon residents.  

Encryption Safe Harbor: 
Statute not applicable if the 
personal data that was lost, 

stolen or accessed by an 
unauthorized individual is 

encrypted, redacted or 
otherwise rendered unusable 

by other methods.   

Safe harbor not available if a 
security breach involves 

encrypted data but the 
encryption key has been 

compromised. 

 

Other exemptions: 

Exemption for good faith and 
inadvertent acquisition of 

personal information by a 
covered entity or a covered 

entity’s employee or agent if 
the personal information is 

not used in violation of 
applicable law or in a manner 

that harms or poses an 
actual threat to the security, 

confidentiality or integrity of 
the personal information. 

A covered entity is deemed in 

compliance with the Oregon 
statute if it complies with 

notification requirements or 
procedures imposed by its 

primary or functional federal 
regulator that are at least as 

protective as Oregon’s 
statute. 

 

Statute not applicable to a 
covered entity that complies 

with the Health Insurance 
Portability and Accountability 

Act of 1996 and the Health 

Attorney General must 

be notified 
electronically or by mail 

if a single breach 
affects 250 residents. 

Attorney General must 

receiv e within a 
reasonable time at least 

one copy of any notice 
the person sends  to  

consumers or to the 
person’s primary or 

functional regulator. 

 

A v endor must notify 

the Attorney General 
electronically or by mail 

if a breach inv olv es 
more than 250 

residents or the number 
of residents cannot be 

determined. 

 

A determination of no 

likelihood of harm:  

Does not require 

notification to Attorney 
General. 

 

 

Other exemptions, 
cont’d: 

A covered entity that 
complies with other state 

or federal law that is at 
least as thorough as 

Oregon’s statute is 
exempt from Oregon’s 

statute. 

A covered entity that is 
subject to GLBA or 

Violations are an 

unlawful practice 
under ORS 

646.607.  

Penalties can 
include $1,000 per 

violation.   

In the case of a 

continuing 
violation, each 

day’s continuance 
is a separate 

violation. Maximum 
penalty of 

$500,000.   

Priv ate Cause of 
Action: No.   

 

Enforcement by the 

Director of the 
Department of 

Consumer and 
Business Services. 

If the director has 

reason to believe that 
any person has 

engaged or is 
engaging in any 

violation of the 
Oregon statute, the 

director may issue a 
cease and desist 

order, or require the 
person to pay 

compensation to 
consumers injured by 

the violation. The 
director may order 

compensation to 
consumers only upon 

a finding that 
enforcement of the 

rights of the 
consumers by private 

civil action would be 
so burdensome or 

expensive as to be 
impractical. 

https://www.oregonlegislature.gov/bills_laws/ors/ors646A.html
https://olis.leg.state.or.us/liz/2018R1/Downloads/MeasureDocument/SB1551/Enrolled
https://olis.leg.state.or.us/liz/2018R1/Downloads/MeasureDocument/SB1551/Enrolled
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without the use of a confidential process or 

key. 

Covered entities must develop, implement and 

maintain administrative, technical and 
physical safeguards to protect personal 

information. Note: ORS §654A.22(2)(d) 

contains expanded information security 

requirements. 

A vendor that discovers a breach of security or 

has reason to believe that a breach of security 
has occurred must notify a covered entity with 

which the vendor has a contract not later than 
10 days after discovering the breach.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Information Technology for 

Economic and Clinical Health 
Act of 2009 if person 

information that is subject to 
the ORS 646A.600 to 

646A.628 is also subject to 
those acts 

 

HIPAA is exempt from 

Oregon’s statute. 
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Information cov ered:  

Personal information of Pennsylvania 

residents.   

 

Important definitions: 

“Security Breach” means unauthorized 
access and acquisition of computerized 

data that materially compromises the 
security or confidentiality of personal 

information maintained by a covered entity 
as part of a database of personal 

information regarding multiple individuals 
and that causes, or according to the 

covered entity’s reasonable belief has 
caused or will cause, loss or injury to any 

resident of Pennsylvania. 

“Encryption” means the use of an 
algorithmic process to transform data into a 

form in which there is a low probability of 
assigning meaning without use of a 

confidential process or key. 

“Redacted” means altered or truncated so 

that no more than the last four digits of a 
social security number, driver’s l icense 

number, state identification card number, 
account number or financial account 

number is accessible as part of the data. 

 

 

Subject to statute: 

Any individual or business that 

maintains, stores or manages 
computerized data that 

contains personal information 
of Pennsylvania residents. 

 

Vendors: 

A vendor that maintains, 

stores or manages 
computerized data on behalf of 

a covered entity must provide 
notice of any breach of the 

security system following 
discovery of the breach. 

Written, telephonic or e-mail notice (if a prior 

business relationship exists) must be 
prov ided to victims of a security breach without 

unreasonable delay, unless a law enforcement 
agency determines that notice will impede an 

investigation (in which case notification is 
delayed until authorized by law enforcement). 

 Substitute notice is av ailable by means 

prescribed in the statute if costs to exceed 
$100,000, affected class exceeds 100,000 

persons, or covered entity has insufficient 
contact information. 

 Notice not required if the covered entity 
responsible for the data concludes that the 

breach did not cause, or in its reasonable 

belief has not caused or is not likely to 
cause, loss or injury to any resident of 

Pennsylv ania. 

 Notice only required if security breach 
materially compromises the security, 

confidentiality or integrity of personal 
information. 

 

Other obligations: 

Any covered entity that must  notify more than 
1,000 persons at one time of a security breach is 

also required to notify without unreasonable 
delay consumer reporting agencies. 

 

Encryption Safe Harbor: 
Statute not applicable if the 
personal data that was lost, 

stolen or accessed by an 
unauthorized individual is 

encrypted or redacted.   

Safe harbor is not available if 
the security breach is l inked 

to a  breach of the security of 
the encryption or if the 

security breach involves a 
person with access to the 

encryption key. 

 

Other exemptions: 

Exemption for good faith 
acquisition by an employee 

or agent of a covered entity 
for the purposes of the 

covered entity so long as 
personal information is not 

used for an unlawful purpose 
or subject to further 

unauthorized disclosure. 

A covered entity is deemed in 
compliance with the 

Pennsylvania statute if it 
maintains and complies with 

its own notification 
procedures as part of an 

information privacy or 
security policy and whose 

procedures are consistent 
with the timing requirements 

of the Pennsylvania statute. 

 

 

 

 

 

A determination of no 

likelihood of harm:  

Does not require 
notification to Attorney 

General. 

 

 

 

 

 

 

 

 

 

 

Other exemptions, 
cont’d: 

A covered entity that 

complies with the 
notification requirements 

imposed by its primary or 
functional federal 

regulator is deemed in 
compliance with the 

Pennsylvania statute. 

Financial institutions that 

comply with federal 
interagency guidelines 

are deemed in 
compliance with the 

Pennsylvania statute. 

 

 

Violation of the 

statute constitutes 
an unfair or 

deceptive act in 
violation of the 

Unfair Trade 
Practices and 

Consumer 
Protection Law. 

Priv ate Cause of 
Action: No.   

 

Enforcement by 

Attorney General 
only. 

 

https://govt.westlaw.com/pac/Browse/Home/Pennsylvania/UnofficialPurdonsPennsylvaniaStatutes?guid=N9B3F41908C4F11DA86FC8D90DD1949D4&originationContext=documenttoc&transitionType=Default&contextData=(sc.Default)
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Information cov ered:  

Personal information of Rhode Island 

residents when the name and the data 
elements are not encrypted or are in hard 

copy, paper format.   

 

Definition includes (i) medical information, 

(i i) health insurance information, and (iii) 
email address in combination with any 

required security code, access code, or 
password that would allow access to an 

individual’s personal, medical, insurance, 
or financial account. 

 

Important definitions: 

“Security Breach” means unauthorized 

acquisition of unencrypted computerized 
data that compromises the security, 

confidentiality or integrity of personal 
information. 

 “Encrypted” means the transformation of 

data through the use of a 128-bit or higher 
algorithmic process into a form in which 

there is a low probability of assigning 
meaning without use of a confidential 

process or key.  Data will not be 
considered to be encrypted if it is acquired 

in combination with any key, security code 
or password that would permit access to 

encrypted data. 

“Health Insurance Information” means an 

individual’s health insurance policy 
number, subscriber identification number 

or any unique identifier used by a health 
insurer to identify the individual. 

Subject to statute: 

Any person or legal 

commercial entity that stores, 
owns, collects, processes, 

maintains, acquires, uses or 
l icenses data that includes 

personal information. 

Third party recipients: 

Refer to covered entities 

subject to statute to determine 
if a third party recipient of 

personal information is 
implicated. 

A covered entity that discloses 
computerized unencrypted 

personal information about a 
Rhode Island resident 

pursuant to a contract with a 
nonaffi liated third party must 

require by contract that the 
third-party implement and 

maintain reasonable security 
procedures and practices to 

protect the personal 
information. 

 

Important definitions, 
cont’d: 

“Medical Information” means 

any information regarding an 
individual’s medical history, 

mental or physical condition, 
or medical treatment or 

diagnosis by a health care 
professional or provider. 

Written or electronic notice must be prov ided 
to victims of a security breach within the most 
expedient time possible but no later than forty-

fiv e (45) calendar days after confirmation of 
the breach and ability to ascertain 
information for notice unless a law 
enforcement agency determines that notice will 

impede a criminal investigation (in which case 
notification is delayed until authorized by law 

enforcement).   

 Notice to affected residents is required to 
contain specific content described in statute.  

 Substitute notice is av ailable by means 
prescribed in the statute if costs to exceed 
$25,000, affected class exceeds 50,000 

persons, or covered entity has insufficient 
contact information. 

 Notification not required if security 
breach does not pose a significant risk of 
identity theft. 

 

Other obligations: 

A person or business that owns or l icenses 

computerized unencrypted personal information 
about a Rhode Island resident must implement 

and maintain a risk-based information security 
program that contains reasonable security 

procedures and practices to protect personal 
information. 

Any covered entity that must notify more than 
500 persons at one time of a security breach is 

also required to notify without unreasonable 
delay consumer reporting agencies. 

 

Encryption Safe Harbor: 
Statute not applicable if the 
computerized personal data 

that was lost, stolen or 
accessed by an unauthorized 

individual is encrypted. 

 

Other exemptions: 

A covered entity is deemed in 

compliance with the Rhode 
Island statute if it complies 

with notification requirements 
or procedures imposed by its 

primary or functional federal 
regulator in the event of a 

security breach. 

A covered entity is deemed in 

compliance with the Rhode 
Island statute if it maintains 

and complies with its own 
notification procedures as 

part of an information 
security policy and whose 

procedures are consistent 
with the timing requirements 

of the Rhode Island statute. 

A covered entity subject to 
HIPAA is deemed in 

compliance with Rhode 
Island’s statute. 

A financial institution, trust 
company or credit union in 

compliance with federal 
interagency guidelines is 

deemed in compliance with 
Rhode Island’s statute. 

 

 

 

 

Attorney General must 

be notified if a single 
breach affects more 

than 500 residents.  
Notification will include 

information about timing, 
content, distribution of 

notices and approximate 
number of affected 

individuals.   

 

A determination of no 

likelihood of harm:  

Does not require 
notification to Attorney 

General. 

 

 

 

 

 

Each reckless 

violation is a civil 
violation for which 

a penalty of not 
more than $100 per 

record may be 
imposed. 

Each knowing and 

willful violation is a 
civil violation for 

which a penalty of 
not more than $200 

may be imposed.  

 

Priv ate Cause of 
Action: No 

 

Enforcement by 

Attorney General 
only. 

 

http://webserver.rilin.state.ri.us/Statutes/TITLE11/11-49.3/INDEX.HTM
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Click here to 
review text of 
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[For specific 
rules applicable 

to the insurance 
industry – click 

here.] 
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Information cov ered:  

Personal information of South Carolina 

residents. 

Definition also includes other numbers or 

information which may be used to access a 
person’s financial accounts or numbers or 

information issued by a governmental or 
regulatory entity that uniquely identify an 

individual. 

 

Important definitions: 

“Security Breach” means unauthorized 

access to and acquisition of computerized 
data that was not rendered unusable 

through encryption, redaction or other 
methods that compromise the security, 

confidentiality or integrity of the personal 
information, when illegal use of the 

information has occurred or is reasonably 
likely to occur or use of the information 

creates a material risk of harm to a 
resident. 

  

 

Subject to statute: 

A person or legal entity 

(including cooperative or 
association) conducting 

business in South Carolina 
and owning or l icensing 

computerized data or other 
data that includes personal 

identifying information. 

 

Third party recipients: 

A person conducting business 
in South Carolina and 

maintaining computerized data 
or other data that includes 

personal information that the 
person does not own must 

notify the owner or l icensee of 
the information of a security 

breach immediately following 
discovery of the breach.  

 

Written, electronic or telephonic notice must 
be prov ided to victims of a security breach 
within the most expedient time possible and 

without unreasonable delay, unless a law 
enforcement agency determines that notice will 

impede an investigation (in which case 
notification is delayed until authorized by law 

enforcement). 

 Substitute notice is av ailable by means 
prescribed in the statute if costs to exceed 

$250,000, affected class exceeds 500,000 
persons, or covered entity has insufficient 

contact information. 

 Notification only required when il legal use 
of the personal data acquired has occurred 

or is reasonably likely to occur or use of the 
information creates a material risk of harm to 

the resident. 

 

Other obligations: 

Any covered entity that must notify more than 

1,000 persons at one time of a security breach is 
also required to notify without unreasonable 

delay consumer reporting agencies. 

 

Encryption Safe Harbor: 
Statute not applicable if the 
personal data that was lost, 

stolen or accessed by an 
unauthorized individual is 

encrypted, redacted or 
otherwise rendered unusable 

or unusable. 

 

Other exemptions: 

Exemption for good faith 

acquisition of personal 
information by an employee 

or agent of a covered entity 
for the purposes of its 

business so long as personal 
information is not used or 

subject to further 
unauthorized disclosure. 

A covered entity is deemed in 
compliance with the South 

Carolina statute if it maintains 
and complies with its own 

notification procedures as 
part of an information 

security policy and whose 
procedures are consistent 

with the timing requirements 
of the South Carolina statute. 

A financial institution subject 

to GLBA is exempt. 

Financial institutions subject 

to and in compliance with 
federal interagency 

guidelines are deemed in 
compliance with the South 

Carolina statute. 

 

 

 

 

Consumer Protection 

Div ision of Department 
of Consumer Affairs 

must be notified if a 
single breach affects 

more than 1,000 
residents.   

A determination of no 

likelihood of harm:  

Does not require 

notification to Attorney 
General. 

Knowing and willful 

violations subject to 
an administrative 

fine in the amount 
of $1,000 for each 

affected resident 
(amount to be 

decided by 
Department of 

Consumer Affairs). 

Priv ate Cause of 
Action: Yes.   

 

A resident of South 

Carolina who is 
injured by a violation 

may institute a civil 
action to seek an 

injunction and to 
recover damages and 

attorneys’ fees and 
costs, if successful. 

 

http://www.scstatehouse.gov/code/t39c001.php
https://www.scstatehouse.gov/sess122_2017-2018/bills/4655.htm
https://www.scstatehouse.gov/sess122_2017-2018/bills/4655.htm
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Information cov ered:  

Personal information of South Dakota 

residents. 

Definition includes usernames and 

passwords, financial information, personal 
identification numbers (“PINs”) or other 

access codes for financial accounts, 
medical information, health insurance 

information, and identification number 
assigned by an employer in combination 

with any required security code, access 
code, password, or biometric data. 

 

Also covers “protected information,” which 
includes user name or email address with 

access code for online accounts, and 
account number or credit or debit card 

number, in combination with any access 
code for financial accounts. 

 

Important definitions: 

“Security Breach” means the unauthorized 

acquisition of unencrypted computerized 
data or encrypted computerized data and 

the encryption key by any person that 
materially compromises the security, 

confidentiality, or integrity of personal or 
protected information maintained by the 

information holder. 
 

"Information holder” means any person or 
business that conducts business in this 

state, and that owns or l icenses 
computerized personal or protected 

information of state residents. 

Subject to statute:  

Any person or business that 

conducts business in South 
Dakota, and that owns or 

l icenses computerized 
personal or protected 

information of residents of 
South Dakota.  

Third party recipients:  

Third parties maintaining 
personal information on behalf 

of a covered entity must notify 
covered entity about a breach 

and cooperate as necessary to 
allow covered entity to comply 

with statute.  The covered 
entity must satisfy all further 

notification obligations under 
the statute. 

Written or electronic notice must be prov ided 
to victims of a security breach as expeditiously 
as possible and without unreasonable delay, but 

no later than sixty (60) days following the 
discov ery of the breach unless law 

enforcement agency determines that disclosure 
will interfere with a criminal investigation (in 

which case notification delayed until authorized 
by law enforcement).  

Notice to affected residents is required to 
contain specific content described in statute.  

 If a delay in notification is prompted by law 

enforcement needs, notice to affected 
residents must occur the notification shall 

be made not later than thirty (30) days 
after the law enforcement agency determines 

that notification will not compromise the 
criminal investigation. 

 Substitute notice is av ailable by means 
prescribed in the statute if costs to exceed 
$250,000, affected class exceeds 500,000 

persons, or covered entity has insufficient 
contact information. 

 Notice not required if, after an 
inv estigation and written notice to the 
Attorney General, the entity determines 

that there is not a reasonable likelihood of 
harm to the consumers whose personal 
information was acquired.  The 
determination must be documented in writing 

and maintained for three years. 

Other Obligations: 

Any covered entity that must notify more than 

250 residents at one time of a security breach is 
also required to notify the Attorney General and 

consumer reporting agencies without 
unreasonable delay. 

 

 

 

 

Encryption Safe Harbor: 
Statute not applicable if the 
personal information that was 

lost, stolen or accessed by 
an unauthorized individual is 

encrypted or redacted. 

 

Other exemptions:  

Exemption for good faith 

acquisition of personal 
information by an employee 

or agent of a covered entity 
for the purposes of the 

covered entity so long as the 
personal information is not 

used or subject to further 
unauthorized disclosure. 

A covered entity is deemed in 
compliance with the South 

Dakota statute if it maintains 
and complies with its own 

notification procedures as 
part of an information 

security policy and whose 
procedures are consistent 

with the timing requirements 
of the Tennessee statute. 

A covered entity that is 

subject to GLBA or HIPAA is 
exempt from South Dakota’s 

statute. 

 

A determination of no 

likelihood of harm: 
Does not require 

notification to Attorney 
General. 

 

 

 

In addition to any 

remedy provided 
under SD § 37-24-

6, violations by 
non-governmental 

entities are liable 
for civil penalties 

up to $10,000 per 
day per violation. 

 

 

 

 

Priv ate Cause of 
Action: No. 

 

Enforcement by 

Attorney General 
only. 

https://legiscan.com/SD/text/SB62/2018
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Click here to 
review text of 
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Tenn. Code, Title 

47, §47-18-2107, 
et seq.) 
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Information cov ered:  

Personal information of Tennessee 

residents. 

 

Important definitions: 

"Encrypted” means computerized data that 
is rendered unusable, unreadable, or 

indecipherable without the use of a 
decryption process or key and in 

accordance with the current version of the 
Federal Information Processing Standard 

(FIPS) 140-2.  

“Security Breach” means unauthorized 
acquisition of unencrypted computerized 

data, or encrypted computerized data and 
the encryption key, by an unauthorized 

person that materially compromises the 
security, confidentiality or integrity of 

personal information.   

 “Unauthorized Person” includes an 
employee of a covered entity who is 

discovered to have obtained personal 
information and intentionally used it for an 

unlawful purpose. 

Subject to statute: 

Any person or business that 

conducts business in 
Tennessee.  

 

Third party recipients: 

Any covered entity that 

maintains computerized data 
that includes personal 

information that the covered 
entity does not own must notify 

the owner or l icensee of the 
information of any security 

breach immediately following 
discovery of the breach but no 

later than forty-fiv e (45) days 
from when the breach became 

known to third party recipient. 

 

Written or electronic notice must be prov ided 
to victims of a security breach immediately but 

no later than forty-fiv e (45) days following 

the discov ery or notification to cov ered 
entity of a security breach, unless a law 

enforcement agency determines that notice will 
impede a criminal investigation (in which case 

notification is delayed until authorized by law 
enforcement but sti l l must occur within forty-five 

(45) days after the law enforcement agency’s 
authorization). 

 If a delay in notification is prompted by law 

enforcement needs, notice to affected 
residents must occur no later than forty-fiv e 

(45) days after law enforcement agency 
determines that notification will no longer 

compromise its investigation. 

 Substitute notice is av ailable by means 
prescribed in the statute if costs to exceed 
$250,000, affected class exceeds 500,000 

persons, or covered entity has insufficient 
contact information. 

 Notice only required if security breach 
materially compromises the security, 
confidentiality or integrity of personal 

information. 

 

Other obligations: 

Any covered entity that must notify more than 
1,000 persons at one time of a security breach is 

also required to notify without unreasonable 
delay consumer reporting agencies. 

 

Encryption Safe Harbor: 
Statute not applicable if the 
personal data that was lost, 

stolen or accessed by an 
unauthorized person is fully 

encrypted. 

Safe harbor not available if 
the encryption key is 

compromised together with 
the encrypted data.   

 

Other exemptions: 

Exemption for good faith 

acquisition of personal 
information by an employee 

or agent of a covered entity 
for the purposes of the 

covered entity so long as the 
personal information is not 

used or subject to further 
unauthorized disclosure. 

A covered entity is deemed in 

compliance with the 
Tennessee statute if it 

maintains and complies with 
its own notification 

procedures as part of an 
information security policy 

and whose procedures are 
consistent with the timing 

requirements of the 
Tennessee statute. 

A covered entity that is 
subject to GLBA or HIPAA is 

exempt from New Mexico’s 
statute. 

 

 

A determination of no 

likelihood of harm:  

Does not require 
notification to Attorney 

General. 

 

Violations fall under 

the Tennessee 
Consumer 

Protection Act and 
constitute an unfair 

or deceptive act or 
practice affecting 

trade or commerce. 

Priv ate Cause of 
Action: Yes.   

 

Residents and 

business entities 
injured by a violation 

may institute a civil 
action to recover 

damages as well as 
injunctive relief. 

 

http://www.lexisnexis.com/hottopics/tncode/
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Click here to 
review text of 

statute (see Tex. 
Bus & Com. 

Code §521.002, 
et seq.) 
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Information cov ered:  

Personal information of Texas residents.  

(Texas uses the defined term “sensitive 
personal information.”)  

Definition also includes: (i) information 

about physical or mental health or 
condition, (i i) the provision of health care to 

the individual, or (i i i) the payment for the 
provision of health care to the individual . 

 

Important definitions: 

“Security Breach” means unauthorized 

acquisition of computerized data that 
compromises the security, confidentiality or 

integrity of sensitive personal information, 
including data that is encrypted if the 

person accessing the data has the key 
required to decrypt the data.  

 

Subject to statute: 

Any person that conducts 

business in Texas and owns or 
l icenses computerized data 

that includes sensitive 
personal information.   

 

Third party recipients: 

A person who maintains 

computerized data that 
includes sensitive personal 

information that the person 
does not own must notify the 

owner or l icense holder of the 
information of any security 

breach immediately following 
discovery of the breach.  

 

 

 

Written or electronic notice must be prov ided 
to victims of a security breach without 
unreasonable delay and  within 60 days of the 

breach, unless a law enforcement agency 
determines that notice will impede an 

investigation (in which case notification is 
delayed until authorized by law enforcement). 

 Texas statute allows entities from states 

other than Texas to provide notice to 
individuals under the other states’ law or 

under Texas law, provided the other state 
has regulations that require notification of a 

breach to affected persons. 

 Substitute notice is av ailable by means 
prescribed in the statute if costs to exceed 

$250,000, affected class exceeds 500,000 
persons, or covered entity has insufficient 

contact information. 

 

Other obligations: 

Any person that must  notify more than 10,000 

persons at one time of a security breach is also 
required to notify without unreasonable delay 

consumer reporting agencies. 

Businesses are required to implement and 

maintain reasonable procedures and incident 
response plans to protect personal information. 

Businesses are required to have data 

destruction security procedures for customer 
records containing personal information that use 

methods such as shredding, erasing or 
otherwise modifying the personal information to 

make it unreadable or indecipherable. 

 

 

 

Encryption Safe Harbor: 
Statute not applicable if the 
personal data that was lost, 

stolen or accessed by an 
unauthorized individual is 

encrypted.   

Safe harbor not available if 
personal data is encrypted 

but the encryption key is 
compromised by security 

breach.   

 

Other exemptions: 

Exemption for good faith 
acquisition of sensitive 

personal information by an 
employee or agent of the 

covered entity for the 
purposes of the covered 

entity so long as the sensitive 
personal information is not 

used or disclosed in an 
unauthorized manner. 

A person is deemed in 

compliance with the Texas 
statute if it maintains and 

complies with its own 
notification procedures as 

part of an information 
security policy and whose 

procedures are consistent 
with the timing requirements 

of the Texas statute. 

 

Attorney General must 

be notified if breach 
affects at least 250 

residents: 

Persons required to 
provide notice of a 

breach under this section 
must notify the Attorney 

General within 60 days of 
discovery of the breach, if 

the breach affects at least 
250 Texas residents. 

Notification must contain  
a description of the 

nature of the breach, 
number of residents 

affected, measures 
taken, future measures 

the person will take, and 
information regarding law 

enforcement investigation 
of the breach.    

Civil penalty of at 

least $2,000 but 
not more than 

$50,000 for each 
violation.  

Failure to take 

reasonable 
corrective action to 

comply with the 
statute can result in 

additional penalties 
of $100 per 

individual per day 
of failed or delayed 

notification, not to 
exceed $250,000 

for a single breach. 

 

The Attorney 

General may also 
seek injunctive and 

other equitable 
relief, as well as 

reasonable 
expenses, 

including attorney’s 
fees, court costs, 

and investigatory 
costs. 

 

 

Priv ate Cause of 
Action: No.   

 

Enforcement by 

Attorney General 
only. 

 

http://www.statutes.legis.state.tx.us/
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Click here to 
review text of 
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Information cov ered:  

Personal information of Utah residents. 

 

Important definitions: 

“Security breach” means an unauthorized 

acquisition of computerized data 
maintained by a person that compromises 

the security, confidentiality or integrity of 
personal information. 

Subject to statute: 

Any person who owns or 

l icenses computerized data 
that includes personal  

information concerning a Utah 
resident. 

 

Third party recipients: 

A person who maintains 

computerized data that 
includes personal information 

that the person does not own 
must notify and cooperate with 

the owner or l icensee of the 
information of any securi ty 

breach immediately following 
discovery of the breach if 

misuse of the personal 
information occurs or is 

reasonably likely to occur.  

 

 

Written, telephonic or electronic notice must 
be prov ided to victims of a security breach 
following a prompt investigation within the most 

expedient time possible and without 
unreasonable delay, unless a law enforcement 

agency determines that notice will impede an 
investigation (in which case notification is 

delayed until authorized by law enforcement). 

 Notice may also be completed by publishing 
notice of the security breach in a newspaper 

of general circulation and as required in Utah 
Code §451-101. 

 Notification is only required if the covered 
entity determines that misuse of the personal 
for identity theft or fraud has occurred or is 

reasonably likely to occur. 

 

Other obligations: 

Any person who conducts business in Utah and 

maintains personal information must implement 
and maintain reasonable procedures to protect 

personal information and ensure proper 
destruction of records containing personal 

information that no longer need to be retained 
with methods such as shredding, erasing or 

otherwise modifying personal information such 
that it is indecipherable. 

 

Encryption Safe Harbor: 
Statute not applicable if the 
personal data that was lost, 

stolen or accessed by an 
unauthorized individual is 

encrypted or protected by 
another method that renders 

the data unreadable or 
unusable.  

 

Other exemptions: 

Exemption for good faith 
acquisition of personal 

information by an employee 
or agent of a person 

possessing unencrypted 
computerized data so  long 

as personal information is not 
used for an unlawful purpose 

or disclosed in an 
unauthorized manner. 

A person is deemed in 
compliance with the Utah 

statute if it maintains and 
complies with i ts own 

notification procedures as 
part of an information 

security policy and whose 
procedures are consistent 

with the timing requirements 
of the Utah statute. 

A covered entity is deemed in 

compliance with the Utah 
statute if it complies with 

notification requirements or 
procedures imposed by its 

primary or functional federal 
regulator. 

A determination of no 

likelihood of harm:  

Does not require 
notification to Attorney 

General. 

 

A waiv er of the statute is 

void and unenforceable. 

 

Civil fines no 

greater than $2,500 
per violation or 

series of violations 
concerning a 

specific consumer, 
and no greater than 

$100,000 in the 
aggregate for 

related violations 
concerning more 

than one 
consumer.  

Injunctive relief is 

also available. 

Priv ate Cause of 
Action: No.   

 

Enforcement by 

Attorney General 
only. 

 

http://le.utah.gov/xcode/Title13/Chapter44/13-44.html?v=C13-44_1800010118000101
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Click here to 

review text of 
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[For specific 
rules applicable 

to data brokers – 
click here.] 
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Information cov ered:  

Personal information of Vermont residents 

(referred to as “personally identifiable 
information”).   

Definition also includes: 

 a financial account number or 
credit or debit card number if the 

number could be used without 
additional identifying information, 

access codes, or passwords; 

 a password, personal 
identification number, or other 

access code for a financial 
account. 

 unique biometric data generated 
from measurements or technical 
analysis of human body 

characteristics used by the 
owner or l icensee ofthe data to 

identify or authenticate the 
consumer, such as a fingerprint, 

retina or iris image, or other 
unique physical representation 

or digital representation of 
biometric data; 

 genetic information; and 

 (I)  health records or records of a 
wellness program or similar 

program of health promotion or 
disease prevention;(II)  a health 

care professional’s medical 
diagnosis or treatment of the 

consumer; or(III)  a health 
insurance policy number. 

 

Important definitions: 

"Data Collector" may include the State, 
State agencies, political subdivisions of the 

State, public and private universities, 
privately and publicly held corporations, 

l imited liabil ity companies, financial 
institutions, retail operators, and any other 

Subject to statute: 

Any Data Collector that owns 

or l icenses computerized 
personally identifiable 

information or login 
credentials.  

Third party recipients: 

Any Data Collector that 
maintains or possesses 

computerized data containing 
personally identifiable 

information or login credentials 
that the Data Collector does 

not own or l icense or any Data 
Collector that acts or conducts 

business in Vermont that 
maintains or possesses 

records or data containing 
personally identifiable 

information or login credentials 
that the Data Collector does 

not own or l icense shall notify 
the owner or l icensee of the 

information of any security 
breach immediately following 

discovery of the breach, 
consistent with the legitimate 

needs of law enforcement  

 

Note:  The statute imposes 

v arious obligations on Data 
Brokers, including, 

registration, breach record-
keeping, and data security 

requirements. Further 
specific information is 

contained in the statute.  

 

 

Written, telephonic or electronic notice must 
be prov ided to victims of a security breach 
following a prompt investigation within the most 

expedient time possible and without 
unreasonable delay, but not later than forty-

fiv e (45) days after discov ery of the breach or 
notification from a third party, unless a delay 

is requested by a law enforcement agency 
concerned that disclosure will impede a law 

enforcement investigation or a national or 
homeland security investigation or jeopardize 

public safety or national  or homeland security 
interests (in which case notification is delayed 

until authorized by the law enforcement agency). 

 Electronic notice only permitted under certain 
conditions. 

 Substitute notice is av ailable by means 
prescribed in the statute if costs to exceed 
$10,000, or covered entity has insufficient 

contact information. 

 Notice not required if covered entity 
establishes that misuse of personally 

identifiable information or login 
credentials is not reasonably possible 

and cov ered entity prov ides notice of 
such determination to the Attorney 

General or the Department of Financial 
Regulation, as applicable. 

 

Security Breaches of Login Credentials: 

 If a security breach is l imited to an 
unauthorized acquisition of login 

credentials for an online account other 
than an e-mail account, consumer notice 

may be made electronically or through one 
or more of the methods specified in the 

statute and shall advise the consumer to 
take steps necessary to protect the online 

account, including to change his or her 
login credentials for the account and for 

any other account for which the consumer 
uses the same login credentials. 

Encryption Safe Harbor: 
Statute not applicable if the 
personal data that was lost, 

stolen or accessed by an 
unauthorized individual is 

encrypted, redacted or 
protected by another method 

that renders the data 
unreadable or unusable.  

 

Other exemptions: 

"Security breach" does not 
include good faith but 

unauthorized acquisition of 
personally identifiable 

information or login 
credentials by an employee 

or agent of the Data Collector 
for a legitimate purpose of 

the Data Collector, provided 
that the personally 

identifiable information or 
login credentials are not used 

for a purpose unrelated to the 
Data collector's business or 

subject to further 
unauthorized disclosure. 

Financial institutions subject 
to certain federal interagency 

guidance regarding 
consumer information are 

exempt.  

 

Covered entities subject to 

HIPAA shall be in compliance 
with security breach 

notification requirements of 
the statute with respect to 

health information is notice is 
provided to consumers 

pursuant to HIPAA.  

Attorney General must 

be notified within 
fourteen (14) business 

days of discov ery of 
security breach or 

notification to 
consumers, whichever 

is sooner.   

Notice must contain a 
preliminary description of 

the breach, the date of 
the breach, the date of 

discovery, the number of 
Vermont consumers 

affected, and a copy of 
any notice already 

provided to consumers. 

The Data Collector may 

send to the Attorney 
General or the 

Department, as 
applicable, a second 

copy of the consumer 
notice, from which is 

redacted the type of 
personally identifiable 

information or login 
credentials that was 

subject to the breach, 
and which the Attorney 

General or the 
Department shall use for 

any public disclosure of 
the breach. 

 

For Vermont-regulated 
financial institution: 
Notice must be made to 
Vermont’s Department of 

Financial Regulation in 
the same manner as the 

Attorney General notice.  

 Priv ate Cause of 
Action: Yes*   

*a private cause of 
action may be 

available to 
consumers under 

VT’s Consumer 
Protection Act 

 

Enforcement by 
Attorney General and 

State’s Attorney only. 

 

Enforcement by 

Department of 
Financial Regulation 

for regulated financial 
institutions.  

http://legislature.vermont.gov/statutes/fullchapter/09/062
http://src.bna.com/EfL
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entity that, for any purpose, whether by 

automated collection or otherwise, 
handles, collects, disseminates, or 

otherwise deals with nonpublic personal 
information.  

“Security Breach” means unauthorized 
acquisition of electronic data or a 

reasonable belief of an unauthorized 
acquisition of electronic data that 

compromises the security, confidentiality or 
integrity of a consumer’s personally 

identifiable information or login credentials 
maintained by a Data Collector. 

“Encryption” means use of an algorithmic 

process to transform data into a form in 
which the data is rendered unreadable or 

unusable without use of a confidential 
process or key. 

“Redaction” means the rendering of data 
so that it is unreadable or is truncated so 

that no more than the last four digits of the 
identification number are accessible as 

part of the data. 

 

“Login credentials” means a consumer’s 

user name or e-mail address, in 
combination with a password or an answer 

to a security question, that together permit 
access to an online account 

 

Specific to Data Brokers (2018 Data 
Broker Regulation): 

Information Cov ered: 

"Brokered personal information": one or 
more of the following computerized data 

elements about a consumer, if categorized 
or organized for dissemination to third 

parties: 

(i) name; 

(i i) address; 

 If a security breach is l imited to an 

unauthorized acquisition of login 
credentials for an email account:(A)  the 

data collector shall not provide notice of 
the security breach through the email 

account; and (B)  the data collector shall 
provide notice of the security breach 

through one or more of the methods 
specified in the statute or by clear and 

conspicuous notice delivered to the 
consumer online when the consumer is 

connected to the online account from an 
Internet protocol address or online location 

from which the data collector knows the 
consumer customarily accesses the 

account. 

 

Notice Requirements: 

 The notice to a consumer shall be clear and 

conspicuous. The notice shall include a 
description of each of the following, if known 

to the Data Collector: 

(A) the incident in general terms; 

(B) the type of personally identifiable 

information that was subject to the security 
breach; 

(C) the general acts of the Data Collector to 
protect the personally identifiable 

information from further security breach; 

(D) a telephone number, toll-free if av ailable, 
that the consumer may call for further 

information and assistance; 

(E) adv ice that directs the consumer to 

remain v igilant by rev iewing account 
statements and monitoring free credit 

reports; and 

(F) the approximate date of the security 
breach. 

 

Other obligations: 

 

A Data Collector who, 
prior to the date of the 

breach, on a form and in 
a manner prescribed by 

the Attorney General, had 
sworn in writing to the 

Attorney General that it 
maintains written policies 

and procedures to 
maintain the security of 

personally identifiable 
information or login 

credentials and respond 
to a breach in a manner 

consistent with Vermont 
law shall notify the 

Attorney General of the 
date of the security 

breach and the date of 
discovery of the breach 

and shall provide a 
description of the breach 

prior to providing notice 
of the breach to 

consumers. 

 

Note: If a security breach 

is l imited to an 
unauthorized acquisition 

of login credentials, a 
data collector is only 

required to provide notice 
of the security breach to 

the Attorney General or 
Department of Financial 

Regulation, as applicable, 
if the login credentials 

were acquired directly 
from the data collector or 

its agent. 
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(i i i) date of birth; 

(iv) place of birth; 

(v) mother's maiden name; 

(vi) unique biometric data generated from 

measurements or technical analysis of 
human body characteristics used by the 

owner or l icensee of the data to identify or 
authenticate the consumer, such as a 

fingerprint, retina or iris image, or other 
unique physical representation or digital 

representation of biometric data; 

(vii) name or address of a member of the 
consumer's immediate family or household; 

(vii i) Social Security number or other 
government-issued identification number; 

or  

(ix) other information that, alone or in 
combination with the other information sold 

or l icensed, would allow a reasonable 
person to identify the consumer with 

reasonable certainty. 

 

Important Definitions: 

"Data Broker" means a business, or unit or 
units of a business, separately or together, 

that knowingly collects and sells or 
l icenses to third parties the brokered 

personal information of a consumer with 
whom the business does not have a direct 

relationship. (note: the statute contains 
several exemptions) 

"Data Broker Security Breach" means an 

unauthorized acquisition or a reasonable 
belief of an unauthorized acquisition of 

more than one element of brokered 
personal information maintained by a data 

broker when the brokered personal 
information is not encrypted, redacted, or 

protected by another method that renders 
the information unreadable or unusable by 

an unauthorized person. 

Any covered entity that must notify more than 

1,000 persons at one time of a security breach is 
also required to notify without unreasonable 

delay consumer reporting agencies. 

 

Note:  VT also imposes data destruction 

requirements pursuant to Vermont’s Data 
Destruction Act, and regulates collection, use 

and release of Social Security Numbers 
pursuant to the Social Security Number 

Protection Act.  The applicable statutes contain 
specific obligations. 

A determination of no 

likelihood of harm:  

Requires notification and 

detailed explanation to 
Attorney General.   

If facts arise later 

indicating misuse is 
reasonably possible, the 

covered entity must notify 
affected residents. 

 

A waiv er of the statute is 
void and unenforceable. 

 

Note:  Data Broker 
Security Breaches do not 

require Attorney General 
or Consumer notice 

unless personal 
information is involved.  

However, the statute 
includes specific record-

keeping and reporting 
requirements.   
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Information cov ered:  

Personal information of Virginia residents. 

 

Important definitions: 

“Security Breach” means unauthorized 

access and acquisition of unencrypted and 
unredacted computerized data that 

compromises the security or confidentiality 
of personal information maintained by an 

individual or entity as part of a database of 
personal information regarding multiple 

individuals and that causes, or the 
individual or entity reasonably believes has 

caused, or will cause, identity theft or other 
fraud to a Virginia resident. 

"Encrypted": Means the transformation of 

data through the use of an algorithmic 
process into a form in which there is a low 

probability of assigning meaning without 
the use of a confidential process or key, or 

the securing of the information by another 
method that renders the data elements 

unreadable or unusable.  

"Redact" means alteration or truncation of 

data such that no more than five digits of a 
social security number or the last four 

digits of a driver’s l icense number, state 
identification card number, or account 

number, are accessible as part of the 
personal information. 

Subject to statute: 

Any individual, legal or 

commercial entity that owns or 
l icenses computerized data 

that includes personal 
information.  

 

Third party recipients: 

Any covered entity that 

maintains computerized data 
that includes personal 

information that the covered 
entity does not own or l icense 

must notify the owner or 
l icensee of the information of 

any security breach without 
unreasonable delay following 

discovery of the breach. 

 

Written, telephonic or electronic notice must 
be prov ided to victims of a security breach 
without unreasonable delay, unless disclosure 

impedes law enforcement investigation (in which 
case notification is delayed until authorized by 

the law enforcement agency). 

 Notice to affected residents is required to 
contain specific content described in statute.  

 Substitute notice is av ailable by means 
prescribed in the statute if costs to exceed 
$50,000, affected class exceeds 100,000 

persons, or covered entity has insufficient 
contact information or does not have consent 

to provide notice by primary means. 

 Notice only required if the security breach 
causes, or the covered entity reasonably 

believ es has caused, or will cause, 
identity theft or other fraud to a Virginia 

resident. 

 

Other obligations: 

Any person that must notify more than 1,000 
persons at one time of a security breach is also 

required to notify without unreasonable delay 
consumer reporting agencies and the Attorney 

General. 

 

Encryption Safe Harbor: 
Statute not applicable if the 
personal data that was lost, 

stolen or accessed by an 
unauthorized individual is 

encrypted or redacted.   

Safe harbor not available if 
personal information is 

encrypted but the encryption 
key is compromised. 

  

Other exemptions: 

A covered entity is deemed in 

compliance with the Virginia 
statute if it maintains and 

complies with its own 
notification procedures as 

part of an information 
security policy and whose 

procedures are consistent 
with the timing requirements 

of the Virginia statute. 

A covered entity is deemed in 
compliance with the Virginia 

statute if it complies with 
notification requirements or 

procedures imposed by its 
primary or functional state or 

federal regulator. 
A covered entity subject to 

GLBA is deemed in 
compliance. 

 
 

 
 

Attorney General must 

be notified of a security 
breach. 

 

A determination of no 
likelihood of harm:  

Does not require 

notification to Attorney 
General. 

 

Employers or payroll 
service providers who 

experience a security 
breach containing a 

taxpayer identification 
number in combination 

with the income tax 
withheld must notify the 

Department of Taxation 
if breach involves payroll 

information. 

Notice must include the 

employer’s name and 
federal employer 

identification number.   

Attorney General 

may bring an action 
and may impose a 

civil penalty not to 
exceed $150,000 

per security breach 
or a series of 

breaches of a 
similar nature that 

are discovered in a 
single investigation. 

Individuals may 

bring an action to 
recover direct 

economic damages 
resulting from a 

violation of the 
Virginia statute. 

Priv ate Cause of 
Action: Yes.   

 

Enforcement by 

Attorney General and 
individuals. 

 

Violations by state-
charted or l icensed 

financial institutions 
are redressed by its 

primary state 
regulator. 

Violations by 

insurance companies 
are redressed by the 

State Corporation 
commission. 

http://law.lis.virginia.gov/vacode/18.2-186.6/
https://law.lis.virginia.gov/vacode/58.1-341.2
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Information cov ered:  

Personal information of Washington 

residents. 

 

Definition also includes a username or 

email address in combination with a 
password or security questions and 

answers that would permit access to an 
online account, and an individual’s first 

initial and last name in combination with (i) 
full date of birth, (i i) private key that is 

unique to an individual and that is used to 
authenticate or sign an electronic record, 

(i i i) student, military, or passport 
identification number, (iv) health insurance 

policy number or health insurance 
identification number, (v) information about 

a consumer’s medical history or mental or 
physical condition or about a health care 

professional’s medical diagnosis or 
treatment of the consumer or (vi) biometric 

data generated by automatic 
measurements of an individual’s biological 

characteristics such as fingerprint, 
voiceprint, retinas, irises, or other unique 

biological patterns or characteristics. Any 
of the data elements described above are 

personal information without the first initial 
and last name if encryption methods have 

not been rendered, or the data element 
would enable a person to commit identify 

theft. 

 

Important definitions: 

“Security Breach” means unauthorized 
acquisition of data (in any form) that 

compromises the security, confidentiality or 
integrity of personal information maintained 

by the person or business. 

“Secured” means encrypted in a manner 
that meets or exceeds the national institute 

of standards and technology (NIST) 

Subject to statute: 

Any person or business that 

conducts business in 
Washington and that owns or 

l icenses data (in any form) that 
includes personal information. 

 

Third party recipients: 

Any covered entity that 

maintains or possess data (in 
any form) that may include 

personal information that the 
covered entity does not own or 

l icense must notify the owner 
or l icensee of the information 

of any security breach 
immediately following 

discovery of the breach. 

 

Written or electronic notice must be prov ided 
to victims of a security breach within the most 
expedient time possible and without 

unreasonable delay, but not later than 30 days 
after discov ery of the security breach, unless 

a law enforcement agency determines that 
notice will impede an investigation (in which 

case notification is delayed until authorized by 
law enforcement). 

 Notice to affected residents is required to 

contain specific content described in statute.  

 Substitute notice is av ailable by means 
prescribed in the statute if costs to exceed 

$250,000, affected class exceeds 500,000 
persons, or covered entity has insufficient 

contact information. 

 If the security breach involves personal 
information including a user name or 

password, notice may be provided 
electronically or by email.  However, i I the 

security breach involves login credentials of 
an email account, the person or business 

must provide notice using another method. 

 Notice not required if the security breach is 

not reasonably likely to subject 
consumers to a risk of harm. 

 

 

 

 

Other exemptions, cont’d: 

A covered entity subject to HIPAA is exempt.  
Such covered entities will notify the Attorney 

General in the event of a security breach. 

Financial institutes subject to federal interagency 
guidelines are exempt. Such covered entities will 

notify the Attorney General in the event of a 
security breach. 

 

Encryption Safe Harbor: 
Statute not applicable if the 
personal data that was lost, 

stolen, or accessed by an 
unauthorized individual is 

secured (e.g. encryption or 
redaction).  Safe harbor not 

available if a confidential 
process, encryption key or 

other means to decipher the 
secured information is 

compromised. 

 

Other exemptions: 

Exemption for good faith 

acquisition of personal 
information by an employee 

or agent of a covered entity 
for the purposes of the 

covered entity so long as the 
personal information is not 

used or subject to further 
unauthorized disclosure. 

A covered entity is deemed in 
compliance with the 

Washington statute if it 
maintains and complies with 

its own notification 
procedures as part of an 

information security policy 
and whose procedures are 

consistent with the timing 
requirements of the 

Washington statute. 

 

 

Attorney General must 

be notified no more 
than 30 days after the 

breach was discovered 
if a single breach 

results in notification to 
more than 500 

residents.  

Notification must be 
submitted electronically 

and include the number 
(or estimate) of affected 

Washington residents, a 
l ist of the types of 

personal information that 
were or are reasonably 

believed to have been the 
subject of a breach, a 

time frame of exposure if 
known, a summary of 

steps taken to contain the 
breach, and a sample 

copy of the notification to 
consumers. 

 

A determination of no 
likelihood of harm:  

Does not require 
notification to Attorney 

General. 

 

A waiv er of the statute is 

void and unenforceable. 

 

 

Violations are an 

unfair or deceptive 
act in trade or 

commerce and an 
unfair method of 

competition.  

 

Priv ate Cause of 
Action: Yes.   

 

Enforcement by 

Attorney General and 
individuals. 

 

http://apps.leg.wa.gov/RCW/default.aspx?cite=19.255.010
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standard or is otherwise modified so that 

the personal information is rendered 
unreadable, unusable or undecipherable. 
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Information cov ered:  

Personal information of West Virginia 

residents. 

 

Important definitions: 

“Security Breach” means unauthorized 
access and acquisition of unencrypted and 

unredacted computerized data that 
compromises the security or confidentiality 

of personal information maintained by an 
individual or entity as part of a database of 

personal information regarding multiple 
individuals and that causes the individual 

or entity to reasonably believe that the 
security breach has caused or will cause 

identity theft or other fraud to any resident 
of West Virginia.  

“Encrypted” means transformation of data 

through the use of an algorithmic process 
into a form in which there is a low 

probability of assigning meaning without 
use of a confidential process or key or 

securing the information by another 
method that renders the data elements 

unreadable or unusable. 

“Redact” means alteration or truncation of 

data such that no more than the last four 
digits of a social security number, driver’s 

l icense number, state identification card 
number or account number is accessible 

as part of the personal information. 

Subject to statute: 

An individual or legal or 

commercial entity that owns or 
l icenses computerized data 

that includes personal 
information. 

 

Third party recipients: 

Any covered entity that 

maintains computerized data 
that includes personal 

information that the covered 
entity does not own or l icense 

must notify the owner or 
l icensee of the information of 

any security breach as soon 
as practicable following 

discovery of the breach. 

 

Written, telephonic or electronic notice must 
be prov ided to victims of a security breach 
without unreasonable delay, unless a law 

enforcement agency determines that notice will 
impede a criminal or civil investigation or 

jeopardize homeland or national security (in 
which case notification is delayed until 

authorized by law enforcement). 

 Notice to affected residents is required to 
contain specific content described in statute.  

 Substitute notice is av ailable by means 
prescribed in the statute if costs to exceed 
$50,000, affected class exceeds 100,000 

persons, or covered entity has insufficient 
contact information. 

 Notification is only required if the covered 
entity reasonably believes the security 

breach has caused or will cause identity 

theft or other fraud to any West Virginia 
resident. 

 

Other obligations: 

Any covered entity that must notify more than 

1,000 persons at one time of a security breach is 
also required to notify without unreasonable 

delay consumer reporting agencies. 

 

Encryption Safe Harbor: 
Statute not applicable if the 
personal data that was lost, 

stolen or accessed by an 
unauthorized individual is 

encrypted or redacted. Safe 
harbor not available if 

personal information is 
encrypted but the encryption 

key is compromised. 

 

Other exemptions: 

A covered entity is deemed in 

compliance with the West 
Virginia statute if it maintains 

and complies with its own 
notification procedures as 

part of an information 
security policy and whose 

procedures are consistent 
with the timing requirements 

of the West Virginia statute. 

A covered entity is deemed in 

compliance with the West 
Virginia statute if it complies 

with notification requirements 
or procedures imposed by its 

primary or functional federal 
regulator that are at least as 

protective as West Virginia’s 
statute. 

Financial institutions subject 

to and in compliance with 
federal interagency 

guidelines are exempt. 

 

A determination of no 

likelihood of harm:  

Does not require 
notification to Attorney 

General. 

 

Violations 

constitute an unfair 
or deceptive act or 

practice. 

No civil penalty 
may be assessed 

unless the court 
finds that the 

defendant has 
engaged in a 

course of repeated 
and willful 

violations.  

No civil penalty will 

exceed $150,000 
per breach or 

series of breaches 
of a similar nature 

that are discovered 
in a single 

investigation. 

Violations by 
financial institutions 

will be redressed 
by their primary 

regulator. 

Priv ate Cause of 
Action: No.   

 

Enforcement by 

Attorney General 
only. 

 

http://www.legis.state.wv.us/WVCODE/Code.cfm?chap=46a&art=2A#2A
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Information cov ered:  

Personal information of Wisconsin 

residents.  

Definition includes (i) an individual’s DNA 

data, and (ii) unique biometric data, 
including fingerprint, voice print, retina or 

iris image, or any other unique physical 
representation. 

 

Subject to statute: 

An entity whose principal place 

of business is located inside 
Wisconsin,, or an entity 

located outside Wisconsin that 
maintains or l icenses personal 

information in Wisconsin.   

Includes entities that maintain 

a depository account for a 
resident or lends money to a 

resident. 

 

Third party recipients: 

Any entity (other than 

individuals) that store personal 
information pertaining to 

Wisconsin residents that it 
does not own or l icense must 

notify the owner or l icensor of 
the security breach as soon as 

practicable following discovery 
of the breach (unless a 

contractual agreement states 
otherwise). 

 

 

Notice to v ictims of a security breach within 

a reasonable time not to exceed forty-fiv e 
(45) days after discov ery of the security 
breach, unless a law enforcement agency 
determines that notice will impede a criminal or 

civil investigation or jeopardize homeland 
security (in which case notification is delayed 

until authorized by law enforcement). 

 Notice may be provided by mail or by a 
method the entity has previously employed 

to communicate with the affected persons. 
Upon written request from an affected 

person, the covered entity must identify the 
personal information that was acquired. 

 Substitute notice is av ailable by means 
described in statute if a covered entity 
cannot with reasonable dil igence determine 

the mailing address of the subject of the 
personal information compromised. 

 Notice not required if the security breach 
does not create a material risk of identity 
theft or fraud to the affected persons. 

 

Other obligations: 

Any covered entity that must notify more than 

1,000 persons at one time of a security breach is 
also required to notify without unreasonable 

delay consumer reporting agencies. 

 

 

 

 

 

 

Encryption Safe Harbor: 
Statute not applicable if the 
personal data that was lost, 

stolen or accessed by an 
unauthorized individual is 

encrypted, redacted or 
otherwise altered in a 

manner that renders it 
unreadable.  

 

Other exemptions: 

Exemption for good faith 
acquisition of personal 

information by an employee 
or agent of a covered entity if 

it is used solely for a lawful 
purpose.  

Financial institutions 
regulated by certain federal 

laws described in the statute 
are exempt. 

Entities covered by HIPAA 

are exempt. 

A determination of no 

likelihood of harm:  

Does not require 
notification to Attorney 

General. 

 

 Priv ate Cause of 
Action: No.   

 

http://docs.legis.wisconsin.gov/statutes/statutes/134/98
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Personal identifying information about a 

resident of Wyoming. 

Definition includes (i) tribal identification 
card, (i i) federal or state government 

issued identification card, (i i i) shared 
secrets or security tokens that are known 

to be used for data based authentication, 
(iv) username or email address in 

combination with a password or security 
question and answer that would permit 

access to account, (v) a birth or marriage 
certificate, (vi) medical information, 

including medical history, mental or 
physical condition, or medical treatment or 

diagnosis by a health care professional, 
(vii) health insurance information, including 

a person’s health insurance policy number 
or subscriber identification number, any 

unique identifier used by a health insurer to 
identify the person or information related to 

a person’s application and claims history, 
(vii i) unique biometric data, including data 

generated from measurements or analysis 
of human body characteristics for 

authentication purposes, and (ix) individual 
taxpayer identification number. 

 

Important definitions: 

“Security Breach” means an unauthorized 

acquisition of computerized data that 
materially compromises the security, 

confidentiality or integrity of personal 
identifying information maintained by a 

person or business and causes or is 
reasonably believed to cause loss or injury 

to a resident of Wyoming. 

Subject to statute: 

Any individual or commercial 

entity that conducts business 
in Wyoming and that owns or 

l icenses computerized data 
that includes personal 

identifying information about a 
resident of Wyoming. 

 

Third party recipients: 

Any covered entity that 

maintains computerized data 
that includes personal 

identifying information that the 
covered entity does not own or 

l icense must notify the owner 
or l icensee of the information 

of any security breach as soon 
as practicable following 

discovery of the breach. 

 

 

 

 

 

Important definitions, 

cont’d: 

“Redact” means alteration or 
truncation of data such that no 

more than five digits of any 
given data element are 

accessible as part of the 
personal information. 

Written or electronic notice must be prov ided 
to victims of a security breach within the most 
expedient time possible and without 

unreasonable delay, unless a law enforcement 
agency determines that notice will impede a 

criminal or civil investigation or jeopardize 
homeland or national security (in which case 

notification is delayed until authorized by law 
enforcement). 

 Notice to affected residents is required to 

contain specific content described in statute.  

 Substitute notice is av ailable by means 
prescribed in the statute if costs to exceed 

$10,000 for Wyoming-based businesses (or 
$250,000 for out-of-state businesses), 

affected class exceeds 10,000 persons for 
Wyoming-based businesses (or 500,000 for 

out-of-state businesses), or covered entity 
has insufficient contact information. 

 Notice not required if, after a reasonable 
and prompt investigation, the covered entity 
determines that there is no reasonable 

likelihood that personal information has 
been or will be misused.   
 
 

 

Encryption Safe Harbor: 
Statute not applicable if the 
personal data that was lost, 

stolen or accessed by an 
unauthorized individual is 

redacted.   

 

Other exemptions: 

Financial institutions 

regulated by certain federal 
laws described in the statute 

are exempt. 

Any covered entity subject to 

HIPAA is exempt. 

A determination of no 

likelihood of harm:  

Does not require 
notification to Attorney 

General. 

 

Actions in law or 

equity permitted to 
ensure compliance 

with Wyoming 
statute and to 

recover damages. 

 

Priv ate Cause of 
Action: No.   

 

Enforcement by 

Attorney General 
only. 

 

 

http://legisweb.state.wy.us/NXT/gateway.dll?f=templates&fn=default.htm&vid=
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Information cov ered: 

Personal information of District of 

Columbia residents. 

Definition also includes (i) An individual's 

first name, first initial and last name, or any 
other personal identifier, which, in 

combination with any of the following data 
elements, can be used to identify a person 

or the person’s information: 

 Account number, credit card number 
or debit card number, or any other 

number or code or combination of 
numbers or codes, such as an 

identification number, security code, 
access code, or password, that allows 

access to or use of an individual's 
financial or credit account 

 medical information; 

 genetic information and DNA profile; 

 health insurance information, 
including a policy number, subscriber 

information number, or any unique 
identifier used by a health insurer that 

permits access to an individual’s 
health and bill ing information; 

 biometric data; and 

 any combination of data elements 
listed above, that would enable a 
person to commit identity theft without 

reference to the individual’s name. 

Definition also includes: A user name or e-

mail address in combination with a 
password, security question and answer, 

or other means of authentication, or any 
combination of data elements listed above 

that permits access to an individual's e-
mail account 

Important definitions: 

“Security Breach” means unauthorized 
acquisition of computerized or other 

electronic data or any equipment or device 
storing such data that compromises the 

Subject to statute: 

Any person or entity who 

conducts business in the 
District of Columbia, and who, 

in the course of such business, 
owns or l icenses computerized 

or other electronic data that 
includes personal information. 

 

Third party recipients: 

Any covered entity who 

maintains, handles or 
otherwise possesses 

computerized or other 
electronic data that includes 

personal information that the 
covered entity does not own 

must notify the owner or 
l icensee of the information of 

any security breach in the 
most expedient time possible 

following discovery of the 
breach. 

Written or electronic notice must be prov ided 
to victims of a security breach within the most 
expedient time possible and without 

unreasonable delay, unless a law enforcement 
agency determines that notice will impede a 

criminal investigation (in which case notification 
is delayed until authorized by law enforcement). 

 Substitute notice is av ailable by means 

prescribed in the statute if costs to exceed 
$50,000, affected class exceeds 100,000 

persons, or covered entity has insufficient 
contact information. 

 

Notification to individuals must include: 

 A description of the categories of information 
that were acquired, or that were reasonably 
believed to have been acquired; 

 Contact information for the person or entity 
issuing the notification, including business 

address, telephone number, and toll -free 
telephone number, if maintained; 

 Notification of a resident’s right to obtain a 
security freeze, including toll -free telephone 
numbers and addresses for the major 

consumer reporting agencies; 

 Toll-free telephone numbers, addresses, and 
websites for the Federal  Trade Commission 

and the attorney general of the District of 
Columbia, including steps to take to avoid 

identity theft; 

 Offer of theft protection services at no cost 

for at least 18 months, if it is reasonably 
believed that a breach involved the Social 

Security number or tax identification number 
of a District resident; 

 Electronic notice directing a person to 
change their password and/or security 
question(s), if the breach only affected an 

online account. 

 

Other obligations: 

Encryption Safe Harbor: 
Acquisition of data that has 
been rendered secure, 

including through encryption 
or redaction of such data, so 

as to be unusable by an 
unauthorized third party 

unless any information 
obtained has the potential to 

compromise the 
effectiveness of the security 

protection preventing 
unauthorized access. 

 

Other exemptions: 

Covered entities subject to 
HIPAA or GLBA and provide 

notice in compliance with 
HIPAA and GLBA shall be in 

compliance with security 
breach notification 

requirements of the statute 
with respect to the 

notification of residents 
whose personal information 

is included in the breach.  
Notice to Attorney General is 

sti l l required. 

 

A covered entity is deemed in 

compliance with the District 
of Columbia statute if it 

maintains and complies with 
its own notification 

procedures as part of an 
information security policy 

and whose procedures are 
consistent with the timing 

requirements of the District of 
Columbia. statute. 

Any covered entity subject to 
GLBA is exempt. 

Written notice to the 

Office of the Attorney 
General required if the 

breach affects 50 or more 
District residents.Notice 

shall be made in the most 
expedient manner 

possible, without 
unreasonable delay, and 

in no event later than 
when notice is provided 

to individuals.  Notice 
must include: 

 The name and 

contact information 
of the person or 

entity reporting the 
breach; 

 The name and 
contact information 
of the person or 

entity that 
experienced the 

breach; 

 The nature of the 
breach; 

 The types of 
personal information 

compromised by the 
breach; 

 The number of 
District residents 
affected by the 

breach; 

 The cause of the 
breach; 

 Remediation actions 
taken, including 

steps to assist 
District residents; 

 The date and 
timeframe of the 
breach, if known; 

Attorney General 

may recover a civil 
penalty not to 

exceed $100 for 
each violation, the 

costs of the action, 
and reasonable 

attorney's fees. 
Each failure to 

provide a District of 
Columbia resident 

with notification is a 
separate violation. 

Attorney General 

may also bring 
petition for 

temporary or 
permanent 

injunctive relief and 
for an award of 

restitution for 
property lost or 

damages suffered 
by District of 

Columbia 
residents. 

Any District of 
Columbia resident 

may bring a civil 
action to recover 

actual damages, 
the costs of the 

action, and 
reasonable 

attorney's fees. 
Actual damages 

may not include 
dignitary damages, 

including pain and 
suffering. 

 

Priv ate Cause of 
Action: Yes.   

 

Enforcement by 

Attorney General and 
individuals. 

 

http://www.lexisnexis.com/hottopics/dccode/
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security, confidentiality, or integrity of 

personal information maintained by the 
person or entity who conducts business in 

the District of Columbia. 

Any covered entity that must notify more than 

1,000 persons at one time of a security breach is 
also required to notify without unreasonable 

delay consumer reporting agencies. 

The statute contains certain data security 

requirements for entities that own, l icense, 
maintain, handle or otherwise possess personal 

information of D.C. residents, and certain data 
destruction requirements. 

The statute also requires covered entities to 

enter into written agreements with third party 
service providers that require the service 

provider to implement and maintain similar 
security procedures and practices. Entities 

subject to the security requirements of GLBA or 
HIPAA are exempt from the statute’s data 

security requirements. 

 

 

The term “breach of the 
security of the system” does 

not include:  

(i) A good-faith 
acquisition of personal 

information by an 
employee or agency of 

the person or entity for 
the purposes of the 

person or entity if the 
personal information is 

not used improperly or 
subject to further 

unauthorized disclosure; 

  

 Address and 

location of corporate 
headquarters, if 

outside of the 
District; 

 Any knowledge of 
foreign country 
involvement; and 

 A sample of the 
notice provided to 
District residents. 

 

A waiv er of the statute is 
void and unenforceable. 

A determination of no 
likelihood of harm:  

Security Breach does not 

include “acquisition of 
personal information of 

an individual that the 
person or entity 

reasonably determines, 
after a reasonable 

investigation and 
consultation with the 

Office of the Attorney 
General for the District of 

Columbia and federal law 
enforcement agencies, 

will l ikely not result in 
harm to the individual.” 
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Information cov ered: 

Personal information of Puerto Rico 

residents. 

Definition includes (i) names of users and 

passwords or access codes to public or 
private information systems, (i i) medical 

information protected by HIPAA, (i ii) tax 
information, and (iv) work-related 

evaluations. 

Mailing and residential addresses are not 
included in the definition.  

 

Important definitions: 

“Security Breach” means any situation in 

which it is detected that access to personal 
information has been permitted to 

unauthorized persons or entities so that the 
security, confidentiality or integrity of the 

information has been compromised; or, 
when those persons authorized to access 

personal information may have violated the 
professional confidentiality or obtained 

authorization under false representation 
with the intention of making illegal use of 

the information.  The definition includes 
both physical and electronic intrusions. 

 

 

 

 

 

 

 

Subject to statute: 

Any entity that is the proprietor 

or custodian of a database that 
includes personal information 

of citizen residents of Puerto 
Rico. 

 

Third party recipients: 

Any entity that as part of its 

operations resells or provides 
access to digital data banks 

that at the same time contain 
personal information files of 

Puerto Rico citizens must 
notify the proprietor, custodian 

or holder of the information of 
any security breach. 

Written direct notice or authenticated 
electronic notice must be prov ided to victims 
of a security breach as expeditiously as 

possible, unless a law enforcement agency 
determines that notice will impede a criminal 

investigation (in which case notification is 
delayed until authorized by law enforcement). 

 Notice to affected persons is required to 

contain specific content described in statute.  

 Substitute notice is av ailable by means 
prescribed in the statute if costs to exceed 

$100,000, affected class exceeds 100,000 
persons, or covered entity has insufficient 

contact information. Substitute notice may be 
available in other situations if notification is 

unduly onerous or difficult. 

 

 

Encryption Safe Harbor: 
Statute only applies to data 
that is not protected by a 

special cryptographic code. 

Department of 

Consumer Affairs must 
be notified of any 

security breach within 
ten (10) days of 

detection of security 
breach.   

The Department will 

make a public 
announcement about 

security breach within 24 
hours of receiving 

notification from the 
covered entity. 

 

 

Fines of $500 up to 

a maximum of 
$5000 for each 

violation. 

Priv ate Cause of 
Action: Yes.   

Consumers may bring 
actions in a 

competent court for 
damages.  

https://advance.lexis.com/container?config=0151JABiZDY4NzhiZS1hN2IxLTRlYzUtOTg3Yi1hNzIxN2RlMDM1ZDIKAFBvZENhdGFsb2eo3IN9q6nyuOdhcatJGdcs&crid=495da3bd-0264-4548-a44e-334ae272bcc0&prid=e7bd7098-7a3c-48ab-8d75-e689e6e9c645
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Information cov ered: 

Personal information of Virgin Islands 

residents. 

 

Important definitions: 

“Security Breach” means unauthorized 
acquisition of computerized data that 

compromises the security, confidentiality or 
integrity of personal information maintained 

by the covered entity. 

Subject to statute: 

Any person or business that 

conducts business in the 
Virgin Islands, and that owns 

or l icenses computerized data 
that includes personal 

information. 

 

Third party recipients: 

Any covered entity that 
maintains computerized data 

that includes personal 
information that the covered 

entity does not own must notify 
the owner or l icensee of the 

information of any security 
breach immediately following 

discovery of the breach. 

 

 

 

 

 

 

Written or electronic notice must be prov ided 
to victims of a security breach within the most 
expedient time possible and without 

unreasonable delay, unless a law enforcement 
agency determines that notice will impede a 

criminal investigation (in which case notification 
is delayed until authorized by law enforcement). 

 Substitute notice is av ailable by means 

prescribed in the statute if costs to exceed 
$100,000, affected class exceeds 50,000 

persons, or covered entity has insufficient 
contact information. 

 

Encryption Safe Harbor: 
Statute not applicable if the 
personal data that was lost, 

stolen or accessed by an 
unauthorized individual is 

encrypted.   

 

Other exemptions: 

Exemption for good faith 

acquisition of personal 
information by an employee 

or agent of the covered entity 
for the purposes of the 

covered entity so long as the 
personal information is not 

used or subject to further 
unauthorized disclosure. 

A waiv er of the statute is 

void and unenforceable. 

 

Businesses that 

violate the statute 
may be enjoined. 

Customers injured 

by a violation may 
commence a civil 

action to recover 
damages. 

  

 

Priv ate Cause of 
Action: Yes.   

 

 

 

http://www.lexisnexis.com/hottopics/vicode/

