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STATE DATA SECURITY BREACH NOTIFICATION LAWS

Please note: This chart is for informational purposes only and does not constitute legal advice or opinions regarding any
specific facts relating to specific data breach incidents. You should seek the advice of experienced legal counsel when
reviewing options and obligations in responding to a particular data security breach.

Laws and regulations change quickly in the data security arena. This chartis current as of July 1, 2020.

The general definition of “personal information” used in the majority of statutes is: An
individual's first name or first initial and last nhame plus one or more of the following data
elements: (i) Social Security number, (i) driver’s license number or state-issued
identification card number, and (ii) account number, credit card number or debit card
number combined w ith any security code, access code, PIN or passw ord needed to access
an account. The general definition generally applies to computerized data that includes
personal information and usually excludes publicly available information that is law fully
made available to the general public from federal, state or local governments or widely
distributed media. When a statute varies from this general definition, it will be pointed out
and underlined in the chart.

The term “security breach” is used in this chart to capture the concept variably described in
state statutes as a “security breach,” “breach of the security,” “breach of the security
system,” or “breach of the security of the system,” among other descriptions.

This chart provides general information and not legal advice regarding any specific
facts or circumstances. For more information about security breach notification law s, or
other privacy and data security matters, please contact the Mintz Levin attorney with
whomyou w ork, or Cynthia Larose, CIPP/US, CIPP/E (cjlarose@mintz.com |
617.348.1732), Christopher Buontempo, CIPP/US (cjlbuontempo@ mintz.com |
617.239.8322) Dianne Bourque (dbourque@mintz.com | 617.348.1614), Susan Foster,
CIPP/E (sfoster@mintz.com | +44.20.7776.7330), Brian Lam, CIPP/US, FIP, CISSP
(bhlam@mintz.com | 858.314.1583) or Natalie Prescott, CIPP/US (nprescott@mintz.com |
858.314.1534).

For entities doing business in Texas, be sure to review the relevant Texas law . This chart
does not include information on the California_Consumer_ Privacy Act.

Please note that rules applicable to state agencies, government bodies and other public
institutions are not discussed in this chart.

o Alabama o Hawaii o Michigan o North Carolina o Utah
o Alaska o Idaho o Minnesota o North Dakota o Virginia
o Arkansas o lllinois o Mississippi o Ohio o Vermont
o Arizona o Indiana o Missouri o Oklahoma o Washington
o California o lowa o Montana o Oregon o Wisconsin
o Colorado o Kansas o Nebraska o Pennsylvania o West Virginia
o Connecticut o Kentucky o Nevada o Rhode Island o Wyoming
o Delaware o Louisiana o New Hampshire o South Carolina o PuertoRico
o District of Columbia o Maine o New Jersey o South Dakota o VirginIslands
o Florida o Maryland o New Mexico o Tennessee
o Georgia o Massachusetts o New York o Texas
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Alabama

Clickhere to
review text of
Statute.

Return to Index

of States

Information cov ered:
Personal information of Alabamaresidents.

Definition includesusernamesand
passwords, personal identification numbers
“PINS’) orotheraccess codesfor financial
accounts, medicalinformation, and health
insurance information.

Important definitions:

“Security Breach”meansThe unauthorized
acquisition of data in electronic form
containing sensitive personally identifying
information. Acquisitionoccurringovera
period of time committed by the same
entity constitutesone breach.

Subjectto statute:

A person, sole proprietorship,
partnership, government
entity, corporation, nonprofit,
trust, estate, cooperative
association, orotherbusiness
entity that acquiresoruses
sensitive personally identifying
information of Alabama
residents

Third party recipients:

Third partiesmaintaining
personal information on behalf
of a covered entity must notify
covered entity about a breach
and cooperate asnecessary to
allow covered entity to comply
with statute. The covered
entity must satisfy all further
notification obligationsunder
the statute.

Written or electronic notice must be provided
to victimsof a security breach as expeditiously

as possible and without unreasonable delay, but

no later than forty-five (45) days following

the discovery ofthe breach unless law

enforcement agency determinesthat disclosure
will interfere with a criminal investigation (in
which case notification delayed until authorized
by law enforcement).

Substitute notice is available by means

prescribed in the statute if coststo exceed
$500,000, affected classexceeds100,000
persons, or covered entity hasinsufficient

contact information.

Notice not required if, after an
investigation and written notice to the
Attorney General, the entity determines
that there is not areasonable likelihood of
harm to the consumers whose personal
information was acquired. The
determination must be documented inwriting
and maintainedforfive years.

Other Obligations:

Any covered entity that must notify more than
1,000 residentsat one time of a security breach
is also required to notify the Attorney General
and consumerreporting agencieswithout
unreasonable delay, but no later than forty-five
(45) days following the discoveryofthe

breach.

Encryption Safe Harbor:
Statute not applicableif the
personal information that was
lost, stolen oraccessed by
an unauthorized individual is
encrypted orredacted.

Other exemptions:

Exemptionforgood faith
acquisitionby an employee
or agent of covered entity so
long aspersonal information
isused for a legitimate
purpose of employerandis
not subject to further
unauthorized disclosure.

A determination of no
likelihood of harm:
Does not require
notification to Attorney
General.

Violationsby non-
governmental
entitiesconstitute
unlawful trade
practicesunderthe
Alabama Deceptive
Trade Practice Act,
Chapter19, Title 8,
Code of Alabama
1975. Such entities
are liable for civil
penaltiesup to
$5,000 perday for
each consecutive
day the entity fails
to take reasonable
action to comply
with notice
provisions, with the
total civil penalty
not to exceed
$500,000.

Damagesawarded
under AL Section
8-19-11 are limited
to actual damages
suffered by the
person(s) plus
attomey’sfees and
costs.

Priv ate Cause of
Action: No.

Enforcement by
Attorney General
only.

! Note: Please refer to individual state statutes for a complete list of covered entities as the list of legal and commercial entities described in this chart as “subject to statute” in most cases is not exhaustive. Please also note that rules applicable to
state agencies, government bodies and other public institutions are not discussed in this chart.

Copyright ©2009-2020 Mintz, Levin, Cohn, Ferris, Glovsky & Popeo, P.C.
Current as of July 1, 2020 - FOR INFORMATIONAL PURPOSES ONLY

Boston |

London |

Los Angeles

| New York |

San Diego

San Francisco |

Washington // mintz.com


http://alisondb.legislature.state.al.us/ALISON/SearchableInstruments/2018RS/PrintFiles/SB318-enr.pdf

“ MINTZ

State /
Link to
Statute

Information Covered/

Important Definitions

Covered
Entities®/
Third Party Recipients

Notice Procedures & Timing/
Other Obligations

Encryption
Safe Harbor /
Other Exemptions

Notification to
Regulator /
Waiver

Private Cause of
Action /
Enforcement

Penalties

Alaska Information cov ered:

Personal information of Alaska residents.
Clickhere to
review text of Definition includes passwords, personal
statute.

identification numbers (‘PINS’) orother
access codesfor financial accounts.

Important definitions:

“Security Breach”meansan unauthorized
acquisitionorreasonable belief of
unauthorized acquisition of personal
informationthat compromisesthe security,
confidentiality or integrity of the personal
information maintained.

“Acquisition”’meansany method of
acquisition, including by photocopying,
facsimile, or other paper-based method, or
a device, includinga computer, thatcan
read, write, or store informationthatis
represented in numerical form.

Return to Index

of States

Subjectto statute:

Any person doing businessin
Alaska and any person with
more than ten employees.

Third party recipients:

Third partiesmaintaining
personal information on behalf
of a covered entity must notify
covered entity about a breach
and cooperate asnecessary to
allow covered entity to comply
with statute. The covered
entity must satisfy all further
notification obligationsunder
the statute.

Written or electronic notice mustbe provided
to victimsof a security breach in the most
expeditioustime possible and without
unreasonable delay, unlesslaw enforcement
agency determinesthat disclosure willinterfere
with a criminalinvestigation (in which case
notification delayed until authorized by law
enforcement).

e Substitute notice is available by means
prescribed in the statute if coststo exceed
$150,000, affected classexceeds300,000
persons, or covered entity hasinsufficient
contact information.

e Notice not required if, after an
inv estigation and written notice to the
Attorney General, the entity determines
that there is not areasonable likelihood of
harm to the consumers whose personal
information was acquired. The
determination must be documented inwriting
and maintainedforfive years.

Other Obligations:

Any covered entity that must notify morethan
1,000 residentsat one time of a security breach
is also required to notify without unreasonable
delay consumerreporting agencies. This
section doesnot apply to entitiessubject to Title
V of the Gramm-Leach-Bliley Act of 1999
(‘GLBA”).

Encryption Safe Harbor:
Statute not applicableif the
personal information that was
lost, stolen oraccessed by
an unauthorized individual is
encrypted orredacted.

Safe harbornot availableif
the personal informationis
encrypted but the encryption
key has been accessed or
acquired.

Other exemptions:

Exemptionforgood faith
acquisitionby an employee
or agent of covered entity so
long aspersonal information
isused for a legitimate
purpose of employerand is
not subject to further
unauthorized disclosure.

A determination of no
likelihood of harm:
Requireswritten
notification to Attorney
General.

Awaiv er of the statute is
void and unenforceable.

Violationsby non-
governmental
entitiesconstitute
unfairordeceptive
acts or practices
underAS
45.50.471-
45.50.561. Such
entitiesare liable
forcivil penalties
up to $500 per
resident who was
not properly
notified, with the
total civil penalty
notto exceed
$50,000.

Damagesawarded
underAS
45.50.531are
limited to actual
economic damages
that do not exceed
$500, and
damagesawarded
underAS
45.50.537are
limited to actual
economic
damages.

Priv ate Cause of
Action: Yes.

A person injured by a
breach may bring an
action againsta non-
governmental entity.

The Department of
Administration may
enforce violationsby
governmental entities
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Arizona Information cov ered:

Personal information of Arizona residents.
Clickhere to
review text of Definition includes: a private key used to
statute.

authenticate orsign an electronic record;

individual health insurance identification

number; medical information; passport

number; a taxpayer identification number

or PINissued bythe IRS; or unigue
biometric data used to accessonline
accounts.

Important definitions:

“Security Breach”meansan unauthorized
acquisition of and unauthorized accessthat
materially compromisesthe security or

confidentiality of unencrypted and
unredacted computerized personal
information maintained aspart of a

database of personal information regarding

multipleindividuals.
"Encrypt" meansto use a process to

transform data into a form that rendersthe
data unreadable or unusablewithout using

a confidential processorkey.
‘Redact" meansto alter ortruncate a

number so that not more than the last four
digitsare accessible and at least two digits

have been removed.

Return to Index
of States

Subjectto statute:

Anylegal orcommercial entity
that conductsbusinessin
Arizona and owns, maintains
or licensesunencrypted and
unredacted computerized
personal information.

Third party recipients:

A person that maintains
unencrypted and unredacted
computerized personal
informationit doesnot own or
license shall notify, assoon as
practicable, the owneror
licensee of the information on
discovering any security
system breach and cooperate
with the ownerorthe licensee
of the personal information,
including sharing information
relevant to the breach withthe
owneror licensee. Theowner
or licensee of the datamust
satisfy all further notification
obligationsunderthe statute.

Written, e-mail or telephonic notice must be
provided to victimsof a security breach within
forty-five (45)days following the
determination of the breach, unlessalaw
enforcement agency advisesthe covered entity
that notificationswill impede a criminal
investigation (on beinginformed by the law
enforcement agency that the notificationsno
longer compromise the investigation, the person
shall make the required notifications, as
applicable, withinforty-five (45) days.).

. Specific requirementsforthe form and
content of notice are described inthe
statute.

e  Substitute notice is available by means
prescribed in the statute if coststo exceed
$50,000, affected classexceeds100,000
individuals, or covered entity has
insufficient contact information.

. Notice not required if the cov ered entity,
an independent third-party forensic
auditor, or law enforcement entity
determines thata breach has not
resultedin or is not reasonably likely to
resultin substantial economic loss to
affected individuals.

Other Obligations:

Any covered entity that must notify morethan
1,000 individuals of a security breach isalso
required to notify the three largest nationwide
consumerreporting agenciesand the Attorney
General.

A determination of no
likelihood of harm:
Does not require
notification to Attorney
General.

Encryption Safe Harbor:
Statute not applicableif the
personal data that waslost,
stolen oraccessed by an
unauthorized individual is
encrypted, redacted or
secured by method rendering
data unreadable orunusable.

Other exemptions:

Exemptionforgood faith
acquisition of personal
informationby a person's
employeeoragentforthe
purposes of the person if the
personal information isnot
used for a purpose unrelated
to the person and is not
subjectto further
unauthorized disclosure.

A covered entityisdeemed in
compliance withthe Arizona
statute if it (i) maintainsand
complieswith itsown
notification requirementsas
part of an information
security policy that are
consistent with the Arizona
statute is deemed in
compliance, or (ii) complies
with notificationrequirements
or proceduresimposed by its
primary orfunctional federal
regulator.

Entitiessubject to the GLBA
or covered by the Health
Insurance Portability and
Accountability Act (‘HIPAA”)
are exempt.

Actual damagesfor  Priv ate Cause of

awillful and Action: No.

knowing violation of

the statute.

Civil " t Enforcement by
Ivit penaity notio  attomey General

exceed $10,000 only. y

per affected
individual orthe
total amount of
economicloss
sustained by
affected
individuals, with a
maximum civil
penalty from a
breach or series of
related breaches
of $500,000.
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Arkansas Information Cov ered:
Personal information of Arkansas
Clickhere to residents.

review text of

Definition includes medical information and

statute (see Ark.
Code Title 4,
Subtitle 7,
Chapter110,
88101 etseq.)

biometric data.

Important definitions:

by a person or business.

‘Medical Information”meansany
individually identifiable information
regarding medical history or medical
treatment ordiagnosisby a health care

professional.

“Biometric Data” meansdata generated by
automatic measurementsof an individual's

biological characteristics.

Return to Index
of States

“Security Breach”meansunauthorized
acquisition of computerized datathat
compromisesthe security, confidentiality or
integrity of personal information maintained

Subjectto statute:

Any person or business that
acquires, ownsor licenses
computerized datathat
includespersonal information
about Arkansas residents. |

Third party recipients:
Person or business
maintaining (but not owning)
computerized datathat
includespersonal information
must notify ownerorlicensee
of data of any security breach
immediately following
discovery of security breach.

Written or electronic notice mustbe provided
to victimsof a security breach within the most
expedienttime and manner possible and without
unreasonable delay, unlessa law enforcement
agency determinesthat such notificationwill
impede a criminal investigation (in which case
notification isdelayed untl authorized by law
enforcement).

e Substitute noticeis available by means
prescribed in the statute if coststo exceed
$250,000, affected classexceeds500,000
persons, or covered entity hasinsufficient
contactinformation.

* Notice not required if the cov ered entity
determines thatthereis no reasonable
likelihood of harm to consumers.

Other obligations:
Data destruction or encryption mandatory when

records with personal information are to be
discarded.

Covered entitiesmustimplement and maintain
reasonable security proceduresand practicesto
protect personal information.

A person orbusiness shall retain a copy of the
written determination of a breach and supporting
documentation forfive (5) yearsfrom the date of
determination.

Encryption Safe Harbor:
Statute not applicableif the
personal data that waslost,
stolen oraccessed by an
unauthorized individual is
encrypted.

Other exemptions:
Exemptionforgood faith
acquisitionby an employee
or agent of a covered entity
fora legitimate purpose so
long aspersonal information
not otherwise used orsubject
to further unauthorized
disclosure.

Entitiesregulated by any
state or federal law that
providesgreater protection to
personal information and
similar disclosure
requirementsare exempt.

A covered entity that
maintainsand complieswith
its own notification
proceduresas part of an
information security policy
that are consistent with the
timing requirementsof the
Arkansas statute is deemed
in compliance.

Reasonable Likelihood
of Harm:

If the breach affectsthe
personal information of
more than 1,000
individuals, the person or
business then the person
or businessisrequired to
make a disclosure to the
Attorney General within
45 days afterthe person
or business determines
thatthere isa reasonable
likelihood of harm.

A determination of no
likelihood of harm:

Does not require
notification to Attorney
General.

A waiv er of the statute is
void and unenforceable.

Violationsare Priv ate Cause of

punishableunder Action: No.

the provisionsof

the state deceptive

trade practices Enforcement by
laws (Ark. Code 4- Attorney General
88-101 et seq.). only.
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California

Clickhere to
review text
statute (see Cal.
Civ Code
1798.82).

[California has
specific statutes
which could
apply if medical
informationis
compromised.]

[California has
specific statutes
which apply to
agencies. (see
Cal. Civ Code
1798.29)]

Return to Index

of States

Information cov ered:

Personal information of California
residents.

Definition includesmedical information,
health insurance information, biometric
data, tax identification number, passport
number, military identification number, or
otherunique identification numberissued
on a government document, and
information or data collected throughthe
use or operationof an automatedlicense
plate recognition system.

Definition also capturesa username or
email addressin combination witha
password orsecurity guestion and answer
that would permit accessto an online
account.

Important definitions:

“Security Breach”meansan unauthorized
acquisition of computerized datathat
compromisesthe security, confidentiality or
integrity of personal information maintained
by a covered entity.

Note (eff. 1/1/2017):: A covered entity shall
disclose a breach of the security of the
system following discovery or notification of
the breach in the security of the datato a
resident of California (1) whose
unencrypted personal informationwas, or
isreasonably believed to have been,
acquired by an unauthorized person, or, (2)
whose encrypted personal information
was, or isreasonably believed to have
been, acquiredby an unauthorized person
and the encryptionkey or security
credential was, oris reasonably believed to
have been, acquired by an unauthorized
person and the person or business that
owns or licensesthe encrypted information
has a reasonable beliefthat the encryption

Subjectto statute:

Any person or business that
conductsbusinessin
Californiaand ownsor
licensescomputerized data
thatincludespersonal
information.

Third party recipients:

A person orbusiness
maintaining computerized data
thatincludespersonal
informationthat the person or
business does not own must
notify the ownerorlicensee of
the information of any security
breach immediately following
discovery.

Written or electronic notice mustbe provided
to victimsof a security breach within the
immediately following discovery, unlessa law
enforcement agency determinesnotification will
impede a criminal investigation (in which case
notification isdelayed until authorized by law
enforcement).

e Security breach notification must be written
in plain English and be titled “Notice of Data
Breach.” It mustinclude certain information,
use specific headings, and conform to
prescribed formatting. Refer to the statute for
instructionsand a model security breach
notification form.

o Ifthe person or business providing the
notification wasthe source of the breach, an
offerto provide appropriate identity theft
prevention and mitigation services, if any,
must be provided at no cost to the affected
person for not less than 12 months, along
with all information necessary to take
advantage of the offer, to any person whose
informationwasor may have been breached
if the breach exposed or may have exposed
personal information involving a social
security number, driver'slicense or Califomia
identification card numbers.

e Substitute noticeis available by means
prescribed in the statute if coststo exceed
$250,000, affected classexceeds500,000
persons, or covered entity hasinsufficient
contactinformation.

e Ifthe personal information compromised in
the data breach only includesa username or
email addressin combination witha
password orsecurity question and answer
(and no other personal information), then
notice may be providedin electronic or other
form that directsthe person whose personal
informationhasbeen breached to promptly
change hisorherpassword and security
question and answer (or take other steps to
protect online account).

Encryption Safe Harbor: A
breach of encrypted data
triggersa notification
requirementif the encryption
key or security credential is
also acquired by an
unauthorized person, and the
owneror licensor of the
affected data reasonably
believesthat the encryption
key or security credential
could be used to renderthe
encrypted personal
informationreadable or
usable.

Other exemptions:
Exemptionforgood faith
acquisitionby an employee
or agent of a covered entity
so long aspersonal
informationnot used or
subject to further willful
unauthorized disclosure.

A covered entity isdeemed in
compliance withthe
Californiastatute if it
maintainsand complieswith
its own notification
proceduresas part of an
information security policy
that are consistent with the
timing requirementsof the
Californiastatute.

Covered entitiessubject to
HIPAA may satisfy
requirementsof California
statute by complyingwith
Section 13402(f) of the
federal Health Information
Technology for Economic

Attorney General must
be notified if a single
breachresultsin
notification to more
than 500 California
residents.

Notification must be
submitted online and
include a sample of
security breach
notification to residents.
Clickhere for required
online reporting form.

A waiv er of the statute is
void and unenforceable.

Civil remedies
availableto
customersinjured
by a violation of the
Statute.

Priv ate Cause of
Action: Yes.
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Important Definitions

key or security credential couldrenderthat
personal information readable oruseable

e |fthe personal information compromised in
the data breach only includeslogin

and Clinical Health Act
(“HITECH”).

Egllltf%rma, credentialsforan email account furnished by
“Medical Information”meansany the entlt_ythat hasexpgrlencedthe pregc_h,
) . . N , then notice may be delivered to the individual
Qfeodrm::ﬁgfga:génngt;r;Irncri:wq uall = online whenthat individual isconnectedto
. ry, m [TEYEE) the onlineaccount from an IP addressor
g?z?dr:ttl)gns’k?r?ﬁg;?]ht(r:?i?etm(?gfteosrsional online location from which the entity knows
9 y p : the resident customarily accessesthe
account.
‘Health Insurance Information”meansan
'”d""d“?' shgalih |_r?sur_ancepol|cynumber Other obligations (See Cal. Civ Code
or _subsc;rlber_ identification numbe_r, any 1798.81):
unique identifier used by a health insurer to N ) o
identify theindividual, or any informationin Businesses mustimplementand maintain
an individual’sapplicationand claims reasonable security proceduresand practicesto
history, includingany appealsrecords. protect personal information.
Businesses responsible fordata are requiredto
‘Encrypted”meansrendered unusable i Elll rrenrells e psE ez A
- . ’ customer's records that contain personal
unreadable orindecipherable toan informationwhen the entity will no longer retain
unauthorized person through a security g
technology or methodology generally . . . )
accepted in the field of information Abusiness that disclosespersonal information
security. about a Californiaresident pursuantto a
contract with a nonaffiliated third party must
require by contract that the third party implement
“Biometric Data” meansdata generated and maintainreasonable security procedures
from measurementsortechnicalanalysis and practicesappropriate to the nature of the
of human body characteristics, such as information, and to protect the personal
fingerprint, retina, oririsimage, used to information from unauthorized access,
authenticate an individual. destruction, use, modification, or disclosure.
Return to Index
of States
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Colorado Information cov ered:
Personal information of Colorado
Clickhere to residents.

review text of
statute (see Col.
Rev. Stat. Title 6,
Article 1, 86-1-
716).

Definition includes (i) student, military, or
passport identification number; (ii) medical
information; (iii) healthinsurance
identification number; (iv) biometric data;
(v) a Colorado resident'susername ore-
mail address, in combination witha
password orsecurity guestionsand
answers, thatwould permit accessto an
online account;

Important definitions:

“Security Breach”meansthe unauthorized
acquisition of unencrypted computerized
data that compromisesthe security,
confidentiality, or integrity of personal
information maintained by a covered entity.

Return to Index
of States

Subjectto statute:

A person that maintains, owns,
or licensespersonal
informationin the course of the
person's business, vocation, or
occupation.

Third party recipients:

If a covered entity usesa third-
party service provider,
meaningan entity thathas
been contracted to maintain,
store, or process personal
informationon behalfofa
covered entity, to maintain
computerized datathat
includespersonal information
the covered entity inthe event
of a security breach that
compromisessuch
computerized data, including
notifyingthe covered entity of
any security breach in the
most expedienttime possible,
and without unreasonable
delay following discovery of a
security breach, if misuse of
personal information abouta
Colorado resident occurred or
islikely to occur.

Written, electronic or telephonic notice must
be provided to victimsin the most expedient
time possible and withoutunreasonable delay,
but not later than thirty (30) days after the
date of determination that a security breach
occurred, consistent with the legitimate needs
of law enforcementand consistent withany
measures necessary to determine the scope of
the breach and to restore the reasonable
integrity of the computerized data system.

e Substitute noticeis available by means
prescribed in the statute if coststo exceed
$250,000, affected classexceeds 250,000
persons, or covered entity hasinsufficient
contactinformation.

e Notice not required if investigation
determinesthat the misuse of information
about aresidenthas not occurred andis
not reasonablylikelyto occur.

Other obligations:

Any covered entity that must notify morethan
1,000 personsat one time of a security breach is
also required to notify inthe most expedienttime
possible and without unreasonable delay all
consumerreporting agenciesthat compile and
maintain fileson consumerson a nationwide
basis, as defined by the federal “Fair Credit
Reporting Act", 15 U.S.C. sec. 1681a (p).

Encryption Safe Harbor:
Statute not applicableif the
personal data that waslost,
stolen, oraccessed by an
unauthorized individual is
encrypted, redacted or
secured by any other method
rendering it unreadable or
unusable.

Other exemptions:
Exemptionforgood faith
acquisition of personal
information by an employee
or agent of covered entity so
long aspersonal information
not used for a purpose
unrelated to the lawful
operation of thebusinessor
isnot subjectto further
unauthorized disclosure.

Entitiesregulated by state or
federal lawthat maintainand
comply with proceduresfor
addressing security breaches
pursuant to those laws are
exempt; except that notice to
the attorney general isstill
required.

Entitiessubject to the
provisionsofthe GLBA are
exempt.

A determination of no
likelihood of harm:
Does not require
notification to Attorney
General.

If the security breach is
reasonably believed to
have affected 500
Colorado residentsor
more the covered entity
must provide notice of
any security breach to the
Colorado Attorney
General in the most
expedienttime possible
and without unreasonable
delay, but not laterthan
thirty (30) days afterthe
date of determination that
a security breach
occurred.

Other exemptions,
cont'd:

Any covered entity that
maintainsitsown
notification proceduresas
part of an information
security policy forthe
treatment of personal
informationthatis
otherwise consistent with
timing requirements of
statute is deemed to be in
compliance with Colorado
statute; except that notice
to the attorney generalis
still required.

Attorney General
may bring actions
inlaworequity to
seek relief,
includingdirect
economic damages
resulting from a
violation.

With eithera
request from the
Governorto
prosecute a
particularcase or
with the approval of
the District Attorney
with jurisdiction to
prosecute cases in
the judicial district
where a case could
be brought, the
Attorney General
has the authority to
prosecute any
criminal violations
of section 18-5.5-
102.

Priv ate Cause of
Action: No.

Enforcement by
Attorney General
only.
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Connecticut

Clickhere to
review text of
statute (See
Conn. Gen. Stat.
8§36a-701b).

[For specific
rulesapplicable
to state agencies
and contractors
providing goods
and servicesto a
state agency —
clickhere.]

[For specific
rulesapplicable
to the insurance
industry effective
October2020 -

clickhere [See
§230].

Return to Index
of States

Information cov ered:

Personal information of Connecticut
residents.

Important definitions:

“‘Security Breach”meansunauthorized
access to or unauthorized acquisition of
electronic files, media, databasesor
computerized data, containing personal
informationwhen accessto the personal
informationhasnot been secured by
encryption or by any other method or
technology that rendersthe personal
informationunreadable orunusable.

Subjectto statute:

Any person who conducts
businessin Connecticut,and
who, in the ordinary course of
such person's business, owns,
licensesor maintains
computerized datathat

includespersonal information.

[Connecticut hasspecific
statutes which could apply to
those engagedin the
insurance business.]

Third party recipients:

If a covered entity maintains
computerized datathat
includespersonal information
that the entity doesnot own,
the entity must notify the
owneror licensee of the
information of any security
breach immediately following
discovery if the personal
informationwas, oris
reasonably believed to have
been breached.

Written, electronic or telephonic notice must
be provided to any resident of Connecticut
whose personal informationwasbreached oris
reasonably believed to have been breached
without unreasonable delay but not later than
ninety (90) days after the discoveryofsuch
breach unlessa shortertime isrequired under
federal law or a law enforcement agency
determinesthat notice willimpede a criminal
investigation (inwhich case notificationis
delayed untilauthorized by law enforcement).

e Substitute notice is available by means
prescribed in the statute if coststo exceed
$250,000, affected classexceeds500,000
persons, or covered entity hasinsufficient
contactinformation.

e Notice not required if the entity responsible
forthe data determinesin consultation with
federal, state and local law enforcement that
there isno reasonable likelihood of harm
to individuals whoseinformation has
been acquired and accessed.

Encryption Safe Harbor:
Statute not applicableif the
personal data that waslost,
stolen oraccessed by an
unauthorized individual is
secured by encryption or by
any othermethod or
technology that rendersit
unreadable orunusable.

Attorney General must
be notified not later
than time notice is
providedtoresidents.

A determination of no
likelihood of harm:
Must be made in
consultationwith federal,
state or local law

Other exemptions: enforcement.
Any covered entity that

maintainsand complieswith

its own security breach

proceduresthat are

consistent with the

Connecticuttiming
requirementsisdeemedin

compliance with Connecticut

statute provided such

covered entity notifiesthe

Attorney General.

Any covered entity that
maintainsitsown security
breach procedurespursuant
to the rules, regulations,
proceduresorguidelines
established by the primary or
functional regulatoris
deemed in compliance with
the Connecticutstatute
provided such person notifies
victimsof a security breach
and notifiesthe Attorney
General.

Failure to comply
with statute
constitutesan
unfairtrade
practice.

Priv ate Cause of
Action: No.

Enforcement by
Attorney General
only.
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Delaw are

Clickhere to
review text of
statute (See Del.
Code Ann. tit. 6 8
12B)

For specificrules
applicable to the
insurance
industry click
here (See Del.
Code Ann. tit. 18
§ 86)

Return to Index
of States

Information Covered/

Important Definitions

Information cov ered:

Personal information of Delaware
residents.

Definition includes (i) passport number; (ii)
medical history, medical treatment by a
health-care professional, diagnosis of
mental or physical conditionby a health-
care professional, ordeoxyribonucleic acid
profile; (iii) healthinsurance policy number,
subscriber identification number, orany
otherunique identifier used by a health
insurerto identify the person; (iv) unique
biometric data generated from
measurementsoranalysisof human body
characteristicsfor authentication purposes;
(v) an individual taxpayer identification
number.

Important definitions:

“Security Breach” meansthe unauthorized
acquisition of computerized datathat
compromisesthe security, confidentiality or
integrity of personal information.
“Encrypted” meanspersonal information
thatisrendered unusable, unreadable or
indecipherable through a security
technology or methodology generally
accepted in the field of information
security.

“Encryption key” meansthe confidential
key or process designed to renderthe

encrypted personal information useable,
readable anddecipherable.

Covered
Entities®/
Third Party Recipients

Subjectto statute:

Anindividual or entity that
owns or licensescomputerized
data thatincludespersonal
informationabout a Delaware
resident.

Third party recipients:

If a covered entity maintains
computerized datathat
includespersonal information
that the covered entity does
notown orlicense, the
covered entity must notify and
cooperate with the owner or
licensee of the information of
any security breach
immediately following
determination of the breach of
security.

Notice Procedures & Timing/
Other Obligations

Written, telephonic or electronic notice must
be provided to victimsof a security breach
without unreasonable delay butno later than
sixty (60)days following the discov ery of the
breach, unlessa shorter time isrequired by
federal law, ora law enforcementagency
determinesthat notice willimpede a criminal
investigation (inwhich case notificationis
delayed untilauthorized by law enforcement).

e Substitute noticeis available by means
prescribed in the statute if coststo exceed
$75,000, affected classexceeds100,000
persons, or covered entity hasinsufficient
contact information.

o If aresident’s Social Security number was
compromised inthe breach,

complimentary credit monitoring services
must be offered to the resident forone year;
notice may not be given bye-mail to a
residentwhose related online account
has been compromised.

e Notice not required if, afteran appropriate
investigation, the entity responsible forthe
personal information determinesthat the
breach of securityis unlikely to resultin
harm to individuals whose personal
information has been breached.

Other obligations:

Covered entitiesmust implement and maintain
reasonable proceduresand practicesto prevent
the unauthorized acquisition, use, modification,
disclosure or destruction of personal information
collected or maintained inthe regular course of
business.

Encryption
Safe Harbor /
Other Exemptions

Encryption Safe Harbor:
Statute not applicableif
personal information subject
to a security breach is
encrypted, unlessan
unauthorized acquisition
includes, orisreasonably
believedto include, an
encryption key that could
renderthe personal
informationreadable or
useable.

Other exemptions:
Exemptionforgood faith
acquisition of personal
informationby an employee
or agent of a covered entity
so long aspersonal
informationisnot used foran
unauthorized purpose or
subject to further
unauthorized disclosure.

A covered entityisdeemed in
compliance withthe
Delaware statute if it
maintainsand complieswith
its own notification
proceduresas partof an
information security policy
and whose proceduresare
consistentwith the timing
requirementsof the Delaware
statute.

Notification to
Regulator /
Waiver

Penalties

Attorney General
may bring actions
inlaworequity to
seek appropriate
relief, including
direct economic
damagesresulting
from aviolation.

Delaw are Attorney
General mustbe
notified if abreach
involves over 500
residents.

A determination of no
likelihood of harm:
Does not require
notification to Attorney
General.

Other exemptions,
cont’d:

A covered entity is
deemed in compliance
with the Delaware statute
ifitisregulated by state
or federal law, including
HIPAA and GLBA, and it
complieswith
requirementsor
proceduresimposed by
its primary or functional
state or federal regulator
which are consistent with
the Delaware statute.

Private Cause of

Action /
Enforcement

Priv ate Cause of
Action: No.

Enforcement by
Attorney General
only.
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Florida

Clickhere to
review text of
statute.

Return to Index

of States

Information cov ered:
Personal information of Floridaresidents.

Definition includes (i) medical history, (ii)
mental or physical condition, (iii) medical
treatment ordiagnosisby a health care
professional, (iv) healthinsurance policy
number or subscriberidentification number
and any unique identifierused by a health
insurer to identify the individual, and (v) a
user name ore-mail addressin
combination with a password or security
question and answer that would permit
access to the account.

Important definitions:

“Security Breach”meansunauthorized
access of data in electronic form containing
personal information.

Subjectto statute:

Any legal orcommercial entity
that acquires, maintains,
stores or uses personal
information.

(Definition also includes
government entitiesin some
instances.)

Third party recipients:

In the event of a security
breach of a system maintained
by a third party agent, such
third party agent must
cooperate with and notify the
covered entity asexpeditiously
as practicable butnot later
than ten (10) daysfollowing
determination of the breach.

Written or electronic notice mustbe provided
to Florida residentswhose personal information
was, or isreasonably believed to have been,
accessed as a result of a security breach as
expeditiously aspracticabl butnot later than
thirty (30) days following the determination
of the breach. The natificationmay be delayed
upon the written request of law enforcement.

o Specific content requirementsprescribed by
statute for notice to individuals.

e Substitute notice is av ailable by means
described in the statute if coststo exceed
$250,000, affected classexceeds500,000
persons, or covered entity hasinsufficient
contactinformation.

e Notice not required if the entity responsible
forthe data concludesafterareasonable
investigation and consultation with federal,
state and local law enforcement agencies
thatthe breach has not and will not likely
resultin identity theft or any other
financial harm to the individuals whose
personal information has been accessed.

Other obligations:

Any covered entity that must notify morethan
1,000 personsat one time of a security breach is
also required to notify without unreasonable
delay consumerreporting agencies.

Covered entitiesmust take reasonable
measures to dispose of records with personal
information.

A covered entity orthird party contractedto
maintain, store or process personal information
on behalf of a covered entity must take
reasonable measuresto protect and secure data
in electronic form containing personal
information.

Encryption Safe Harbor:

Statute not applicableif the
personal data that waslost,
stolen oraccessed by an
unauthorized individual is
encrypted, secured or
modified to remove elements
that personally identify an
individual or otherwise render
the informationunusable.

Other exemptions:

Exemptionforgood faith
acquisition of personal
information by an employee
or agent of covered entity so
long aspersonal information
isnot used for purposes
unrelated to the businessor
subject to further
unauthorized use.
Entitiesnotifying individuals
in compliance with
requirementsof primary or
functional federal regulator
are deemed in compliance
with Florida requirements
provided notice istimely
provided to Florida
Department of Legal Affairs.

Florida Department of
Legal Affairs must be
notified not later than
thirty (30)days after
determination of breach
if more than 500 Florida
residents are affected.
Additional notification
time may be obtained by
request to the Florida
Department of Legal
Affairswithin the 30 day
period.

Specific content
requirementsprescribed
in statute for notification
to Department of Legal
Affairs.

A determination of no
likelihood of harm:
Mustbe madein
consultationwith relevant
federal, state orlocal law
enforcement agencies.
Such a determination
must be documentedin
writing and maintained for
atleast5 years. Covered
entity must provide the
written determination to
the Florida Department of
Legal Affairswithin 30
days of determination.

Violationsare
treated asan unfair
or deceptivetrade
practice.

For failure to
provide notice of
the security breach
within 30 days:

(i) $1,000 perday
forfirst 30 days
following violation,
then (ii)up to
$50,000 foreach
subsequent 30-day
period up to 180
days, then (iii)an
amount notto
exceed $500,000 if
violation continues.
Penaltiesapply per
breach, not per
affected individual.
Penaltiesdo not
applyto
government
entities.

Priv ate Cause of
Action: No.

Enforcement by
Florida Department of
Legal Affairsonly.

Copyright ©2009-2020 Mintz, Levin, Cohn, Ferris, Glovsky & Popeo, P.C.
Current as of July 1, 2020 - FOR INFORMATIONAL PURPOSES ONLY

Boston | London |

Los Angeles

| New York | San Diego

| San Francisco |

Washington // mintz.com


http://www.leg.state.fl.us/statutes/index.cfm?App_mode=Display_Statute&Search_String=&URL=0500-0599/0501/Sections/0501.171.html

“ MINTZ

State /
Link to
Statute

Information Covered/

Important Definitions

Covered
Entities®/
Third Party Recipients

Notice Procedures & Timing/
Other Obligations

Encryption
Safe Harbor /
Other Exemptions

Notification to
Regulator /
Waiver

Penalties

Private Cause of
Action /
Enforcement

Georgia

Clickhere to
review text of
statute (see Ga.
Code Ann., Title
10, Chapter1,
8910 et seq.)

Return to Index
of States

Information cov ered:
Personal information of Georgiaresidents.

Definition includesany data elements
when notin connectionwith a victim’sfirst
or lastname if data elementwouldbe
sufficient to allow someoneto perform or
attempt to perform identity theft

Important definitions:

“Security Breach”meansan unauthorized
acquisition of an individual'selectronic data
that compromisesthe security,
confidentiality or integrity of personal
information.

‘Information Broker” meansany person or
entity who, formonetary feesordues,
engagesin whole orin partin the business
of collecting, assembling, evaluating,
compiling, reporting, transmitting,
transferring orcommunicatinginformation
concerning individualsforthe primary
purpose of furnishing personal information
to nonaffiliated third parties.

Subjectto statute:

Any information broker that
maintainscomputerized data
thatincludespersonal
information.

Third party recipients:

Any person or business that
maintainscomputerized data
on behalf of covered entity that
includespersonal information
thatthe person orbusiness
doesnot own must notify the
covered entity who ownsthe
information of any security
breach within 24 hours
following discovery of the
breach.

Written, telephonic or electronic notice must
be provided to victimsof a security breach
within the most expedient time possible and
without unreasonable delay, unlessa law
enforcement agency determinesthat notice will
impede a criminal investigation (in which case
notification isdelayed untl authorized by law
enforcement).

e Substitute noticeis available by means
prescribed in the statute if coststo exceed
$50,000, affected classexceeds100,000
persons, or covered entity hasinsufficient
contactinformation.

Other obligations:

Any information broker that must notify more
than 10,000 personsat one time of a security
breach isalso required to notify without
unreasonable delay consumer reporting
agencies.

Encryption Safe Harbor:
Statute not applicableif the
personal data that waslost,
stolen oraccessed by an
unauthorized individual is
encrypted orredacted.

Other exemptions:

Exemptionforgood faith
acquisition of personal
informationby an employee
or agent of covered entity so
long aspersonal information
not used or subject to further
unauthorized disclosure.

A covered entityisdeemed in
compliance withthe Georgia
statute if it maintainsand
complieswith itsown
notification proceduresas
part of an information
security policy and whose
proceduresare consistent
with the timing requirements
of the Georgia statute.

A state agency that has
been subjectto a certain
single breach or
aggravated computer
tamperingto the security
of its data shall submita
comprehensive report to
the attorney generaland
the General Assembly,
specifiesthe content of
the report, requiresthe
reportto be made
available to the public.

Priv ate Cause of
Action: No.
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Haw aii

Clickhere to
review text of
statute.
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Information cov ered:
Personal information of Hawaii residents.

Important definitions:

“Security Breach”meansan incident or
unauthorized accessto and acquisition of
unencrypted orunredacted recordsordata
containing personal information where
illegal use of the personalinformation has
occurred, orisreasonably likely to occur
and createsa risk of harm to a person.
Any incidentof unauthorized accessto and
acquisition of encryptedrecordsor data
containing personal information along with
the confidential processor key constitutes
a security breach.

‘Encryption”meansthe use of an
algorithmic processto transform data into a
form in which the data isrendered
unreadable or unusable without the use of
a confidential processorkey.

‘Redacted”meansthe rendering of dataso
thatitisunreadable ortruncated so that no
more than the last four digitsof the
identification number are accessible as
part of the data.

Subjectto statute:

Any business that owns or
licensespersonal information
of residents, any business that
conductsbusiness in Hawaii
that owns orlicensespersonal
informationin any form
(whether computerized, paper,
or otherwise), orany
government agency that
collectspersonal information
for specific government
purposes.

Third party recipients:

Any business located in
Hawaii orthat conducts
businessin Hawaii that
maintainsor possesses
records or data with personal
information of residentsthat
the business doesnot own or
license must notify the owner
or licensee of any security
breach immediately following
discovery of the breach
consistent with law
enforcement needs.

Written, telephonic or electronic notice must
be provided to victimsof a security breach
without unreasonable delay, unlesslaw
enforcement determinesthat disclosure could
impede a criminal investigation or jeopardize
national security (in which case notification is
delayed until authorized by law enforcement).

e Specific requirementsforthe form and

content of notice are described inthe statute.

e Substitute noticeis available by means
prescribed in the statute if coststo exceed
$100,000, affected classexceeds200,000
persons, or covered entity doesnot have
sufficient contactinformation.

e Notice not required if the covered entity
determinesthatitis not reasonably likely
that illegal use of the personal
information has or will occur oritis not
reasonably likely that the security breach
creates arisk of harm to a person.

Other obligations:

If more than 1,000 personsare notified at one
time underthe Hawaii statute, notification must
also be made to applicable consumer reporting
agencies.

Encryption Safe Harbor:
Statute not applicableif the
personal data that waslost,
stolen oraccessed by an
unauthorized individual is
encrypted orredacted and
the confidential processor
key is not also
compromised..

Other exemptions:

Exemptionforgood faith
acquisition of personal
information by an employee
or agent of covered entity so
long aspersonal information
not used for a purpose other
than a lawful purpose of the
business and is not subject to
furtherunauthorized
disclosure.

Certain financial institutes
subject to federal regulations
are exempt.

Any health plan or healthcare
providerthatissubject to
HIPAA is exempt.

Haw aii Office of
Consumer Protection
must be notified if a
breachinvolves over
1000 residents.

A determination of no
likelihood of harm:
Does not require
notification to Attorney
General.

Awaiv er of the statute is

void and unenforceable.

Penaltiesnotto
exceed $2,500 per
violation.
Violatorsmay also
be liableto injured
partiesforactual
damagessustained
as a result of the
violation.

Reasonable
attorney feesmay
also be awarded to
the prevailing party.

Priv ate Cause of
Action: No.

Enforcement by the
Attorney General or
executive director of
the office of
consumer protection.
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Idaho

Clickhere to
review text of
statute.
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Information cov ered:
Personal information of Idaho residents.

Important definitions:

“Security Breach”meansan illegal
acquisition of unencrypted computerized
data that materially compromisesthe
security, confidentiality or integrity of
personal information forone or more
persons.

“Primary Regulator’of a commercial entity
or individual licensed or chartered by the
United Statesisthat commercial entity's
or individual'sprimary federal regulator.
The primary regulator of a commercial
entity orindividual licensed by the
department of finance isthe department of
finance. The primary regulator of a
commercial entity orindividual licensed by
the department of insurance isthe
department of insurance. Forall other
agenciesand all othercommercial entities
or individuals, the primary regulatoristhe
Attorney General.

Subjectto statute:

Anindividual, state, ora
commercial entity that
conductsbusinessin Idaho
and owns orlicenses
computerized datathat
includespersonal information
about aresident of Idaho.

Third party recipients:

Any covered entity that
maintainscomputerized data
thatincludespersonal
informationthat the covered
entity doesnot own orlicense
must give notice to and
cooperate with the owner or
licensee of the information of
any security breach
conceming the personal
informationof an Idaho
resident.

Written, electronic or telephonic notice must
be provided to victimsof a security breach
within the most expedient time possible and
without unreasonable delay following a prompt
investigation to determine if misuse of
informationabout an Idaho residenthas
occurred orisreasonably likely to occur, unless
alaw enforcement agency determinesthat
notice willimpede a law enforcement
investigation (inwhich case notificationis
delayed untilauthorized by law enforcement).

e Substitute notice is available by means
prescribed in the statute if coststo exceed
$25,000, affected classexceeds50,000
persons, or covered entity doesnot have
sufficient contactinformation.

e Notice only required if security breach
materially compromisesthe security,
confidentiality or integrity of personal
information.

e Notice not required if, aftera reasonable
and promptinvestigation, the covered entity
determinesthatthere isnoreasonable
likelihood that personal information has
been or will be misused.

A determination of no
likelihood of harm:
Does not require
notification to Attorney
General if covered entity
isanindividual or
commercial entity.

Encryption Safe Harbor:
Statute not applicableif the
personal data that waslost,
stolen oraccessed by an
unauthorized individual is
encrypted.

Other exemptions:

Exemptionforgood faith
acquisitionby an employee
or agent of the covered entity
so long aspersonal
information not used or
subject to further
unauthorized disclosure.

A covered entityisdeemed in
compliance withthe Idaho
statute if it maintainsand
complieswith itsown
notification proceduresas
part of an information
security policy and whose
proceduresare consistent
with the timing requirements
of the Idaho statute.

Entitiesregulated by state or
federal lawthat maintainand
comply with proceduresfor
addressing security breaches
pursuant to those laws are
exempt.

Fine of not more
than twenty-five
thousand dollars
($25,000) per
security breach for
any covered entity
thatintentionally
failsto give notice.

Any governmental
employeethat
intentionally
discloses personal
information not
subject to
disclosure
otherwise allowed
bylawis guilty of a
misdemeanorand,
upon conviction
thereof, could be
punished by a fine
of not more than
$2,000, or by
imprisonment in the
county jailfora
period of not more
than one year, or
both.

Priv ate Cause of
Action: No.

Enforcement action
brought by a covered
entity’sprimary
regulator.
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Illinois Information cov ered:

Personal information of Illinoisresidents.
Clickhere to Definition to include (i) medical information,
review text of (ii) health insurance information, (iii) unigue
statute. biometric data generated from

measurementsortechnical analysisof

human body characteristicsused by the
Important covered entity to authenticate an individual,
definitions, such as a fingerprint, retina oririsimage,
cont'd or otherunique physical representation or
"Health digital representation of biometric data, and
insurance (iv) auser name oremail address, in
information" combination with a password or security
meansan question and answer that would permit
individual's access to an online account, when either

the user name oremailaddressor
password orsecurity guestion and answer
are not encrypted orredacted or are
encrypted orredacted but the keysto
unencrypt orunredact or otherwise read
the data elementshave been obtained
through the security breach.

Important definitions:

health insurance
policy numberor
subscriber
identification
number, any
unique identifier
used by a health
insurerto identify
the individual, or

any medical ‘Security Breach”meansan unauthorized
informationinan  acquisitionof computerized datathat
individual's compromisesthe security, confidentiality or

integrity of personal information.

"Medical information" meansany
informationregarding an individual's
medical history, mental or physical
condition, or medical treatment or
diagnosisby a healthcare professional,
including such information provided to a
website ormobile application.

health insurance
application and
claimshistory,
includingany
appealsrecords.

Return to Index
of States

Subjectto statute:

Any private university,
privately held corporation,
financial ingtitution, retail
operation,and any other entity
that handles, collects,
disseminatesorotherwise
dealswith nonpublic personal
information.

Third party recipients:

Any covered entity that
maintainscomputerized data
thatincludespersonal
informationthat the covered
entity doesnot own orlicense
must give notice to and
cooperate with the owner or
licensee of the personal
information.

Illinoismay take the position
that any unauthorized
acquisitionoruse by a third
party triggersthe notification
obligation regardless of
materiality/ownership of the
data.

Written or electronic notice mustbe provided
to victimsof a security breach within the most
expedienttime possible and without
unreasonable delay. Notificationmay be
delayed if law enforcement agency determines
notification will interfere witha criminal
investigation and such agency providesthe
covered entity with a writtenrequest.

¢ Notice to affected residentsisrequired to
contain specific content describedin statute.

e Substitute notice is av ailable by means
prescribed in the statute if coststo exceed
$250,000, affected classexceeds500,000
persons, or covered entity doesnot have
sufficient contactinformation.

e [fuser name(s)or email addressin
combination with password(s) or security
question(s) and answer(s) constitute the
extent of the security breach, notice may be
provided in electronic form pursuant to the
Illinoisstatute.

Other obligations:

A covered entity must dispose of material
containing personal information in a manner that
renders the personal information unreadable,
unusable and undecipherable.

A covered entity mustimplement and maintain
reasonable security measuresto protect
personal information from unauthorized access,
acquisition, destruction, use, modification, or
disclosure. Any contractsthat the covered entity
has with third party recipientsmust require
reasonable security measuresforthe protection
of personal information.

Encryption Safe Harbor:
Statute not applicableif the
personal data that waslost,
stolen oraccessed by an
unauthorized individual is
fully encrypted orredacted.

Safe harborwill notbe
applicable if the keys to
unencrypt orunredact or
otherwise read the personal
information have also been
acquired without
authorization.

Other exemptions:

Exemptionforgood faith
acquisition of personal
informationby an employee
or agent of covered entity for
alegitimate purpose of the
covered entity so long as
personal information isnot
used for a purpose unrelated
to covered entity’sbusiness
and isnot subject to further
unauthorized disclosure.

A covered entity isdeemed in
compliance withthe lllinois
statute if it maintainsand
complieswith itsown
notification proceduresas
part of an information
security policy and whose
proceduresare consistent
with the timing requirements
ofthe lllinoisstatute.

A determination of no
likelihood of harm:
Notice in the “most
expedienttime possible”
(butin no eventlaterthan
notice to consumers).
must be given to the
Attorney General when
500 ormore lllinois
residentsare affected by
asingle breach ofa
security system. Statute
containsspecific content
required in notice

A waiv er of the statute is
void and unenforceable.

Other exemptions

The data security
provisionsof the Illinois
statute will not apply to a
covered entity subject to
a state orfederal law
requiring greater
protection forrecords
containing personal
informationorto covered
entitiesthat are subject to
the GLBA.

Covered entitiessubject
to HIPAA are exempt
from the entirety of the
Illinoisstatute provided
that any covered entity or
business associate
required to notify the
Secretary of Health and
Human Servicesalso
providesnotificationto
the lllinoisAttorney
General within five (5)
business days of notifying
the Secretary.

Aviolationofthe
statute constitutes
an unlawful
practice underthe
Consumer Fraud
and Deceptive
Business Practices
Act.

Priv ate Cause of
Action: No.
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Indiana Information cov ered: Subjectto statute: Written, electronic, telephonic or facsimile Encryption Safe Harbor: Attorney General must Violationsare Priv ate Cause of
Personal information of Indianaresidents. ~ Any person or legal entity noticgat mbust br:a p_rt?]v idted to ViCtigLSIOfdal Statute ?gt ?pmicsblei:‘trslte be not_ifiebd of a}]ny _ gction?ble . Action: No.
] o ; ; security breach without unreasonable delay, personal data that waslost, security breach using a eceptive acts.
Clickhere to Definition includesan unencrypted or using computerized personal unless a law enforcementagency or the stolen oraccessed by an desi yt df ’
; unredacted Social Security Number information of an Indiana ragency orine accessea oy an esignatedtorm. Enforcementb
review text of - ; ; Attorney General determinesthat notice will unauthorized individual is ; . . Yy
standing alone resident forcommercial - N o Clickhere for form. For violationsofthe ~ Attorney General
statute (see Ind. P purposes. impede a civil criminal investigationor encrypted orredacted. notification rules: onl y
Code, Title 24, jeopardize national security. Notification must Safe harbor not availableif m utes. Y
8§ 24-4.9 et Important definitions: occuras soon as possible afterdelayisno encryption key hasbeen A determination of no The Attomey
seq.) “g ity B h thorized Third party recipients: longernecessary or authorized by Attorney compromised. likelihood of harm: General may bring
ecunty Breach meansan unaufnorize An denti General orlaw enforcementagency. Does notrequire an action to enjoin
y covered entity that I . .
acquisition of computerized data that L : ' o . notification to Attorney future violations of
compromisesthe security, confidentialityor ~ maintainscomputerized data e Substitute notice is availableby means . . >
. p Ys ty ; : . . Other exemptions General the statute, a civil
[For specific i ity of linf i thatincludespersonal prescribed in the statute if coststo exceed : : ’
integrity of personalinformation. ; - i ) enalty of not more
rulesapplicable Definition includesth thorized informationbut doesnot own $250,000, affected classexceeds500,000 Exemptionforgood faith tph $i’50 000
to state agencies ~ —cnitionincludestne unauthorize or license the data must notify persons, or covered entity doesnot have acquisition of personal an $150,000 per
—see Ind. Code gcqmsmogof C(c)‘mputenzhed datg_that has  the ownerorlicensee of a sufficient contactinformaton. information by an employee dheceptlve act, and
Title 4, §§4-1-11  Peentransterred to anothermedium, security breach. ] N ' or agent of covered entity so the Attorney
etseq‘] including paper, microfilm or a similar * Notice only required if the covered entity long aspersonal information General’s
: media, evenifthe transferred dataare no knows, should know, or should have known "% “O 7 subject to further reasonable costs.
longerin a computerized format. mztg?:;cnhaﬁgzorf:jl?ecgrrzs(::o:oicigs:g:m? unauthorized disclosure. For violationsof the
Unautrllonfed acquisition ofan r0;3_n<;1rypted in identity deception, identity theft or Covered entity isexempt ifit recor.d retention
portable electronic device on whic fraud affecting the Indianaresident. maintainsand complieswith rules:
personal information isstored isnota its own data security The Attorney
security breach if the encryptionkey has o proceduresas part of an General may bring
notbeen compromised. Other obligations: information privacy and an action to enjoin
‘Encrypted”meansdata that have been Any covered entity that must notify morethan security policy or compliance future violationsof
transformed through the use of an 1,000 personsat one time of a security breachis ~ plan under USA PatriotAct, the statute, a civil
algorithmic processinto a form in which also required to notify without unreasonable Executive Order 13224, penalty of not more
there is a low probability of assigning delay consumer reporting agencies. Driver's Privacy Protection than $5,000 per
meaningwithout use of a confidential Covered entity must implement and maintain Act (18 U.S.C. 2721), Fair deceptive act, and
process or key, ordata which are secured reasonable proceduresto protect and safeguard Credit Reporting Act (15 the Attorney
by another methodthat rendersdata personal information of Indianaresidents U.S.C. 1581), Financial General’s
unreadable orunusable. B~ " . ’ ) Modermization Act of 1999 reasonable costs.
‘Redacted”meansdata have been altered gggjﬁenigg%g?nsitng;Ep;]c;srt]ecfypr?ecdogrsor (5 ".J'S‘C' 6801), orHIPAA,
or truncated so that no more than last four lin . . provided the proceduresare
digitsar bl rlast five digitsfor pnr_edact_ed personalin ormgnonbyéwreddmg, reasonable.
Sé%:;zeecﬁﬁﬁeﬁmié?s)a CICUIEI0 incinerating, mutilating, erasing or otherwise
Y ’ rendering personal information illegible or
unusable.
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lowa

Clickhere to
review text of
statute.

Return to Index

of States

Information cov ered:
Personal information of lowa residents.

Definition includes (i) unique electronic
identifier orrouting codein combination
with any required security code, access
code orpassword permitting accessto an
individual’saccount,and (ii) unique
biometric data, such asa fingerprint, retina
oririsimage, orotherunigue physical or
digital representation of biometric data.

Important definitions:

“Security Breach”meansunauthorized
acquisition of personal information
maintained incomputerized form that
compromisesthe security, confidentiality or
integrity of the personal information.

Definition includesinformation maintained
in any medium, including on paper, that
was transferred by the person to that
medium from computerized form.
‘Encryption”meansthe use of an
algorithmic processto transform data into a
form in which the data isrendered
unreadable or unusable without the use of
a confidential processorkey.

‘Redacted”meansaltered or truncated so
that no more than five digitsof a social
security number orthe last four digitsof
other sensitive numbersare accessible.

Subjectto statute:

Any person or legal business
entity that ownsorlicenses
computerized datathat
includesa consumer's
personal information thatis
used in the course of

business, vocation, occupation
or volunteer activities.

Third party recipients:

Any covered entity who
maintainsorotherwise
possesses personal
informationon behalfof
another covered entity must
notify the ownerorlicensor of
the information of any security
breach of a consumer’s
personal information
immediately following
discovery of security breach.

Written or electronic notice mustbe given to
any consumerwhose personal information was
includedin the information that wasbreached in
the most expeditiousmanner possible and
without unreasonable delay, unlessa law
enforcement agency determinesthat notification
will impede a criminalinvestigationand the
agency hasmade a written request that the
notification be delayed (inwhich case
notification isdelayed until authorized by law
enforcement).

e Specificrequirementsforthe content of the
notice are detailed inthe statute.

e Substitute notice is av ailable by means
prescribed in the statute if coststo exceed
$250,000, affected classexceeds300,000
persons, or covered entity doesnot have
sufficient contactinformation.

o Notice not required if the covered entity
determines, afterappropriate investigation or
after consultationwith relevant federal, state,
or local law enforcementagencies, that no
reasonable likelihood of financial harm to
the consumers whose personal
information has been acquired has
resulted or will resultfrom the breach.
Such a determination must be documented
in writing and the documentation must be
maintained for five years.

Encryption Safe Harbor:
Statute not applicableif the
personal data that was
breached wasencrypted,
redacted or otherwise altered
by any method ortechnology
in such a mannerthatthe
name ordata elementsare
unreadable and the keysto
unencrypt, unredactor
otherwise read the data
elementshave notbeen
compromised.

Other exemptions:

Exemptionforgood faith
acquisition of personal
informationby an employee
of a covered entity for
purposes of the covered
entity so long aspersonal
informationisnotusedin
violation of applicable law or
inamannerthatharmsor
poses a threat to the affected
resident.

lowa statute doesnot apply
to a covered entity who
complieswith notification
requirementsimposed by its
primary orfunctional federal
regulator, orwith other state
or federal laws, that provide
greater protectionto personal
informationand atleast as
thorough disclosure
requirementsasrequired by
the lowa statute.

A covered entity who
complieswith the GLBA is
exempt.

Director of Consumer
Protection Division of
Attorney General must
be notified within five
(5) business days if
giving notice of a
security breach to more
than 500 residents.

A determination of no
likelihood of harm:
Does not require
notification to Attorney
General forindividualsor
commercial entities.

Violationisan Priv ate Cause of

unlawful practice. Action: No.
Attorney General Enforcement by
may seek and Attorney General
obtain an orderthat  only.
aviolator pay

damagesto the

Attorney General

on behalfofa
person injured by
the violation.
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Kansas Information cov ered: Subjectto statute: Written or electronic notice mustbe provided Encryption Safe Harbor: A determination of no Attorney General Priv ate Cause of
Personal information of Kansasresidents. Aperson orlegal entity that to victimsof a security breach within the most Statute not applicableif the likelihood of harm: empowered to Action: No.
. o . . conductsbusiness in Kansas expedienttime possible and without personal data that waslost, Does not require bring actionsin law
Clickhere to Definition includesfinancial account h li unreasonable delay, unlessa law enforcement  stolen oraccessed by an ificat B or equity to
review text of number or credit card/debit card number. thatowns orlicenses : o Y notification to Attomey P
- = - == : agency determinesthat noticewillimpede a unauthorized individual is address violations.
statute alone orin combinationwith any required ~ SOMPUterized datathat AN A . General.
: : includespersonal information. ~ cfiminalinvestigation (in which case notification  encrypted or redacted.
security code, access code or password is delayed until authorized by law enforcement).
that would permit accessto a consumer’s - tice ilable b The Kanas
financial account. : L . ¢ >ubslitute notice s avallableby means Other exemptions: insurance
Third party recipients: prescribed in the statute if coststo exceed K atute d N commissionerhas
An individual orcommercial $100,000, affected classexceeds5,000 anlsas atute doesno sole authority over
Important definitions: entity that maintains or persons, or covered entity doesnot have ggﬁlr};‘ggg|‘22"[\{t€3\,ﬂgr insurance
‘Security Breach”meansunauthorized _otheanst_a POSsesses pe_r_sonal i T G M T, complieswith notification companieswho
access to and acquisition of unencrypted '”rfom%?ﬁomh?t tnt}je |gd|V|d#at| * Notification is not required if, aftera requirementsimposed by its violate the Kansas
or unredacted computerized data that orco ste ¢ ?feth tydoesno reasonable and prompt investigation, the primary or functional federal statute.
compromisesthe security, confidentiality or Ic;\(lzvgnrgeue o??h:s)i/nf;nc:\gggr: g; covered entity determinesitis not regulator.
integrity of personalinformation and that - . reasonably likely that misuse of the
causes, or the covered entity reasonably any security breach following personal information has or will occur. Kansas statute doesnot
believeshascaused orwill cause, identity ~ discovery of unauthorized apply to an individual or
theft to any consumer. access and acquisition of commercial entity that
. personal information. Other obligations: maintainsand complieswith
“Encrypted”meanstransformation of data ) its own notification
through the use of algorithmic processinto Any person that must notify more than 1,000 proceduresas part of an
a form in which there isa low probability of persons atone time of a security breach isalso information security policy
assigning meaningwithout the use of a ?gqeur:::eigsprompﬂy to notify consumer reporting and whose proceduresare
confidential processor key, or securing the b _ consitent with the timing
information by another method that renders A covered entity must take reasonable stepsto requirementsof the Kansas
the data elementsunreadable orunusable. destroy orarrange fordestruction of customers  gatute.
“Redacted” meansthe alteration or records within itscustody or control containing
truncation of dataso that no more than five personal information by shredding, erasing or -
digitsof a social security number, orthe otherwise modifying persqnal information so itis
last four digitsofa driverslicense no longerreadable ordecipherable.
number, state identification number or
account number are accessible aspart of
the personal information.
Return to Index
of States
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Kentucky

Clickhere to
review text of the
statute.

[For specific
rulesapplicable
to government
agencies—click
here ]

Information cov ered:

Personal information of Kentucky
residents.

[For NTPs(see below), definition also
includesfirstname orfirstinitial and last
name, or personal mark, orunique
biometric or genetic printorimage, in
combination withtypical data elementsor
one or more of the following_ (i) taxpayer ID
numberthatincorporatesa SSN, (ii) state
ID card number orany otherindividual ID
numberissued by any agency, (iii)
passport numberorother ID number
issued by the USG, (iv) orindividually

Subjectto statute:

Any person or business entity
that conductsbusinessin
Kentucky.

Also covered are NTP’s per

KRS §61.931.

Third party recipients:

A covered entity that maintains
or otherwise possesses
personal information that the
individual or commercial entity
doesnot own must notify the
owneror licensee of the

Written or electronic notice mustbe provided
to victimsof a security breach in the most
expedienttime possible and without
unreasonable delay, unlessa law enforcement
agency determinesthat noticewillimpede a
criminalinvestigation (in which case notification
is delayed until authorized by law enforcement).

e Substitute notice is av ailable by means
prescribed in the statute if coststo exceed
$250,000, affected classexceeds500,000
persons, or covered entity doesnot have
sufficient contactinformation.

« Notice only required by a security breach
that actually causes, orleadsthe information

Encryption Safe Harbor:
Statute not applicableif the
personal data that waslost,
stolen, oraccessed by an
unauthorized individual is
encrypted.

Other exemptions:

Exemptionforgood faith
acquisitionby an employee
or agent of the covered entity
forthe purposes of the
covered entity, so long as
personal information isnot

[An NTP must notify its Attorney General Priv ate Cause of
contracting agency or may seek equitable ~ Action: No.
ingtitutionwithin 72hours  and/orlegal

of determiningthat a remedies.

breach occurred. The
contracting agency or
institutionisresponsible
for notifying affected
individuals.]

A determination of no
likelihood of harm:
Does not require
notification to Attorney

identifiable health information asdefined in ( _ : holderto reasonably believe hascaused or used or subject to further General.
HIPAA (except education recordscovered  informationof any security will cause, identity theft or fraud. unauthorized disclosure.
by FERPA).] breach as soon as reasonably
Important definitions: practicable following discovery A Kentucky stgtut'e.doesnot
P . ” . of security breach. Other obligations: apply to an individual or
SecqqtyBreach meansunauthorized A covered entity that must notify more than con_wme_rcnalenutytha}t _
e e L000consimersatone tmeofa ety [riansandcomplesui
; ; . h . breach isalso required to promptly notify all
security, (_;onflden_tlahtyo_rmyegrltyof consumer reporting agenciesof the security proceduresas part ofan
personal information maintained by the p— information security policy
covered entity aspart of a database K . . and whose proceduresare
regarding multiple individualsthat actually Abusiness disposing of customerrecordsmust  consistent with the timing
causes, or leadsthe covered entity to take reasonable stepsto destroy the records requirementsof the Kentucky
reasonably believe hascaused orwill with Eersqnal mqu;m_atlorr: byshreddll_ngf, erasing  gatute.
i i i or otherwise modifying the personal information - .
&%ﬁ,ﬁg@iggfgézﬁ Rorfraudagainsta to make it unreada)tlalegor [ ngecipherable. Err:)t\lltilsﬁr?;?fetﬁtgtfg A are
“Nonaffiliated Third Party (NTP)”means exempt.
any person that has a contract or Entitiessubject to the
agreement with (and receivespersonal provisionsof HIPAA are
inforrnfat.ionf.rom)a government agency, exempt.
subdivision, instrumentality or unit,
including such institutionsas a public
school or publicinstitute.
Return to Index
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Important Definitions

Louisiana Information cov ered: Subjectto statute: Written or electronic notice mustbe provided Encryption Safe Harbor: Consumer Protection Civilactionmaybe  Private Cause of
Personal information of Louisiana Any person or legal entity that ~ to victimsofa security breach within the most Statute not applicableif the Section of Attorney instituted to recover ~ Action: Yes.
Clickhere to residents. owns or licensescomputerized expedienttime possible and without _ personal data that waslost, General mustbe actual damages.
Y data thatincludespersonal unreasonable delay but not later than sixty stolen, oraccessed by an notified of a security
review text of information (60) days from the discovery of the breach, unauthorized individual is breach within ten (10) ) )
Statute. Definition includes (i) passport number, (ii) ' unless a law enforcementagency determines encrypted or redacted. days of distribution of Failure to provide
biometric data. "Biometric data"means that notice willimpede a criminal investigation notice to affected t|me_|ynot|ce
Clickhere to data generated by automatic Third party recipients: (in which case notification isdelayed until Other exemptions: Louisianacitizens. fp;gnﬁhztat)le?(ya d
reviewadditional  Measurementsofan individual'sbiological Ay covered entity that authorized by law enforcement and the person erexemptions: Notice mustinclude $5e00c()) Zf cee
rules(see La. characteristics, such as fingerprints, voice  mgintainscomputerized data  OF agency shall provide the attomey general the  Exemptionforgood faith detailsof breach and vio]atior? Notice to
Admin. Code, print, eye retmaorms_.oroth_erunlque thatincludespersonal reasons for the delay in writing within the sixty gcqmsn_onofpersonal namesof all Louisiana sat Att.
biological characteristic thatisused bythe  {tormationthat the covered (60) day notification period). information by an employee citizensaffected by the ate Attorney

Title 16, 8§ 701)

General will be
“timely” if received
within ten (10) days
of distribution of
notice to Louisiana
citizens. Each day

or agent of the covered entity
forthe purposes of the
covered entity, so long as
personal information isnot
used or subject to further
unauthorized disclosure.

owneror licensee to uniquely authenticate
an individual'sidentity when theindividual
accesses a system or account.

entity doesnotown mustnotify e Substitute notice is av ailable by means breach.
the owner orlicensee of the prescribed in the statute if coststo exceed
information following discovety $100,000, affected classexceeds 100,000
of a security breach. persons, or covered entity doesnot have

sufficient contactinformation.

A determination of no
likelihood of harm:

Does not require

Important definitions: « Notice not required ifthe covered entity . . P notice isnot
“S(Ec rity Breach”meansthe compromise BRI (e € 2 Eorellsl e e Sc?r\éeﬁegnigtltytﬁ?ﬁ?ed " goetglecr:}] onto Attomey received by .
Wty 21s O o reasonable investigation thatthere isno 'piiance withthe : Attorney General is
of the security, confidentiality or integrity of - Louisiana statute ifit d d
computerized datathat resultsin, orthere reasonable likelihood of harm to maintainsand complieswith cemed a separate
h SO i residents of Louisiana. The person or . e violation.
isareasonable likelihoodto resultin, the ] . : its own notification
unauthorized acquisition of and accessto busmes_s sh_aII retain a copy EE TS : proceduresas part of an
ersonal information maintained by an determination and supporting documentation ! " i it I
P y forfive years from the date of discovery of information security poficy
agency or person. e EeEn and whose proceduresare
o consistent with the timing
Other Obligations: requirementsof the
A covered entity mustimplement and maintain Louisiana statute.
reasonable security proceduresand practices Financialinstitutionssubject
appropriate to the nature of theinformation to to and in compliance with
protect the personal information from federal interagency
unauthorized access, destruction, use, guidelinesare exempt.
modification, or disclosure and must take all
reasonable stepsto destroy orarrange forthe
destruction of the recordswithin itscustody or
control containing personal information that isno
longerto be retained by the person orbusiness.
Return to Index
of States
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State /
Link to
Statute

Maine

Clickhere to
review text of
statute.

Information Covered/

Important Definitions

Information cov ered:
Personal information of Maine residents.

Data elementsalone are considered
personal information ifthe datawouldbe
sufficient to permit a person to fraudulently
assume orattempt to assume the identity
of the person whose informationwas
compromised.

Definition doesnot include 3" party claims
databasesmaintained by property and
casualty insurers.

Important definitions:

“Security Breach”means unauthorized
acquisition, release oruse of an
individual’scomputerized data that
containspersonal information that
compromisesthe security, confidentiality or
integrity of the personal information.

‘Encryption”meansthe disguising of data
using generally accepted practices.

‘Information Broker" meansa person who,
formonetary feesordues, engagesin
whole orin partin the businessof
collecting,assembling, evaluating,
compiling, reporting, transmitting,
transferring orcommunicatinginformation
conceming individualsforthe primary
purpose of furnishing personal information
to nonaffiliated 3rd parties.

Return to Index
of States

Covered
Entities®/
Third Party Recipients

Subjectto statute:

Any information broker,
individual,legal entity and
private collegesand
universitiesthat maintain
computerized datathat
includespersonal information.

Third party recipients:

Any third party entity that
maintains, on behalf of a
covered entity, computerized
data thatincludespersonal
informationthat the third party
doesnot own must notify the
owner following discovery of a
security breach.

Notice Procedures & Timing/
Other Obligations

Written or electronic notice mustbe provided
to victimsof a security breach as expediently as
possible and without unreasonable delay, unless
alaw enforcement agency determinesthat
notice willimpede a criminal investigation (in
which case notification may be delayedforno
longerthan seven (7) business daysaftera law
enforcement agency authorizesthe notification).

e Substitute notice is av ailable by means
prescribed in the statute if coststo exceed
$5,000, affected classexceeds 1,000
persons, or covered entity doesnot have
sufficient contactinformation.

+ Notice not required if, aftera reasonable
and prompt investigation, the covered entity
determinesthatthere isnoreasonable
likelihood that personal information has
been or will be misused.

Other obligations:

Any covered entity that must notify more than
1,000 personsat one time of a security breach is
also required to notify without unreasonable
delay consumerreporting agencies.

Encryption
Safe Harbor /
Other Exemptions

Encryption Safe Harbor:
Statute not applicableif the
personal data that waslost,
stolen oraccessed by an
unauthorized individual is
encrypted orredacted.

Other exemptions:

Exemptionforgood faith
acquisition, release oruse of
personal information by
employeeoragentactingon
behalf of covered entity so
long aspersonal information
isnotused for or subject to
further unauthorized
disclosure.

Covered entitydeemedin
compliance withthe Maine
statute if it complieswith
otherfederal or state
security breach notification
requirementsat leastas
protective asMaine statute.

Notification to
Regulator /
Waiver

Attorney General or
Department of
Professional and
Financial Regulation
must be notified of a
security breach.
Information brokersmust
notify the Department of
Professional and
Financial Regulation and
all other covered entities
must notify the Attorney
General.

A determination of no
likelihood of harm:
Does not require
notification to Attorney
General.

Penalties

Finesof not more
than $500 per
violation,upto a
maximum of $2500
pereach day
covered entity isin
violation of statute.
Equitable relief and
enjoinment from
future violationsare
also available.

Private Cause of
Action /
Enforcement

Priv ate Cause of
Action: No.

The statute is
enforced by the
Department of
Professional and
Financial Regulation
astolicensed data
brokers and by the
Attorney General as
to all others.
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Link to
Statute

Maryland

Information Covered/

Important Definitions

Information cov ered:

Personal information of Maryland residents

Clickhere to
review text of
statute (see Md.
Code Com. Law,
Title 14, 8814-
3501 etseq.)

[For specific
rulesapplicable

to state and

government
agencies—see .
also Md. State

Govt. Code, Title
10,8810-1301

etseq.]

Definition includes:

Individual Taxpayer Identification
Number.

Passport Numberand other D
numbersissued by federal govt
State ID card numbers

Health information (any
information created by an entity
covered by HIPAA regarding an
individual’smedical history,
condition, treatment or diagnosis
A health insurance policy,
certificate, numberorhealth
insurance subscribe numberin
combination witha unique ID
that permitsaccessto the
information

Biometric data

User name oremail addressin
combination with a password or
security Q&A

Important definitions:

“Security Breach”meansunauthorized
acquisition of computerized datathat
compromisesthe security, confidentiality or
integrity of personal information.

"Encrypted" meansthe transformation of

Covered
Entities®/
Third Party Recipients

Subjectto statute:

Any business that owns or
licensespersonal information
of anindividual residing in
Maryland.

Third party recipients:

A business that maintains
computerized datathat
includespersonal information
thatthe businessdoes not
own or license must notify the
owneror licensee of the
information of any security
breachifitislikely that the
breach hasresulted orwill
resultin misuse of personal
information of a Maryland
resident.

Notice Procedures & Timing/
Other Obligations

Written, electronic or telephonic notice must
be provided to victimsof a security breach as
soon as reasonably practicable afterthe
business discovers or is notified of the breach of
the security of a system, unlessa law
enforcement agency determinesthat the
notification willimpede a criminal investigation or
jeopardize homeland or national security (in
which case notification isdelayed until
authorized by law enforcement agency).

e Specific requirementsforthe content of the
notice are detailed in statute.

e Substitute noticeis available by means
prescribed in the statute if coststo exceed
$100,000, affected classexceeds 175,000
persons, or covered entity doesnot have
sufficient contactinformation.

« Notification not required if, after
investigation, the businessdeterminesthat
misuse of the personal information has
not occurred or is not reasonably likely to
occur. Records of such determinationmust
be maintained forthree years.

Other obligations:

If the business thatincursthe security breach is
notthe ownerorlicensee of personal
information, that businessmay not charge the
relevant ownerorlicensee forinformation
necessary to carry out the owneror licensee’s
notification obligationsunderthe breach law.

Owners and licenseesof computerized data are

Encryption
Safe Harbor /
Other Exemptions

Encryption Safe Harbor:
Statute not applicableif the
personal data that waslost,
stolen oraccessed by an
unauthorized individual is
encrypted.

Other exemptions:

Exemptionforgood faith
acquisition of personal
informationby an employee
or agent of a businessfor the
purpose of the business so
long aspersonal information
isnotused or subject to
further unauthorized
disclosure.

A business thatissubjectto
and in compliance with §
501(b) of the GLBA, § 216 of
the federal Fairand Accurate
TransactionsAct, 15 U.S.C.
8§ 1681w, will be deemedto
be in compliance with the
Maryland statute.

Any business that complies
with the notification
proceduresimposed by its
primary orfunctional federal
or state regulatorisdeemed
in compliancewith the

Notification to
Regulator /
Waiver

Attorney General must
be notified of asecurity
breach prior to giving
required notification to
affected individuals.

A determination of no
likelihood of harm:
Does not require
notification to Attorney
General.

A waiv er of the statute is
void and unenforceable.

Penalties

Violations
constitute an unfair
or deceptivetrade
practice under Tite
13 of the Maryland
Code.

Private Cause of
Action /
Enforcement

Priv ate Cause of
Action: Yes

Appropriate penalties
and damagesmay be
assessed inan
enforcement action
brought by the
Attorney General.
Consumers may bring
actionsunderTitle 13
of the Maryland
Code, the Unfairand
Deceptive Trade
PracticesAct.

di thrqugh the BES of an algorith_m ic prohibited from usinginformation relative to a Maryland statute.

process into af0|_'m 0 which there 15 low breach for purposes otherthan: 1) providing

probability Of_ BEIEJInE) IXEETILE, without notification of the breach; 2) protectingor

use ofa confidential processor key. securing personal information; or 3) providing
notification to national information security
organizationsto alert and avert new or
expanded breaches.

Return to Index
of States Any business that must notify more than 1,000
consumers at one time of a security breach is
also required to notify consumer reporting
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Maryland, agenciesof the security breach without
cont’d unreasonable delay.

Businesses mustimplementand maintain
reasonable security proceduresand practices
appropriate to the nature of the personal
information owned orlicensed and the nature
and size of its business.

Businesses must take reasonable stepsto
protect personal information when destroying
customer records.

Return to Index
of States
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State /
Link to
Statute

Information Covered/

Important Definitions

Covered
Entities®/
Third Party Recipients

Notice Procedures & Timing/
Other Obligations

Encryption
Safe Harbor /
Other Exemptions

Notification to
Regulator /
Waiver

Penalties

Private Cause of
Action /
Enforcement

Massachusetts

Clickhere to
review text of
statute.

Click here for
text of
amendment
effective 4/11/19

Return to Index
of States

Information cov ered:

Personal information of Massachusetts
residents.

Definition includesfinancial account
number or credit/debit card number with or
without any required security oraccess
code orpassword that would permit access
to aresident’s financial account.

Important definitions:

“Security Breach”meansunauthorized
acquisitionorunauthorized use of
unencrypted data, or of encrypted
electronic data and the confidential
process orkey thatiscapable of
compromisingthe security, confidentiality
or integrity of personal information,
maintained by a person or agency that
creates a substantial risk of identity theft or
fraud against a Massachusettsresident.

‘Data” meansany material upon which
written, drawn, spoken, visual or
electromagnetic information orimagesare
recorded or preserved, regardlessof
physical form orcharacteristics.

“Encrypted”meansthe transformation of
data through the use of a 126-bit or higher
algorithmic processinto a form in which
there is a low probability of assigning
meaningwithout use of a confidential
process or key.

Subjectto statute:

A person that ownsor licenses
data thatincludespersonal
informationabout a
Massachusetts resident.

Third party recipients:

A person that maintainsor
stores but doesnot own or
license data thatincludes
personal information abouta
Massachusetts resident must
provide notice of a security
breach to the ownerorlicensor
of the data assoon as
practicable and without
unreasonable delay and also
cooperate thereafter.

Written or electronic notice mustbe provided
to victimsof a security breach as soon as
practicable and withoutunreasonable delay after
the covered entity discoversoris notified of a
security breach, unlessa law enforcement
agency determinesthat the notification will
impede a criminal investigation and hasnotified
the Attorney Generalin writing of such
determination (inwhich case notificationis
delayed untilauthorized by law enforcement
agency).

Entitiescannot delay notificationsrequired “on
the groundsthat the total number of residents
affected isnot yet ascertained.”

Notice contentisspecifically set forth in the
Statute.

Notice to AG/OCABR:
The notice shallinclude, but not be limited to:

e the nature of the breach of security or
unauthorized acquisition or use;

e the numberof residentsof MA affected by
such incidentat the time of notification;

e the name and addressof the person or
agency that experienced the breach of
security;

e the name and title of the person or
agency reportingthe breach of security,
and theirrelationship to the person or
agency that experienced the breach of
security;

e thetype of person or agency reporting the
breach of security;

e the person responsible forthe breach of
security, if known;

e the type of personal information
compromised, including, but not limited
to, social security number, driverslicense
number, financial account number, credit
or debit card number or otherdata;

Encryption Safe Harbor:
Statute not applicableif the
personal data that waslost,
stolen oraccessed by an
unauthorized individual is
encrypted and the processor
key thatis capable of
unlocking the datahasnot
been compromised.

Other exemptions:

Covered entityisdeemedin
compliance withthe
Massachusetts statute if it
maintainsand complieswith
proceduresforresponding to
a breach of security pursuant
to federal lawsand
regulationsprovided the
covered entity notifiesthe
Attorney General and the
Director of the Office of
Consumer Affairsand
Business Regulationof the
security breach as soon as
practicable and without
unreasonable delay following
discovery of the security
breach. Notice must
describe the stepsto be
taken.

Attorney General and
Office of Consumer
Affairs and Business
Regulation (“OCABR”)
must be separately
notified of a security
breach as soon as
practicable after
becoming aw are of
security breach.
Notice to the OCABR
must be submitted
through an online portal —
clickhere.

Notice to AG may either
be by letter orthrough an
online portal — clickhere.

Notice to regulatorsmay
be required even in cases
where security breach
involvesencrypted data.
Covered entity must be
able to determine that the
key or confidential
process has not been
compromised.

The covered entity must
also provide noticeto any
consumerreporting
agenciesand state
agenciesidentified by the
OCABR.

A determination of no
likelihood of harm:
Does notrequire

notification to Attorney
General.

Attorney General
may bring an action
under Chapter 93A,
the
Commonwealth’s
consumer
protection statute.
Chapter93A
permitsthe
imposition of
significantfines,
injunctive relief and
attorneys fees

A civil penalty of
$5,000 may be
awarded foreach
violation (see 93A
§4).

Businesses can be
subjectto a fine of
up to $50,000 for
each instance of
improper disposal
of data (see 93l
§2).

Priv ate Cause of
Action: Potentially.

If Attorney General
findsviolation of
consumer protection
laws forunfairor
deceptive actsor
practices,
Massachusetts
consumers may seek
damagesunder
Chapter 93A, which,
in some cases, may
be trebled.

Note:

The OCABR has
launched a web-
based public archive
of data breaches
affecting
Massachusetts
residents: clickhere.

Upon receipt of
notice, the director of
the OCABR shall
reportthe incident
publicly on itswebsite
and make available
electronic copiesof
the sample notice
sent to consumerson
its website.
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Statute Important Definitions Third Party Recipients

e whetherthe person oragency maintains
Massachusetts, a written information security program;
cont'd and

e any steps the person oragency hastaken
or plansto take relating to the incident,
including updating the written information
security program.

e certification that credit monitoring services
comply with the law’srequirementsfor
providing credit monitoringto individuals if
social security numbersare affected.

Substitute notice is available by means
prescribed in the statute if coststo
exceed $250,000, affected classexceeds
500,000 persons, or covered entity does
not have sufficient contact information.

Notice only required aftera security
breach that causessubstantial risk of
identity theft or fraud or aftera covered
entity hasreason to know that the
personal information of a Massachusetts
resident was acquired by an unauthorized
person or used for an unauthorized
purpose.

Other obligations:

Paperrecords containing personal information
must be redacted, burned, pulverized or
shredded. Electronic datacontaining personal
information must be destroyed or erased.

Credit monitoring: If SSNs are compromised,
the breached entity must contract witha third
party to provide affectedindividualswith no less
than 18 monthsof credit monitoring services (42
monthsifthe affected entityisa consumer
reporting agency)

Return to Index
of States
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Massachusetts,
cont’d

201 CMR17.00
establishes
minimum
standards for
safeguarding
personal
informationin
both paperand
electronic form.

Return to Index
of States

Information Covered/

Important Definitions

Information cov ered:

Personal information of Massachusetts
residents.

Definition includesfinancial account
number or credit/debit card number with or
without any required security oraccess
code orpassword that would permit access
to aresident’s financial account.

Covered
Entities®/
Third Party Recipients

Subjectto statute:

Every person orlegal entity
that owns, licenses, stores or
maintainspersonal information
about a Massachusetts
resident.

Third party recipients:
Covers third-party service

providerswith access to
personal information.

Notice Procedures & Timing/
Other Obligations

The regulations require the dev elopment,
implementation and maintenance of a
comprehensiv einformation security program
consistent with industry standardsand state or
federal regulationsapplicable to the covered
entity with respect to owning orlicensing
personal information.

See 201 CMR 17.00 for a detailed description of
content requirementsand technology
requirementsforthe comprehensive information
security program.

The sufficiency of a comprehensive information
security program will be evaluated by taking into
account (i) the size, scope and type of business
of the person obligated to safeguard the
personal information under such comprehensive
information security program, (ii) the amount of
resources availableto such person, (iii) the
amount of stored data, and (iv) the need for
security and confidentiality of both consumer
and employee information.

Other obligations:

Requiresentitiesto collect and store the
minimum amount of personal information
necessary to accomplish the legitimate purpose
forwhich it was collected, and requiresentities
to restrict access to the personal informationto
the smallest possible number of users.

Encryption
Safe Harbor /
Other Exemptions

Encryption Requirements:
The regulationsrequire the
encryption of all transmitted
records and filescontaining
personal information,
includingthose in wireless
environments, which will

travel across public networks.

For filescontaining personal
informationon a system that
is connected to the Internet,
there must be firewall
protection withup-to-date
patches, including operating
system security patches.

Other exemptions:

Exemptionforgood faith
acquisitionof personal
information by an employee
or agent of a covered entity
forthe lawful purposesofthe
covered entity so long as
personal information isnot
used in an unauthorized
manner orsubject to further
unauthorized disclosure.

Private Cause of
Action /
Enforcement

Notification to
Regulator /
Waiver

Penalties

Please see above
fora summary of

Please see above.
Consumers may seek

applicable penalty damagesunder
provisionsof Mass. Mass. Gen. Laws. c.
Gen. Laws. c. 93A, 93A.

c. 93Hand c. 93I.
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Important Definitions

Covered
Entities®/
Third Party Recipients

Notice Procedures & Timing/
Other Obligations

Notification to
Regulator /
Waiver

Encryption
Safe Harbor /
Other Exemptions

Penalties

Private Cause of
Action /
Enforcement

Michigan

Clickhere and
here to review
text of statute.

Return to Index

of States

Information cov ered:
Personal information of Michigan residents

Important definitions:

“Security Breach”meansunauthorized
access and acquisition of data that
compromisesthe security or confidentiality
of personal information maintained by a
covered entity aspart of a database of
personal information regarding multiple
individuals.

“Encrypted”meanstransformation of data
through the use of an algorithmic process
into a form in which there isa low
probability of assigning meaning without
use of a confidential processorkey, or
securing information by another method
thatrendersthe data elementsunreadable
or unusable.

‘Redact”’meansto alter or truncate data so
that no more than four sequential digits of
a driverlicense number, state personal
identification card number, or account
number, orno more than five sequential
digitsof a social security number, are
accessible as part of personal information.

Subjectto statute:

Any person or legal entity that
owns or licensespersonal
informationthatisincluded in
a database.

Third party recipients:

A covered entity that maintains
adatabase thatincludesdata
that the person doesnot own
or license must notify the
owneror licensor of the
information of a security
breach unlessthe covered
entity determinesthat breach
hasnotorisnotlikelyto cause
substantial lossor injury to, or
resultin, identity theftwith
respect to, one ormore
Michigan residents

Written, electronic or telephonic notice must
be provided to victimsof a security breach
without unreasonable delay. Notification may be
delayed if law enforcement agency determines
that notificationwillimpede a criminal or civil
investigation or jeopardize homeland or national
security. Notification must occurwithout
unreasonable delay following authorization from
the law enforcement agency.

¢ Notice to affected residentsisrequired to
contain specific content describedin the
statute.

o Covered entitiesmay deliver notice pursuant
to an agreement with another covered entity,
if the agreement doesnot conflictwith the Ml
statute.

e Substitute notice is available by means
prescribed in the statute if coststo exceed
$250,000 or affected classexceeds500,000
persons.

e Notification is not required if the covered
entity determinesthat breach hasnot oris
not likely to cause substantial loss or
injuryto, or resultin, identity theft with
respectto, one or more Michigan
residents. In making thisdetermination, a
covered entity must act with the care an
ordinarily prudent person in like position
would exercise under similar circumstances.

Other obligations:

Any covered entity that must notify more than
1,000 residentsat one time of a security breach
is also required to notify consumer reporting
agenciesof the security breach without
unreasonable delay (unlesssubjectto GLBA).

A determination of no
likelihood of harm:
Does not require
notification to Attorney
General forindividualsor
commercial entities.

Encryption Safe Harbor:
Statute not applicableif the
personal data that waslost,
stolen oraccessed by an
unauthorized individual is
encrypted orredacted and
the encryption key wasnot
compromised.
Aw aiv er of the statute is

. void and unenforceable.
Other exemptions:
Exemptionforgood faith
acquisition of personal
information by an employee
or agent of a covered entity
related to their activitiesfor
the covered entity so long as
employeeoragent doesnot
misuse personal information
or disclose any personal
informationto an
unauthorized person.

Financialinstitutionsthat are
subjectto and comply with
notification proceduresfrom
an appropriateregulator are
exempt from Michigan
statute.

A covered entity thatis
subject to and complieswith
HIPAA is exempt from
Michigan statute.

Civil penalty for
failure to provide
notice of not more
than $250 foreach
failure to provide
notice, capped at
$750,000 per
security breach.

Penaltiesdo not
affect availability of
civil remedies
under state or
federal law.

Criminal penalties
fornotice ofa
security breach that
has not occurred,
where such notice
is given with the
intent to defraud.
Misdemeanor— 93
daysimprisonment
or fine of $250 (or
both)foreach
violation (penalties
escalate with more
violations).

Priv ate Cause of
Action: No.
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Minnesota Information cov ered:
Personal information of Minnesota
Clickhere to residents.
review text of
statute.

Important definitions:

“Security Breach”meansan unauthorized
acquisition of computerized datathat
compromisesthe security, confidentiality or

integrity of personal information.

Definition doesnot include lossof a
portable electronic device containing
password protected personalinformation if
the encryption key or processis not

compromised.

Return to Index
of States

Information Covered/

Important Definitions

Covered
Entities®/
Third Party Recipients

Subjectto statute:

Any person or business doing
businessin Minnesota that
owns or licensescomputerized
data containing personal
information.

Third party recipients:

A covered entity that maintains
data thatincludespersonal
informationthat the covered
entity doesnot own must notify
the ownerorlicensee of the
information of any security
breach immediately following
discovery.

Notice Procedures & Timing/
Other Obligations

Written or electronic notice mustbe provided
to victimsof a security breach within the most
expedienttime possible and without
unreasonable delay, unlessa law enforcement
agency determinesthat noticewillimpede a
criminalinvestigation (in which case notification
is delayed until authorized by law enforcement).

e Substitute noticeis available by means
prescribed in the statute if coststo exceed
$250,000, affected classexceeds500,000
persons, or covered entity hasinsufficient
contact information.

Other obligations:

Any business that must notify more than 500
persons at one time of a security breach isalso
required to notify consumer reporting agencies
of the security breach within 48 hours.

Notification to
Regulator /
Waiver

Encryption
Safe Harbor /
Other Exemptions

Encryption Safe Harbor:
Statute not applicableif the
personal data that waslost,
stolen oraccessed by an
unauthorized individual is
encrypted and the encryption
key, password orother
meansnecessary for reading
or using the data hasnot
been acquired.

Other exemptions:

Exemptionforgood faith
acquisition of personal
information by an employee
or agent of a covered entity
forthe purposes of the
covered entity so long asthe
personal information isnot
used or subject to further
unauthorized disclosure.

Financialinstitutionssubject
to GLBA are exempt.

Covered entity deemedin
compliance withthe
Minnesota statute if it
maintainsand complieswith
its own notification
proceduresas part of an
information security policy
and whose proceduresare
consistent with the timing
requirementsof the
Minnesota statute.

Private Cause of
Action /
Enforcement

Penalties

Enforcementunder  Private Cause of

Minn. Stat. §8.31. Action: No.
Enforcement by
Attorney General
only.
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Mississippi Information cov ered: Subjectto statute: Written, electronic or telephonic notice must Encryption Safe Harbor: A determination of no Failure to complyis  Private Cause of
Personal Information of a Mississippi Any person who be provided to victimsof a security breach Statute not applicableif the likelihood of harm: a vio!ation of Action: No.
Clickhere to resident. conductsbusinessin wntho_ut unr_easqnabledelay followingcompletion  personal data that waslost, Does not require state_s unfairtrade
Teview text of Mississippi and who, in of aninvestigation, unlessa law enforcement stolen oraccessed by an notification to Attorney practice. T
o the ordinary course of agepcydetermlne_sthgt notl'ceW|II |mpe_d_e a unauthorized |nd|V|d_ual is General. |
?A?;gt%gs(;: Titje 'Mmportant definitions: the person’s business criminalinvestigation (in which case notification ~ encrypted or otherwise é;tlomey General
758 75_24’_29)' “Security Breach” meansunauthorized functions, owns, is delayed until authorized by law enforcement).  rendered unreadable or Y
' acquisition of electronic files, media, licensesor maintains e Substitute notice by meansprescribed in unusable.
databasesor computerized data containing  personal information of any the statute if costs to exceed $5,000,

For specificrules  personal information of any Mississippi Mississippi resident. affected classexceeds5,000 persons, or

applicable tothe  residentwhen access to the personal covered entity hasinsufficient contact

insurance |nforma_t|on hasnot been secured by Third party recipients: information.

|hndustry click encryption orby any othermethod of A person that conducts Notice not required if, after an appropriate

ere (See Miss. technology that rendersthe personal - . Ry : SRl INE FEEm Ersameld

Code. Ann.tit. 83  informationunreadable or unusable. businessin Mississippi that pEs o f L By

ch5 art. 11 maintainscomputerized data determinesthat the breach will notlikely

§5801 et se thatincludespersonal resultin harm to the affected individuals.

a.) . .
informationthat the person
doesnot own must notify the
owneror licensee of the
information of any security
breach as soon as practicable
following discovery if the
personal information was, oris
reasonably believed to have
been, acquiredby an
unauthorized person for
fraudulentpurposes.
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Missouri

Clickhere to
review text of
statute.

Information cov ered:
Personal information of Missouri residents.

Definition includes (i) unique electronic
identifier orrouting codein combination
with required security code, accesscode or
password, (ii) medical information, or (iii)
health insurance information.

Important definitions:

“Security Breach”meansunauthorized
access to and unauthorized acquisition of
personal information maintainedin
computerized form that compromisesthe
security, confidentiality or integrity of the
personal information.

‘Health Insurance Information”meansan
individual’shealth insurance policy number
or subscriber numberorany unique
identifier used by a health insurerto
identify the individual.

‘Medical Information”meansany
informationregardingan individual's
medical history, mental or physical
condition, or medical treatment or
diagnosisby a health care professional.

‘Encryption”meansthe use of an
algorithmic processto transform data into a
form in which the data isrendered
unreadable or unusable without the use of
a confidential processor key.

‘Redacted”meansaltered or truncated
such that no more than five digitsof a
Social Security Numberorthe last four
digitsof a driver's license number, state ID
or accountnumberisaccessible.

Subjectto statute:

Any person or legal or
commercial entity that
conductsbusinessin Missouri
and that ownsor licenses
personal information of
Missouri residentsin any form.

Third party recipients:

Any person that maintainsor
possesses records or data
containing personal
information of Missouri
residentsthat the person does
not own must notify the owner
or licensee of the information
of any security breach
immediately following
discovery of the breach
consistent with the legitimate
needsoflawenforcement.

Written, electronic or telephonic notice must
be provided to victimsof a security breach
without unreasonable delay, unlessa law
enforcement agency determinesthat notice will
impede a criminal investigation (in which case
notification isdelayed until authorized by law
enforcement).

¢ Notice to affected residentsisrequired to
contain specific content describedin the
statute.

e Substitute notice is av ailable by means
prescribed in the statute if coststo exceed
$100,000, affected classexceeds 150,000
persons, or covered entity hasinsufficient
contact information. Substitute notice may
also be used for consumers who the covered
entity knows to be affected butisnotableto
identify.

¢ Notice not required if, afteran appropriate
investigation by the covered entity or after
consultationwith the relevant federal, state
or local agenciesresponsible forlaw
enforcement, the covered entity determines
thatarisk of identity theft or other fraud
to any consumer is not reasonably likely
to occur as aresult of the breach. Sucha
determination must be documented inwriting
and retained forfive years.

Other obligations:

Any business that must notify more than 1000
persons at one time of a security breach isalso
required to notify consumer reportingagencies.

Encryption Safe Harbor:
Statute not applicableif the
personal data that waslost,
stolen oraccessed by an
unauthorized individual is
encrypted, redacted or
otherwise rendered
unreadable orunusable.

Other exemptions:

Exemptionforgood faith
acquisition of personal
information by an employee
or agent of a covered entity
fora legitimate purpose so
long aspersonal information
isnotused in violation of
applicable law orin a manner
thatharmsor poses an
actual threat to the security,
confidentiality orintegrity of
the personal information.
Covered entity deemedin
compliance withthe Missouri
statute if it maintainsand
complieswith itsown
notification proceduresas
part of an information
security policy and whose
proceduresare consistent
with Missouri’s timing
requirements.

Any business that complies
with the notification
proceduresimposed by its
primary orfunctional federal
or state regulatorisdeemed

Attorney General must
be notified if a single
breachresultsin
notification to more
than 1,000 Missouri
residents.

The notice must describe
timing, distribution and
content of noticeto
residents.

A determination of no
likelihood of harm:
Does not require
notification to attorney
general.

Other exemptions,
cont’'d:

Financial institutionsare
exemptif they are subject
to and comply with
federal interagency

For willfuland Priv ate Cause of

knowing violations, =~ Action: No.

actual damages

and/or civil

penaltiesnotto Enforcement by

exceed $150,000 Attlorney General
only.

foreach security
breach.

in compliance with the guidelines.
Missouri statute.
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Information cov ered:
Personal information of Montana residents

Definition includes medical record
information, taxpayeridentification number,

or an identity protection personal
identification numberissued by the United
Statesinternal revenue service.

Important definitions:

“Security Breach”meansunauthorized
acquisition of computerized datathat
materially compromisesthe security,
confidentiality or integrity of personal
information and causesorisreasonably
believedto cause lossor injuryto a
person.

‘“Medical Record Information" means
personal information that: (a) relatesto an
individual'sphysical ormental condition,
medical history, medical claimshistory, or
medical treatment;, and (b) isobtained from
a medical professional or medical care
institution, from the individual, or from the
individual'sspouse, parent orlegal
guardian.

‘Redaction”meansthe alteration of
personal information contained within data
to make all ora significant part of thedata
unreadable. The term includestruncation,
which meansthat no more than thelast
fourdigitsof an identification number are
accessible as part of the data.

Subjectto statute:

Any person or business that
conductshusinessin Montana
and owns orlicenses
computerized datathat
includespersonal information.

(Insurance-support
organizationsare also covered
by Mont. Code §33-19-321.)

Third party recipients:

Any person or business that
maintainscomputerized data
containing personal
information of Montana
residentsthat the person or
business does not own must
notify the ownerorlicensee of
the information of any security
breach immediately following
discovery of the breach.

Written, electronic or telephonic notice must
be provided to victimsof a security breach
without unreasonable delay, unlessa law
enforcement agency determinesthat notice will
impede a criminal investigation (in which case
notification isdelayed until authorized by law
enforcement).

e Substitute notice is av ailable by means
prescribed in the statute if coststo exceed
$250,000, affected classexceeds500,000
persons, or covered entity hasinsufficient
contactinformation.

« Notice not required if covered entity
determinesthat security breach has not
materially compromised the security,
confidentiality or integrity of personal
information and has not caused or is not
reasonablylikelyto cause loss orinjury
to a person.

Other Obligations:

If the notice provided suggestsorimpliesthat a
consumer can obtain a copy of theirfile from a
creditreporting agency, thebusinessmust
coordinate withthe credit reportingagency
regarding the timing, content and distribution of
notice to the Montanaconsumer so long asthe
coordinationdoesnot unreasonable delay the
notice to the affected individuals.

Encryption Safe Harbor:
Statute not applicableif the
personal data that waslost,
stolen oraccessed by an
unauthorized individual is
encrypted.

Other exemptions:

Exemptionforgood faith
acquisition of personal
informationby an employee
or agent of a covered entity
forthe purposes of that
covered entity so long as
personal information isnot
used or subject to further
unauthorized disclosure.

Covered entitydeemedin
compliance withthe Montana
statute if it maintainsand
complieswith itsown
notification proceduresas
part of an information
security policy and whose
proceduresare consistent
with the timing requirements
of the Montana statute.

Penaltiesfora
violation of the
statute are
provided in Mont.

Consumer Protection
Office of Attorney
General mustbe
notified at the same
time as notice is

provided to affected Temporary and
individuals. permanent
Notice will consist of an injunctions
electronic copy of the available.

notification to individuals
and a statement
providing the date and
distribution method of the
required notification.

If notice will be provided
to more than one
individual,a single copy
of the notification must be
submitted indicatingthe
number of individualsin
the state who received
notification.

A determination of no
likelihood of harm:
Does not require
notification to Attorney
General.

Code §30-14-142.

Priv ate Cause of
Action: No.

Copyright ©2009-2020 Mintz, Levin, Cohn, Ferris, Glovsky & Popeo, P.C.
Current as of July 1, 2020 - FOR INFORMATIONAL PURPOSES ONLY

Boston | London |

Los Angeles

| New York | San Diego | San Francisco |

Washington // mintz.com


http://leg.mt.gov/bills/mca/30/14/30-14-1704.htm

“ MINTZ

State /
Link to
Statute

Information Covered/

Important Definitions

Covered
Entities®/
Third Party Recipients

Notice Procedures & Timing/
Other Obligations

Encryption
Safe Harbor /
Other Exemptions

Notification to
Regulator /
Waiver

Private Cause of
Action /
Enforcement

Penalties

Nebraska

Clickhere to
review text of
statute.

Return to Index
of States

Information cov ered:

Personal information of Nebraska
residents.

Definition includes (i) unique electronic
identification number orrouting code in
combination withany required security
code, access code orpassword, (ii)
unigue biometric data, such asfingerprint,
voice print, orretina oririsimage, orother
unigue physical representation,and (iii) a
user name oremail addressin combination
with a password or security question and
answer that permitsaccessto an online
account.

Important definitions:

“Security Breach”meansan unauthorized
acquisition of unencrypted computerized
data that compromisesthe security,
confidentiality, orintegrity of personal
information.

‘Redact”’meansaltering or truncating data
in a way that only the last fourdigitsof a
social security number, driverslicense
number, state identification card or account
numberare accessible.

‘Encrypted”meansconverted by use of an
algorithmic processto transform data into a
form in which the data isrendered
unreadable orunusable without use of a
confidential processor key. Data is not
considered encrypted ifthe confidential
process orkey was or is reasonably
believedto have been acquired asa result
of the security breach.

Subjectto statute:

Individual orcommercial entity
that conductsbusinessin
Nebraska and that ownsor
licensescomputerized data
which includespersonal
informationabout a Nebraska
resident.

Third party recipients:

Any individual orcommercial
entity that maintains
computerized datacontaining
personal information that the
individual orcommercial entity
doesnot own must notify the
owneror licensee of the
information of any security
breach when itbecomes
aware of such breach if use of
personal information foran
unauthorized purpose
occurred oris reasonably likely
to occur.

Written, electronic or telephonic notice must
be provided to victimsof a security breach as
soon as possible and withoutunreasonable
delay, unlessa law enforcement agency
determinesthat notice willimpede a criminal
investigation (inwhich case notificationis
delayed until authorized by law enforcement).

e Substitute notice is av ailable by means
prescribed in the statute if coststo exceed
$75,000, affected classexceeds100,000
persons, covered entity hasinsufficient
contact information, orif the covered entity
has ten employeesor fewerand
demonstratesthat the cost of providing
notice will exceed $10,000.

¢ Notice not required if, aftera reasonable
and prompt investigation, the covered entity
determinesthere is no reasonable
likelihood that the personal information
has been or will be used for an
unauthorized purpose.

Encryption Safe Harbor:
Statute not applicableif the
personal data (name ordata
elements) that waslost,
stolen oraccessed by an
unauthorized individual is
encrypted, redacted or
otherwise altered such that
the name ordata elements
are unreadable.

Other exemptions:

Exemptionforgood faith
acquisition of personal
information by an employee
or agent of a covered entity
forthe purposes of the
covered entity so long as
personal information isnot
used or subject to further
unauthorized disclosure.

Acquisition of personal
information pursuant to
search warrant, subpoena or
court orderis not a security
breach.

Covered entity that maintains
and complieswith itsown
notification proceduresas
part of an information
security policy and whose
proceduresare consistent
with the timing requirements
of the Nebraska statute is
deemed in compliance.

Attorney General must
be notified not later
than time when notice
is provided to affected
residents.

A determination of no
likelihood of harm:
Does not require
notification to Attorney
General.

A waiv er of the statute is
void and unenforceable.

Other exemptions,
cont’d:

Any covered entity that
complieswith the
proceduresimposed by
its primary or functional
federal or state regulator
isdeemed in compliance
with the Nebraska statute
ifit notifiesaffected
residentsand the
Attorney General in
accordance with the
maintained proceduresin
the event of a security
breach.

Direct economic Priv ate Cause of

damagesforeach Action: No.

affected Nebraska

residentinjured by

aviolation. Enforcement by
Attorney General
only.
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Nev ada

Clickhere to
review text of
statute.

Information cov ered:

Personal information of Nevadaresidents
when the name and the data elementsare
not encrypted.

Definition includes (i) medical identification
number, (i) health insurance identification
number, and (iii)a username, unique
identifier or electronic mail addressin
combination with a password, access code
or security guestion and answer that would

permitaccessto an onlineaccount.

Important definitions:

“Security Breach”meansunauthorized
acquisition of computerized datathat
materially compromisesthe security,
confidentiality or integrity of personal
information.

Subjectto statute:

Any institution of higher
education, corporation,
financial institution or retail
operator orany othertype of
business entity orassociation
that handles, collects,
disseminatesorotherwise
dealswith nonpublic personal
information.

Third party recipients:

Any covered entity that
maintainscomputerized data
containing personal
informationthat the covered
entity doesnot own must notify
the ownerorlicensee of the
information of any security
breach immediately following
discovery of the breach.

Written or electronic notice mustbe provided
to victimsof a security breach within the most
expedienttime possible and without
unreasonable delay, unlessa law enforcement
agency determinesthat noticewillimpede a
criminalinvestigation (in which case notification
is delayed until authorized by law enforcement).

Substitute notice is av ailableby means
prescribed in the statute if coststo exceed
$250,000, affected classexceeds500,000
persons, or covered entity hasinsufficient
contactinformation.

Notice only required if security breach
materially compromisesthe security,
confidentiality or integrity of personal
information.

Other obligations:

Any covered entity that must notify more than
1,000 residentsat one time of a security breach
is also required to notify consumer reporting
agenciesof the security breach without
unreasonable delay.

A business maintaining recordswhich contain
personal information concerning customersmust
take reasonable measuresto protect records
from unauthorized accessand, when they are
no longerneeded, ensure the destruction of
those records in accordance with the statute.

Encryption Safe Harbor:
Statute not applicableif the
personal data that waslost,
stolen oraccessed by an
unauthorized individual is
encrypted.

Other exemptions:
Exemptionforgood faith
acquisition of personal
informationby an employee
or agent of the covered entity
fora legitimate purpose of
the covered entity so long as
the personal informationis
not used for a purpose
unrelated to the covered
entity orsubject to further
unauthorized disclosure.

A covered entityisdeemed in
compliance withthe Nevada
statute if it maintainsand
complieswith itsown
notification proceduresas
part of an information
security policy and whose
proceduresare consistent
with the timing requirements
of the Nevada statute.

A covered entityisdeemed in
compliance withthe Nevada
statute if it complieswith the

privacy and security

A determination of no
likelihood of harm:
Does not require
notification to Attorney
General.

Awaiv er of the statute is
void and unenforceable.

Attorney General
may bring an action
against a covered
entity to obtain a

Priv ate Cause of
Action: No.

A covered entity that

temporary or \

permanent providesthe
injunction against notification required
violations. by the Nevada statute

may commence an
action fordamages
against a person that
unlawfully obtained or
benefitedfrom
personal information
obtainedfrom records
maintained by the
covered entity.
Damagesand
restitution relief are
available.

provisionsofthe GLBA.
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of States
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Information cov ered:
Personal information of New Hampshire.

New Hampshire

Clickhere to
review text of
statute (see N.H.
Rev. Stat. §359-
C:19, etseq.)

New Hampshire hasspecific statutes
which could apply if an individual'smedical
informationiscompromised.

Important definitions:

“Security Breach”meansunauthorized
acquisition of computerized datathat

For specificrules
applicable to the

insurance ) - . -
industry click compromisesthe security or confidentiality
here. of personal information.

“Encrypted”meansthe transformation of
data through the use of an algorithmic
process into a form for which there isa low
probability of assigning meaning without
use of a confidential processorkey, or
securing the information by another
method that rendersthe data elements
completely unreadable orunusable.

Subjectto statute:

Any person, business, legal
entity orgovernmental entity
that conductsbusinessin New
Hampshire and owns,
maintainsorlicenses
computerized datathat
includespersonal information.

Third party recipients:

Any covered entity that
maintainscomputerized data
containing personal
informationthat the covered
entity doesnot own must notify
the ownerorlicensee of the
information of any security
breach immediately following
discovery of the breach and
provide cooperation asneeded
and required by statute.

Written, electronic or telephonic notice must
be provided to victimsof a security breach as
soon as possible.

¢ Notice to affected residentsisrequired to
contain specific content describedin statute.

e Substitute notice is av ailable by means
prescribed in the statute if coststo exceed
$5,000, affected classexceeds 1,000
persons, or covered entity hasinsufficient
contactinformation.

e Notification is not requiredifitis
determined that misuse of the information
has not occurred and is not reasonably
likelyto occur.

Other obligations:

Any covered entity that must notify more than
1,000 consumersat one time of a security
breach isalso required to notify consumer
reporting agenciesof the security breach without
unreasonable delay.

Encryption Safe Harbor:
Statute not applicableif the
personal data that waslost,
stolen oraccessed by an
unauthorized individual is
encrypted.

Data acquired in combination
with the required key,
security code, access code
or password is not
considered encrypted.

Other exemptions:

Exemptionforgood faith
acquisition of personal
informationby an employee
or agent of a person forthe
purposes of the person’s
business so long aspersonal
informationisnot used or
subject to further
unauthorized disclosure.

Any person engaged in trade
or commerce subject to RSA
358-A:3, | which maintains
proceduresfor security
breach notification pursuant
to a state or federal regulator
will be deemed incompliance
with the New Hampshire
statute.

A covered entityisdeemed in

compliance withthe New
Hampshire statute ifitis

Attorney General or the
primary regulator
applicable to covered
entity must be notified
of a security breach.
Any person engaged in
trade orcommerce
subjectto RSA 358-A:3, |
must notify the regulator
which hasprimary
regulatory oversuch
trade orcommerce. All
others notify must notify
the Attorney General.

Notice mustinclude
anticipated date of notice
to individualsaffected
and the approximate
number of individualsin
the state who will be
notified.

A determination of no
likelihood of harm:
Does not require
notification to Attorney
General.

Awaiv er of the statute is
void and unenforceable.

Civil penaltiesup to
$10,000 per
violation when
actionsbrought by
the Attorney
General (injunctive
and restitution relief
also available).

Private citizens
injured asa result
of violation may
bring an action for
damagesand for
equitable relief,
includingan
injunction.
Recovery will be
actual damages(or
up to two to three
timesactual
damagesif
violation was
knowing and
willful).

Priv ate Cause of
Action: Yes.

Attorney General and
affected residentscan
enforce.

A prevailing plaintiff
may also be
awarded costs and
reasonable
attorney’sfees.

subjectto the GLBA.
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of States
Copyright ©2009-2020 Mintz, Levin, Cohn, Ferris, Glovsky & Popeo, P.C. Boston | London | Los Angeles | New York | San Diego | San Francisco | Washington // mintz.com

Current as of July 1, 2020 - FOR INFORMATIONAL PURPOSES ONLY


http://www.gencourt.state.nh.us/rsa/html/NHTOC/NHTOC-XXXI-359-C.htm
https://legiscan.com/NH/text/SB194/id/1863418
http://www.gencourt.state.nh.us/rsa/html/XXXI/358-A/358-A-3.htm
http://www.gencourt.state.nh.us/rsa/html/XXXI/358-A/358-A-3.htm
http://www.gencourt.state.nh.us/rsa/html/XXXI/358-A/358-A-3.htm

“ MINTZ

State /
Link to
Statute

New Jersey

Clickhere to
review text of
statute (see N.J.
Stat., Title 56,
8§56:8-161 et
seq.)

Information Covered/

Important Definitions

Information cov ered:

Personal information of New Jersey
residents.

Definition also includes:

. Dissociated data that, if linked,
would constitute personal
informationispersonal
informationif the meansto link
the dissociated data were
accessed in connection with

Covered
Entities®/
Third Party Recipients

Subjectto statute:

Any business that conducts
businessin New Jersey, or
any public entity that compiles
or maintainscomputerized
records thatinclude personal
information.

Third party recipients:

Any covered entity that
maintainscomputerized

Notice Procedures & Timing/
Other Obligations

Written or electronic notice mustbe provided
to victimsof a security breach within the most
expedienttime possible and without
unreasonable delay, unlessa law enforcement
agency determinesthat notice willimpede an
investigation (inwhich case notificationis
delayed until authorized by law enforcement).

e Substitute notice by meansprescribed in
the statute if costs to exceed $250,000,
affected classexceeds500,000 persons, or
covered entity hasinsufficient contact
information.

Notification to
Regulator /
Waiver

Encryption
Safe Harbor /
Other Exemptions

Encryption Safe Harbor:
Statute not applicableif the
personal data that waslost,
stolen oraccessed by an
unauthorized individual is
encrypted or secured by any
othermethod ortechnology
thatrendersthe personal
informationunreadable or
unusable.

in the Department of
Law and Public Safety

notification to
customers.

A determination of no
likelihood of harm:

Does not require
notification to Attorney

Division of State Police

must be notified prior to

Private Cause of
Action /
Enforcement

Penalties

Priv ate Cause of
Action: No*.

*A private cause of
action isavailable
underthe New Jersey
Personal Information
and Privacy
Protection Act
(appliesonly to retail
establishments).

- h S Other exemptions: General.
access to the d@omated data. records containing personal « Notice not required if the covered entity Exemptionfor good faith
¢ User name, email address, or information on behalfof establishesthat misuse of the information  acquisition of personal
any otheraccount holder anotherbusinessor public is not reasonably possible. Such information by an employee
|dent|fy|ng mfo_rmanon, n entl'tymustnotlf)_/such_other determinationsmust be documented in or agent of covered entity for
combination with any password business or public entity of any writing and retained forfive (5) years. alegitimate business
or security question and answer ~ security breach.
that would permit accessto an _ _ _ Fn%gﬂomssﬂs:nli%?%?jseeﬁg?gl
online account. Notice for breachesinvolvinguser name or
password, in combination withany password of Eurpose unrelc;t.ed to t?e h
o security question and answer ONLY (and no usiness orsu .JECt to further
Important definitions: other personal information): unautherized disclosure.
“SecuﬁtyBreach”r_ne_ansunau_thorized «  Covered entitiesmay provide A cove_red ent?ty isdeemed in
access to electronic files, mediaordata T e T TT T compliance withthe New
containing personal information that that directsthe consumerswhose Jersey statute |f.|t maintains
compromisesthe security, confidentiality or personal information hasbeen and complieswith itsown
integrity of personal information when breached to promptly change any nonﬂcauon proced_uresas
access to the personal information hasnot password and security question or partof an information
been secured by encryption or by any answer, as applicable, orto take other security policy and whose
othermethod of technology that renders appropriate stepsto protect the online proceduresare consistent
the personal information unreadable or account with the businessor public with the timing requirements
unusable. entity and all other online accountsfor of the New Jersey statute.
which the consumeruses the same
Note: Retail establishmentsin New Jersey user name oremail addressand
are also regulated by the New Jersey password orsecurity question or
Personal Informationand Privacy answer
Protection Act, which governscollection e Anybusinessor public entity that
and use of personal information, and furnishesan email account shall not
providesfinesand a private right of action provide notificationto the email
Returnto Index  forviolations. account that issubject to the breach.
of States Notice shall be provided by another
method describedin the statute or by
clearand conspicuousnotice
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New Jersey, delivered to the consumer online
cont’d when the consumerisconnected to

the onlineaccount from an IP address
or onlinelocation fromwhich the
business or public entity knowsthe
consumer customarily accessesthe
account.

Other obligations:

Any covered entity that must notify more than
1,000 consumersat one time of a security
breach isalso required to notify consumer
reporting agenciesof the security breach without
unreasonable delay.

Any business or public entity must destroy or
arrange for destruction any customerrecords
within itscustody or control containingpersonal
informationwhich it nolonger needsby
shredding, erasing or otherwise modifyingthe
personal information so that itisunreadable,
undecipherable or nonreconstructable through
generally available means.

Return to Index
of States
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New Mexico

Clickhere to
review final text
of statute.

Information cov ered:

Personal information of New Mexico
residents.

Definition includesbiometric data.

Important definitions:

“Biometric Data” meansa record
generated by automatic measurementsof
an identified individual'sfingerprints, voice
print, irisor retina patterns, facial
characteristicsorhand geometry thatis
used to uniquely and durably authenticate
an individual'sidentity when theindividual
accesses a physical location, device,
system or account.

‘Encrypted”meansrendered unusable,
unreadable orindecipherable to an
unauthorized person through a security
technology or methodology generally
accepted in the field of information
security.

“Security Breach”meansthe unauthorized
acquisition of unencrypted computerized
data, or of encrypted computerized data
and the confidential processorkey used to
decrypt the encrypted computerized data,
that compromisesthe security,
confidentiality orintegrity of personal
identifying information maintained by a
person.

“Service Provider”meansany person that
receives, stores, maintains, licenses,
processes or otherwise is permitted access

Subjectto statute:

Any person that owns or
licensescomputerized data
thatincludespersonal
information.

Third party recipients:

A third party covered entity
that maintainscomputerized
data containing personal
informationthat the covered
entity doesnot own orlicense
must notify the owneror
licensee of any security breach
involving the personal
informationin the most
expedienttime possible but
not laterthan forty-five (45)
days following determination of
the breach unlessthe third
party covered entity
concludes, afteran
appropriate investigation, that
the security breach doesnot
give rise to a significant riskof
identity theft or fraud..

Written or electronic notice mustbe provided
to New Mexico residentswhose personal
informationisreasonably believedto have been
subject to a security breach in the most
expedienttime possible but not later than forty-

five (45)days following the determination of

the breach, unlessalaw enforcement agency
determinesthat notice willimpede a criminal
investigation (inwhich case notificationis
delayed untilauthorized by law enforcement).

Specific content requirements prescribed by
statute for notice to individuals.

Substitute notice is availableby means
described in the statute if coststo exceed

$100,000, affected classexceeds50,000

persons, or covered entity hasinsufficient
contactinformation.

Notice not required if the covered entity
responsible forthe data concludesaftera
reasonable investigation thatthe security
breach does not giverise to asignificant
risk of identity theft or fraud.

Other obligations:

Any covered entity that must notify more than
1,000 New Mexico residentsof a single security
breach isalso required to notify major consumer
reporting agenciesin the most expedient time
possible but not later than forty-five (45) days
following determination of the breach.

A covered entity must ensure proper disposal of
records containing personal informationwhen
they are no longerreasonably needed for
business purposes by meansof shredding,
erasing or otherwise modifying the personal

Encryption Safe Harbor:
Statute not applicableif the
personal information that was
acquired by an unauthorized
individual isencrypted.

Safe harbornotavailableif
the confidential processor
key is compromised together
with the encrypted data.

Other exemptions:

Exemptionforgood faith
acquisition of personal
informationby an employee
or agent of covered entity for
alegitimate business
purpose so long aspersonal
informationisnot subject to
further unauthorized
disclosure.

A covered entityisdeemed in
compliance withthe New
Mexico statute if it maintains
and complieswith itsown
notification proceduresas
part of an information
security policy and whose
proceduresare consistent
with the timing requirements
of the New Mexico statute.

Attorney General must
be notified not later
than forty-five (45) days
after determination of a
security breach if more
than 1,000 New Mexico
residents are affected.
Notification mustinclude
the number of New
Mexico residentsaffected
and a copy of the
notification letter.

A determination of no
likelihood of harm:

Does notrequire
notification to Attorney
General.

Other obligations,
cont’d:

A covered entity must
implement and maintain
reasonable security
proceduresand practices
appropriate to the nature
of the informationto
protect the personal
information from
unauthorized access,
destruction, use,
modificationor

Attorney General
may bring actionto
seek injunctive
reliefand award of
damagesforactual
costs or losses,
including
consequential
financial losses.

Ifa court
determinesthata
covered entity
violatedthe statute
knowingly or
reckdessly, the
court mayimpos a
civil penalty of up
to $25,000 or
$10.00 per
instance of failed
notificaionup to a
maximum of
$150,000.

Priv ate Cause of
Action: No.

Other obligations,
cont’d:

A covered entity
that discloses
personal
information of New
Mexico residentsto
a service provider
must have a
contractin place
with the service

O eI e I I e (el information contained inthe recordsto make it A covered entity that is disclosure. provider requiring
its provision of servicesdirectly to a person - subiectto GLBA or HIPAA is )
thatissubject to regulation. unreadable orundecipherable. J tfrom New Mexico reasonable security
exempt from New Mexico’s proceduresand
statute. practices
Return to Index appropriate to the
of States nature of the
personal
informationand to
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New York

Clickhere to
review text of
statute (see N.Y.
Gen. Bus. Law,
Article 39-F, §
899-AA). Click
here to review
the Stop Hacks
and Improve
Electronic Data
Security Act
("SHIELD Act").
[For specific
rulesapplicable
to state agencies
—see N.Y. State
Technology Law,
§208.]

[For covered
entities
licensedin New
York City - see
N.Y. City Admin.
Code, Title 20,
Chapter1, 820-
117 foradditional
notification
requirements.]
[For specific
rulesapplicable
to Financial
Services
Companies—
clickhere.]

Return to Index
of States

Information cov ered:
Private information of New Yorkresidents.

“Personal Information”includesany
information concerninga natural person
which, because of name, number, personal
mark or otheridentifier can be used to
identify such natural person.

“Private Information”meanseither:
(i) personal informationin combination with

e anyofthe data elementsof
typical personalinformation
definition;

e account number, creditordebit
card number, in combination with
any required security code,
access code, password, or
other information that would
permitaccessto an individual's
financial account;

e accountnumber, creditor debit
card number, if circumstances
exist wherein such number could
be used to access an individual's
financial accountwithout
additional identifying information,
security code, access code, or
password;

. biometric information; or

(ii)auser name oremail addressin
combination with a password or security

question and answer that would permit
access to an online account.

Important definitions:

“Security Breach”meansunauthorized
access to or acquisition of, oraccessto or
acquisitionwithout valid authorization of
computerized datathat compromisesthe
security, confidentiality or integrity of

private information maintained by a
business.

Subjectto statute:

Any person or business which
owns or licensescomputerized
data which includesprivate
information.

Third party recipients:

Any person or business that
maintainscomputerized data
which includesprivate
informationwhich such person
or business doesnot own
must notify the owneror
licensee of any security breach
involving private information
immediately following
discovery of the breach.

Written, electronic or telephonic notice must
be provided to victimsof a security breach
within the most expedient time possible and
without unreasonable delay, unlessa law
enforcement agency determinesthat notice will
impede an investigation (in which case
notification isdelayed untl authorized by law
enforcement).

¢ Notice to affected residentsisrequired to
contain specific content describedin statute.

e Electronic notice permitted only when the
consumerto be notified hasconsented to
such notice, and when such email address,
its password, or its security question, was
notinvolvedin the breach. Alogofall
consumers notified electronically must be
kept.

e Substitute notice is av ailable by means
prescribed in the statute if a business
demonstratesto the state attorney general
that costs to exceed $250,000, affected class
exceeds500,000 persons, or covered entity
has insufficient contact information.

Other obligations:

Any covered entity that must notify more than
5,000 New York residentsat one time of a
security breach is also required to notify
consumerreporting agencieswithoutdelaying
notice to affected New Yorkresidents.

Encryption Safe Harbor:
Statute not applicableif the
personal data that waslost,
stolen oraccessed by an
unauthorized individual is
encrypted.

Safe harbornotavailableif
the compromised data was
encrypted with an encryption
key that has also been
acquired.

Other exemptions:

Exemptionforgood faith
access to, oracquisition of
private informationby an
employeeoragentofa
business for the purposesof
the business so long asany
private informationisnot
used or subjectto
unauthorized disclosure.

Notice to consumersnot
required if exposure to
private informationwasan
inadvertentdisclosure by
persons authorized to access
private information, and the
business reasonably
determinessuch exposure
will not likely resultinmisuse
of such information, or
financial harmto the affected
persons or emotional ham in
the case of unknown
disclosure of online
credentials. Such
determination must be in
writing and maintained for5
years. Ifincidentaffects
more than 500 NY residents,

Attorney General and
Department of State
and Division of State
Police must be notified
of a security breach
withoutdelaying notice
to affected residents.
The notification must
describe timing, content
and distribution of the
noticesto residentsand
the approximate number
of affected persons, and
mustinclude atemplate
of the resident notice.

Any covered entity
required to provide
notification of a breach,
including breach of
informationthatis not
"private information" to
the secretary of health
and human services
pursuantto HIPAA or
HITECH shall provide
such notification to the
state attorney general
within five businessdays
of notifyingthe secretary.

Injunctiverelief
available, aswell
as actual costs or
losses incurred by
affected residents,
including
consequential
financial losses.

For knowing or
willful violations,
civil penaltiesof the
greater of $5,000
or up to $20 per
instance of failed
notification,
provided that the
latteramountmay
not exceed
$250,000.

Priv ate Cause of
Action: No.

Attorney General may
bring action on behalf
of victimsofa
security breach within
three years of earlier
of: (i) date Attorney
General became
aware of incident; or
(ii) date of notice to
Attorney General. In
no eventmay an
action be brought
aftersix years from
the date of discovery
of a breach, unless
the company took
steps to hide the
breach.
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New York, . In determining whetherinformation
cont’d has been accessed, oris reasonably

believed to have beenaccessed, by
an unauthorized person or a person
without valid authorization, such
business may consider, among
otherfactors, indicationsthat the
informationwasviewed,
communicated with, used, oraltered
by a person withoutvalid
authorizationor by an unauthorized
person.

e Indeterminingwhetherinformation has
been accessed, oris reasonably
believedto have been accessed, by an
unauthorized person ora person
without valid authorization, such
business may consider, among other
factors, indicationsthat the information
was viewed, communicated with, used,
or altered by a person without valid
authorizationor by an unauthorized
person.

e Determinationwhetherinformation has
been acquired, orisreasonably
believedto have been acquired, by an
unauthorized person ora person
without valid authorization can include
factors such as: (a) indicationsthat the
informationisin the physical possession
and control of an unauthorized person,
such as a lost or stolen computer or
otherdevice containing information, (b)
indicationsthat the information has
been downloaded or copied, and (c)
indicationsthat the information was
used by an unauthorized person, such
as fraudulent accountsopened or
instancesof ID theftreported.

Note: The statute containsa “reasonable
security requirement” for businessesthat
own or license private information of New
York residents, the specific requirements of
which are contained in the statute.

Return to Index
of States

awritten determination must
be provided to Attorney
General within 10 daysof
determination.

Covered entitiesthat provide
notice to consumersofan
incidentpursuant to the
following lawsare not
required to provide additional
notice to consumersunder
the statute, but are still
required to provide notice to
the Attorney General, Dept.
of State, and Division of
State Police:

GLBA
HIPAA/HITECH
HITECH

Regulated financial
services companies

. Data security rules and

requlationsof any
federal or New York

state agency
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North Carolina

Clickhere and
here to review
text of statute.

Return to Index

of States

Information cov ered:
Personal information of North Carolina.

Definition includes (i) employer taxpayer
identification numbers, (ii) Personal
Identification (PIN) Code, (iii) biometric
data, (iv) fingerprints, and (v) any other
numbersorinformation thatcan be used to
access a person’s financial resources.

Personal information doesnotinclude
electronic identification numbers, electronic
mail namesoraddresses, Internet account
numbers, Internet identification names,
parent’slegal surname prior to marriage, or
a password unless thisinformationwould
permit accessto a person’s financial
account orresources.

Important definitions:

“Security Breach”meansan incident of
unauthorized accessto and acquisition of
unencrypted and unredacted recordsor
data containing personal information where
illegal use of the personal information has
occurred orisreasonably likely to occuror
that createsa material riskof harm to a
consumer. Access to encrypted recordsor
data containing personal informationalong
with the confidential processor key
constitutesa security breach.
‘Encryption”meansthe use of an
algorithmic processto transform data into a
form in which the data isrendered
unreadable orunusablewithout use of a
confidential processor key.

Subjectto statute:

Any business that owns or
licensespersonal information
of residentsof North Carolina
or any business that conducts
businessin North Carolina that
owns or licensespersonal
informationin any form,
whether computerized, paper
or otherwise.

Third party recipients:

Any business that maintains
or possesses records ordata
containing personal
information of North Carolina
residentsthat the business
doesnot own or license must
notify the ownerorlicensee of
the information of any security
breach immediately following
discovery of the breach
consistent with law
enforcement needs.

Important definitions,
cont’d:

‘Redaction”meansthe
rendering of data so thatitis
unreadable oristruncated so
that no more than the last four
digitsof the identification
numberisaccessible aspart
of the data.

Written, electronic or telephonic notice must
be provided to victimsof a security breach
without unreasonable delay, unlessa law
enforcement agency requestsdelay in writing
due to itsdetermination thatnotification would
impede a criminal investigation or jeopardize
national orhomeland security (in which case
notification isdelayed untl authorized by law
enforcement agency).

e Electronic notice allowed only when the
consumerto be notified hasconsented to
receipt of electronic communications.

* Notice to affected residentsisrequired to
contain specific content describedin statute.

e Substitute notice is available by means
prescribed in the statute if coststo exceed
$250,000, affected classexceeds500,000
persons, covered entity hasinsufficient
contactinformation, or covered entity is

unable to identify particular affected persons.

¢ Notice not required if the business
responsible forthe data concludesthat the
security breach is not reasonably likely to
cause or create a “material risk of harm”
to consumers.

Other obligations:

Any business that must notify more than 1,000
persons at one time of a security breach isalso
required to notify consumer reporting agencies
without unreasonable delay.

Encryption Safe Harbor:
Statute not applicableif the
personal data that waslost,
stolen oraccessed by an
unauthorized individual is
encrypted orredacted.

Other exemptions:
Exemptionforgood faith
acquisition of personal
information by employee or
agentofabusinessfora
legitimate purpose so long as
personal information isnot
used for a purpose otherthan
alawful purpose of the
business and is not subject to
further unauthorized
disclosure.

Financialinstitutionssubject
to and in compliance with
federal interagency
guidelines, and credit unions
subject to the Final Guidance
on Response Programsfor
Unauthorized Accessto
MemberInformationand
Member Notice, are exempt.

Violationsfall under
G.S.875-1.1. Civil
penaltiesofup to
$5,000 per violation
are available under
G.S.875-15.2.

Consumer Protection
Division of Attorney
General mustbe
notified of a security
breach by a designated
online form.
Notification detailsthe
nature of the breach,
number of affected
individuals, the
circumstances
surrounding the breach,
the stepstaken to
preventasimilarbreach
in the future, and
informationabout the
timing, distribution and
content of noticeto
affected residents.

North Carolina Security
Breach Reporting Form.

A determination of no
likelihood of harm:
Does not require
notification to Attorney
General.

Awaiv er of the statute is
void and unenforceable.

Priv ate Cause of
Action: Yes, butonly
ifthe individualis
actuallyinjured asa
result of a violation of
the statute.

Enforcement by
Attorney General
underG.S.875.
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North Dakota Information cov ered:
Personal information of North Dakota

residents.

Clickhere to
review text of Definition also includes (i) date of birth, (ii)
statute. mothersmaiden name,(iii) employee

identification numberin combination with
anyrequired accesscode or password,
(iv) electronic ordigitized signature, (v)
health insurance information,and (vi)
medicalinformation.

Important definitions:

“Security Breach”meansunauthorized
acquisition of computerized datawhen
access to personal information hasnot
been secured by encryption orby any
othermethod ortechnology that renders
the electronic files, media or databases
unreadable orunusable.

‘Health Insurance Information”meansan

individual’shealth insurance policy number
or subscriber identification number and any
unique identifier used by a health insurer to

identify theindividual.

‘Medical Information”meansany
informationregardingan individual's
medical history, mental or physical
condition, or medical treatment or
diagnosisby a health care professional.

Subjectto statute:

Any person that owns or
licensescomputerized data
thatincludespersonal
information.

Third party recipients:

Any person that maintainsor
possesses records or data
containing personal
informationthat the person
doesnot own or license must
notify the ownerorlicensee of
the information of any security
breach immediately following
discovery of the breach.

Written or electronic notice mustbe provided
to victimsof a security breach within the most
expedienttime possible and without
unreasonable delay, unlessa law enforcement
agency determinesthat notice willimpede an
investigation (inwhich case notificationis
delayed until authorized by law enforcement).

e Substitute noticeis available by means
prescribed in the statute if coststo exceed
$250,000, affected classexceeds500,000
persons, or covered entity hasinsufficient
contactinformation.

Encryption Safe Harbor:
Statute not applicable if the
personal data that waslost,
stolen oraccessed by an
unauthorized individual is
encrypted. Both the name
informationand associated
data elementsmust be
encrypted.

Other exemptions:
Exemptionforgood faith
acquisition of personal
information by an employee
or agent of the covered entity
so long aspersonal
informationisnot used or
subjectto further
unauthorized disclosure.

A covered entityisdeemed in
compliance withthe North
Dakota statute if it maintains
and complieswith itsown
notification proceduresas
part of an information
security policy and whose
proceduresare consistent
with the timing requirements
of the North Dakota statute.

A financialinstitution, trust
company or credit union
subjectto and in compliance
with interagency guidance for
unauthorized accessto

Remediesfor
violationsare set

Attorney General must
be notified by mail or
email ifa single breach
results in notice to
more than 250
individuals.

Code 51-15.

Other exemptions,
cont'd:

A covered entity subject
to HIPAAisdeemedin
compliance with North

forthin N.D. Cent.

Priv ate Cause of
Action: No.

Enforcement by
Attorney General
only.

customerinformationand Dakota statute.
customernotice isdeemed in
compliance with North
Return to Index Dalota statute.
of States
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Ohio

Clickhere to
review text of
statute.

[For specific
rulesapplicable
to state agencies
—see Ohio Rev.
Code §1347.12]

[For specific Safe
Harbor
Requirements—
see Sec.
1354.02 of the
Revised Codes]

Return to Index
of States

Information cov ered:
Personal information of Ohio residents.

Important definitions:

“Security Breach”meansunauthorized
access to and acquisition of computerized
data that compromisesthe security or
confidentiality of personal information or
restricted information owned by orlicensed
to a covered entity and that causes,
reasonably isbelieved to have caused, or
reasonably isbelieved will cause a materal
risk of identity theftor other fraud to person
or property.

“Encryption”meansthe use of an
algorithmic processto transform data into a
form in which there isa low probability of
assigning meaningwithout use of a
confidential processor key.

‘Redacted”meansaltered or truncated so
that no more than the last fourdigitsof a
social security number, driverslicense
number, state identification card number,
account number, or credit or debit card
numberisaccessible aspart of the data.

Subjectto statute:

Any person, legal entity or
business entity that conducts
businessin the state that owns
or licensescomputerized data
thatincludespersonal
information.

Third party recipients:

Any person that, on behalf of
or atthe direction of another
person or governmental entity,
isthe custodian of or stores
computerized datathat
includespersonal information,
must notify that other person
or governmental entity of any
security breach in an
expeditiousmannerif the
access and acquisition by the
unauthorized person causesor
reasonablyisbelieved will
cause a material riskof identity
theft or otherfraud to an Ohio
resident.

Written, electronic or telephonic notice must
be provided to victimsof a security breach
within the most expedient time possible but no
later than forty-five (45) days following the
discoveryofthe breach, unlessalaw
enforcement agency determinesthat notice will
impede an investigation (in which case
notification isdelayed until authorized by law
enforcement).

e Substitute noticeis available by means
prescribed in the statute if coststo exceed
$250,000, affected classexceeds500,000
persons, or covered entity hasinsufficient
contactinformation. Substitute notice also

availableto business entities with 10
employees or few er that demonstrate
costs will exceed $10,000.

e Notification required solely in the case of
breachesthat have caused orare
reasonably likely to cause a material riskof
identity theft orotherfraud to an Ohio
resident.

Other obligations:

Any covered entity that must notify more than
1,000 Ohio residentsat one time of a security
breach isalso required to notify without
unreasonable delay consumerreporting
agencieswithoutdelaying natice to affected
Ohio residents.

Encryption Safe Harbor:

A covered entity may seekan
affirmative defense under
sections1354.01 to 1354.05
of the Revised Code by
meansfound in section
1354.02.

Other exemptions:

Exemptionforgood faith
acquisition of personal
informationor restricted
information by the covered
entity'semployee oragentfor
the purposes of the covered
entity's, provided that the
personal information or
restricted informationisnot
used for an unlawful purpose
or subject to further
unauthorized disclosure.

A covered entity subject to
HIPAAisdeemedin
compliance withthe Ohio
statute.

Afinancialinstitution, trust
company or credit union, or
any affiliatesthereof, subject
to and in compliance with
information security breach
protocolsimposed by a
functional government
regulatory agency, isdeemed
in compliance with Ohio
statute.

A determination of no
likelihood of harm:
Does not require
notification to Attorney
General.

Awaiv er of the statute is
void and unenforceable.

Civil penalty of up
to $1,000 foreach
day ofnon-
compliance with
statute, up to
$5,000 perday
after 60 days, and
up to $10,000 per
day after 90 days.

Priv ate Cause of
Action: No.

Enforcement by
Attorney General
only.
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Oklahoma

Clickhere to
review text of
statute (see
OKa. Stat., Title
24,88161to
166).

[For specific
rulesapplicable
to state agencies
—see OKa. Stat.
§874-3113.1)]

Information cov ered:

Personal information of Okkahoma
residents.

Important definitions:

“Security Breach”meansunauthorized
access and acquisition of unencrypted and
unredacted computerized datathat
compromisesthe security or confidentiality
of personal information maintained aspart
of a database of personal information
regarding multiple individualsand that
causes, or the covered entity reasonably
believescaused orwill cause, identity theft
or otherfraud to any Okahomaresident.

‘Encrypted”meanstransformation of data
through the use of an algorithmic process
into a form in which there isa low
probability of assigning meaning without
use of a confidential processor key, or
rendering the dataelementsunreadable or
unusable by othermeans.

‘Redact”meansalteration or truncation of
data such that no more than five digitsof a
social security number orthe last four
digitsof a driverlicense number, state
identification card number oraccount
number are part of the data.

Subjectto statute:

Anindividual or entity that
owns or licensescomputerized
informationthatincludes
personal information.

Third party recipients:

Any covered entity that
maintainscomputerized data
containing personal
informationthat the covered
entity doesnot own orlicense
must notify the owneror
licensee of the information of
any security breach
immediately assoon as
practicable following discovery
of the breach.

Written, telephonic or electronic notice must
be provided to victimsof a security breach
without unreasonable delay, unlessa law
enforcement agency determinesthat notice will
impede a criminal or civil investigation or
jeopardize homeland or national security (in
which case notification isdelayed until
authorized by law enforcement).

e Substitute notice is av ailable by means
prescribed in the statute if coststo exceed
$50,000, affected classexceeds100,000
persons, or covered entity hasinsufficient
contact information ordoesnot have consent
to provide notice otherwise.

e Notification required solely in the case of
breachesthat the covered entity reasonably
believeshascaused orwill cause identity
theft or otherfraud to any Okahoma
resident.

Encryption Safe Harbor:
Statute not applicableif the
personal data that waslost,
stolen oraccessed by an
unauthorized individual is
encrypted orredacted. A
breach must also be
disclosed if the encryption
key is compromise.

Other exemptions:

Exemptionforgood faith
acquisition of personal
information by an employee
or agent of a covered entity
forthe purposes of the
covered entity so long asthe
personal information isnot
used for an unlawful purpose
or subject to further
unauthorized disclosure.

A covered entity isdeemed in

compliance withthe
Okahoma statute if it
maintainsand complieswith
its own notification
proceduresas part of an
information privacy or
security policy and whose
proceduresare consistent
with the timing requirements
of the Olahoma statute.

A covered entity that

complieswith the notification
requirementsimposed by its
primary orfunctional federal

A determination of no
likelihood of harm:
Does not require
notification to Attorney
General.

Other exemptions,
cont’d:

Financial institutions
subjecttoandin
compliance withfederal
interagency guidelines

Actual damages
resulting from a
violation of the
statute ora civil
penalty notto
exceed $150,000
perbreach.

Violationsof the
statute by state-
chartered or state-
licensed financial
institutionsmay
only be enforced by
the primary state
regulator of the
institution.

Priv ate Cause of
Action: No.

Enforcement by
Attorney General ora
district attorney.

regulatorisdeemedin are exempt.
compliance withthe
Oklahoma statute.
Return to Index
of States
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Oregon

Clickhere to
review text of
statute (see
Oregon Rev.
Stat. §646A.600
etseq.)

[For 2018
updatesto
Oregon Rev.
Stat. §646A.600
etseq —click

here

Return to Index
of States

Information cov ered:

Personal information of Oregon
consumers.

Definition includes (i) a passport numberor
otheridentification numberissued by the
United States; (ii) data from automatic
measurementsof a consumersphysical
characteristics, such as animage ofa
fingerprint, retina oriris, that are used to
authenticatethe consumer'sidentity inthe
course of a financial transaction or other
transaction; (iii) a healthinsurance policy
numberorhealth insurance subscriber
identification numberin combination with
any otherunigue identifierthat a health
insureruses to identify the consumer; or
(iv) information about a consumer’s
medical history ormental orphysical
condition orabout a health care
professional’smedical diagnosisor
treatment of the consumer. Definition also
includesa username orothermeansof
identifying a consumer for the purpose of
permitting accessto the consumer’s
account, togetherwith any other method
necessary to authenticate the username
or meansof identification.

If data elementshave not beenencrypted,
redacted orrendered unusable andthe
data element taken would enable a person
to commitidentity theft, the data element
can be considered personal information.

Important definitions:

“Security Breach”meansan unauthorized
acquisition of computerized datathat
materially compromisesthe security,
confidentiality or integrity of personal
informationthat a person maintains or
possess.

“Encryption”meansan algorithmic process
thatrendersdata unreadable orunusable

Subjectto statute:

Any person, legal entity or
publicbody (asdefined in
ORS 174.019) that owns, or
licenses, maintains, stores,
manages, collects, processes,
acquiresor otherwise
possesses personal
information, orthat hasaccess
to personal information asa
consequence of a contract,
thatthe person usesin the
course of the person’s
business, vocation, occupation
or volunteer activities.

Third party recipients:

A person that maintains,
stores, manages, collects,
processes, acquiresor
otherwise possesses orhas
access to personal information
on behalf of, asa
consequence of a contract, or
underlicense of, another
person shall notify the other
person afterdiscovering a
breach of security.

Written, telephonic or electronic notice must
be provided to victimsof a security breach in
the mostexpeditious manner possible,
withoutunreasonable delay, but not later
than 45 days after discovering orreceiving
notification of the breach of security unlessa
law enforcementagency determinesthat notice
will impede a criminal investigation (in which
case notification isdelayed until authorized by
law enforcement).

Notice to affected residentsisrequired to
contain specific content describedin statute.

Substitute notice is av ailable by means
prescribed in the statute if coststo exceed
$250,000, affected classexceeds250,000
persons, or covered entity hasinsufficient
contactinformation.

Notice not required if, after appropriate

investigation or consultation with relevantlaw

enforcement authorities, itis determined

that no affected consumers are likely to
suffer harm. Written documentation of this
determination isrequired and must be
retained for5 years.

A vendor shall notify the Attorney Generalin

writing or electronically if the vendor was subject
to a breach of security that involvedthe personal

information of more than 250 consumersor a
number of consumersthat the vendor could not
determinein the most expeditiousmanner
possible, without unreasonable delay, butnot
laterthan 45 daysafter discovering orreceiving
notification of the breach of security

Other obligations:
Any covered entity that must notify more than

1,000 Oregon residentsat one time of a security

breach isalso required to notify without
unreasonable delay consumerreporting
agencieswithoutdelaying notice to affected
Oregon residents.

Encryption Safe Harbor:
Statute not applicableif the
personal data that waslost,
stolen oraccessed by an
unauthorized individual is
encrypted, redacted or
otherwise rendered unusable
by other methods.

Safe harbornot availableifa
security breach involves
encrypted data but the
encryption key hasbeen
compromised.

Other exemptions:

Exemptionforgood faithand
inadvertentacquisition of
personal information by a
covered entity ora covered
entity'semployeeoragentif
the personal informationis
not used in violation of
applicable laworin a manner
thatharmsor poses an
actual threat to the security,
confidentiality or integrity of
the personal information.

A covered entityisdeemed in
compliance withthe Oregon
statute if it complieswith
notification requirementsor
proceduresimposed by its
primary or functional federal
regulatorthat are at least as
protective asOregon’s
statute.

Statute not applicableto a
covered entity that complies
with the Health Insurance
Portability and Accountability
Act of 1996 and the Health

Attorney General must
be notified
electronically or by mail
if asingle breach
affects 250 residents.

Attorney General must
receivewithina
reasonable time atleast
one copy of any notice
the person sends to
consumers or to the
person’s primary or
functional regulator.

A vendor must notify
the Attorney General
electronically or by mail
if abreachinvolves
more than 250
residents or the number
of residents cannot be
determined.

A determination of no
likelihood of harm:

Does notrequire
notification to Attorney
General.

Other exemptions,
cont’d:

A covered entity that
complieswith other state
or federal lawthatisat
least as thorough as
Oregon’sstatute is
exempt from Oregon’s
statute.

A covered entity thatis
subjectto GLBA or

Violationsare an
unlawful practice
under ORS
646.607.

Penaltiescan
include $1,000 per
violation.

Inthe case ofa
continuing
violation,each
day’s continuance
is a separate
violation. Maximum
penalty of
$500,000.

Priv ate Cause of
Action: No.

Enforcement by the
Director of the
Department of
Consumerand
Business Services.

If the director has
reason to believe that
any person has
engaged oris
engagingin any
violation of the
Oregon statute, the
directormayissue a
cease and desist
order, or require the
person to pay
compensationto
consumersinjured by
the violation. The
directormay order
compensationto
consumers only upon
afinding that
enforcement of the
rightsof the
consumers by private
civil actionwould be
so burdensome or
expensive asto be
impractical.
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Statute Important Definitions Third Party Recipients g Other Exemptions Waiver Enforcement
Oregon, cont'd without the use of a confidential processor Covered entitiesmust develop,implement and Information Technology for HIPAA is exempt from
key. maintain administrative, technicaland EconomicandClinicalHealth ~ Oregon’sstatute.
physical safeguardsto protect personal Act of 2009 if person
information. Note: ORS §654A.22(2)(d) informationthatissubjectto
contains expanded information security the ORS 646A.600 to
requirements. 646A.628 isalso subject to
Avendorthat discoversa breach of security or those acts
hasreason to believe that a breach of security
has occurred must notify a covered entity with
which the vendorhasa contract not laterthan
10 days afterdiscovering the breach.
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of States
Copyright ©2009-2020 Mintz, Levin, Cohn, Ferris, Glovsky & Popeo, P.C. Boston | London | Los Angeles | New York | San Diego | San Francisco | Washington // mintz.com

Current as of July 1, 2020 - FOR INFORMATIONAL PURPOSES ONLY



“ MINTZ

State /
Link to
Statute

Information Covered/

Important Definitions

Covered
Entities®/
Third Party Recipients

Notice Procedures & Timing/
Other Obligations

Encryption
Safe Harbor /
Other Exemptions

Private Cause of
Action /
Enforcement

Notification to
Regulator /
Waiver

Penalties

Pennsylv ania

Clickhere to
review text of
statute.

Return to Index

of States

Information cov ered:

Personal information of Pennsylvania
residents.

Important definitions:

“Security Breach”meansunauthorized
access and acquisition of computerized
data that materially compromisesthe
security or confidentality of personal
information maintained by a covered entity
as part of a database of personal
informationregarding multiple individuals
and that causes, or according to the
covered entity’'sreasonable beliefhas
caused or will cause, lossor injury to any
resident of Pennsylvania.

‘Encryption”meansthe use of an
algorithmic processto transform data into a
form in which there isa low probability of
assigning meaningwithout use of a
confidential processor key.

‘Redacted” meansaltered ortruncated so
thatno more than the last four digitsof a
social security number, driverslicense
number, state identification card number,
account number or financial account
numberisaccessible aspart of the data.

Subjectto statute:
Anyindividual or businessthat
maintains, storesor manages
computerized datathat
containspersonal information
of Pennsylvania residents.

Vendors:

A vendorthat maintains,
stores or manages
computerized dataon behalf of
a covered entity must provide
notice of any breach of the
security system following
discovery of the breach.

Written, telephonic or e-mail notice (if a prior

business relationship exists) mustbe
provided to victimsof a security breach without

unreasonable delay, unlessa law enforcement
agency determinesthat notice willimpede an
investigation (inwhich case notificationis
delayed until authorized by law enforcement).

e Substitute notice is availableby means
prescribed in the statute if coststo exceed
$100,000, affected classexceeds100,000
persons, or covered entity hasinsufficient
contactinformation.

* Notice not required if the covered entity
responsible forthe data concludesthat the
breach did not cause, orinits reasonable
belief has not caused oris not likelyto
cause, loss orinjuryto any resident of
Pennsylv ania.

e Notice only required if security breach
materially compromisesthe security,
confidentiality or integrity of personal
information.

Other obligations:

Any covered entity that must notify more than
1,000 personsat one time of a security breach is
also required to notify without unreasonable
delay consumerreporting agencies.

Encryption Safe Harbor:
Statute not applicableif the
personal data that waslost,
stolen oraccessed by an
unauthorized individual is
encrypted orredacted.

Safe harborisnotavailable if
the security breach islinked
to a breach of the security of
the encryption orifthe
security breach involvesa
person with access to the
encryption key.

Other exemptions:

Exemptionforgood faith
acquisitionby an employee
or agent of a covered entity
forthe purposes of the
covered entity so long as
personal information isnot
used for an unlawful purpose
or subjectto further
unauthorized disclosure.

A covered entityisdeemed in
compliance withthe
Pennsylvaniastatute if it
maintainsand complieswith
its own notification
proceduresas part of an
information privacy or
security policy and whose
proceduresare consistent
with the timing requirements
of the Pennsylvaniastatute.

A determination of no Violation of the Priv ate Cause of

likelihood of harm: statute constitutes Action: No.
Does not require 3” unfta_uror i
notification to Attorne eceptive actin
General i violation of the Enforcement by
: Unfair Trade Attorney General
Practicesand only.

Consumer
Protection Law.

Other exemptions,
cont’d:

A covered entity that
complieswith the
notification requirements
imposed by itsprimary or
functionalfederal
regulatorisdeemedin
compliance withthe
Pennsylvaniastatute.

Financialinstitutionsthat
comply with federal
interagency guidelines
are deemedin
compliance withthe
Pennsylvaniastatute.
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Rhode Island

Clickhere to
review text of
statute.

Return to Index

of States

Information cov ered:

Personal information of Rhode Island
residentswhen the name and the data
elementsare not encryptedorare in hard
copy, paper format.

Definition includes (i) medical information,
(ii) health insurance information, and (iii)
email addressin combination withany
required security code, accesscode, or
password thatwould allow accessto an
individual’spersonal, medical, insurance,
or financial account.

Important definitions:

“Security Breach”meansunauthorized
acquisition of unencrypted computerized
data that compromisesthe security,
confidentiality or integrity of personal
information.

‘Encrypted”meansthe transformation of
data through the use of a 128-bit or higher
algorithmic processinto a form in which
there is a low probability of assigning
meaningwithout use of a confidential
process orkey. Datawill notbe
considered to be encrypted ifitisacquired
in combinationwith any key, security code
or password that would permitaccessto
encrypted data.

‘Health Insurance Information”meansan
individual’shealth insurance policy
number, subscriberidentification number
or any unique identifier used by a health
insurer to identify the individual.

Subjectto statute:

Any person or legal
commercial entity that stores,
owns, collects, processes,
maintains, acquires, uses or
licensesdata thatincludes
personal information.

Third party recipients:
Referto covered entities
subject to statute to determine
if a third party recipient of
personal information is
implicated.

A covered entity that discloses
computerized unencrypted
personal information abouta
Rhode Island resident
pursuant to a contract with a
nonaffiliated third party must
require by contract that the
third-party implement and
maintain reasonable security
proceduresand practicesto
protect the personal
information.

Important definitions,
cont’d:

‘Medical Information”means
any informationregardingan
individual’smedical history,
mental or physical condition,
or medical treatment or
diagnosisby a health care
professional orprovider.

Written or electronic notice mustbe provided
to victimsof a security breach within the most
expedienttime possible but no later than forty-
five (45) calendar days after confirmation of
the breach and ability to ascertain
information for notice unless a law
enforcement agency determinesthat notice will
impede a criminal investigation (in which case
notification isdelayed until authorized by law
enforcement).

Notice to affected residentsisrequired to
contain specific content describedin statute.

e Substitute notice is av ailable by means
prescribed in the statute if coststo exceed
$25,000, affected classexceeds50,000
persons, or covered entity hasinsufficient
contactinformation.

o Notification not required if security
breach does not pose a significantrisk of
identity theft.

Other obligations:

A person orbusiness that ownsor licenses
computerized unencrypted personalinformation
about a Rhode Island residentmust implement
and maintaina risk-based information security
program that containsreasonable security
proceduresand practicesto protect personal
information.

Any covered entity that must notify more than
500 persons at one time of a security breach is
also required to notify without unreasonable
delay consumer reporting agencies.

Encryption Safe Harbor:
Statute not applicableif the
computerized personal data
that was lost, stolen or
accessed by an unauthorized
individual isencrypted.

Attorney General must
be notified if a single
breach affects more

than 500 residents.
Notificationwillinclude

informationabout timing,
content, distribution of
noticesand approximate
number of affected
individuals.

Other exemptions:

A covered entityisdeemed in
compliance withthe Rhode
Island statute if it complies
with notificationrequirements
or proceduresimposed by its
primary orfunctional federal
regulatorin the eventofa
security breach.

A covered entity isdeemed in
compliance withthe Rhode
Island statute if it maintains
and complieswith itsown
notification proceduresas
part of an information
security policy and whose
proceduresare consistent
with the timing requirements
of the Rhode Island statute.

A covered entity subject to
HIPAAisdeemedin
compliance withRhode
Island’s statute.

A financial institution, trust
company orcreditunion in
compliance withfederal
interagency guidelinesis
deemed in compliance with
Rhode Island’sstatute.

A determination of no
likelihood of harm:
Does not require
notification to Attorney
General.

Each reckiess Priv ate Cause of

violation isa civil Action: No
violation forwhich

a penalty of not

more than $100 per ~ Enforcementby
record may be Attorney General
imposed. only.

Each knowing and
willfulviolation isa
civil violationfor
which a penalty of
not more than $200
may be imposed.
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South Carolina

Clickhere to
review text of

statute (see S.C.
Code §39-1-90).

[For specific
rulesapplicable
to the insurance
industry —click
here ]

Return to Index

of States

Information cov ered:
Personal information of South Carolina
residents.

Definition also includesother numbersor
informationwhich may be used to access a

person’s financial accountsornumbersor
informationissued by a governmental or
regulatory entity that uniquely identify an
individual.

Important definitions:

“Security Breach”meansunauthorized
access to and acquisition of computerized
data that wasnot rendered unusable
through encryption, redaction or other
methodsthat compromise the security,
confidentiality or integrity of the personal
information, when illegal use of the
information hasoccurred oris reasonably
likely to occuroruse of the information
creates a material risk of harm to a
resident.

Subjectto statute:

A person orlegal entity
(including cooperative or
association) conducting
businessin South Carolina
and owning orlicensing
computerized dataorother
data thatincludespersonal
identifying information.

Third party recipients:

A person conductingbusiness
in South Carolina and
maintaining computerized data
or otherdata thatincludes
personal information that the
person does not own must
notify the ownerorlicensee of
the information of a security
breach immediately following
discovery of the breach.

Written, electronic or telephonic notice must
be provided to victimsof a security breach
within the most expedient time possible and
without unreasonable delay, unlessa law
enforcement agency determinesthat notice will
impede an investigation (in which case
notification isdelayed untl authorized by law
enforcement).

e Substitute notice is av ailable by means
prescribed in the statute if coststo exceed
$250,000, affected classexceeds500,000
persons, or covered entity hasinsufficient
contactinformation.

e Notification only required when illegal use
of the personal data acquired hasoccurred
orisreasonably likely to occur oruse of the
information createsa material riskof harm to
the resident.

Other obligations:

Any covered entity that must notify more than
1,000 personsat one time of a security breach is
also required to notify without unreasonable
delay consumerreporting agencies.

Encryption Safe Harbor:
Statute not applicableif the
personal data that waslost,
stolen oraccessed by an
unauthorized individual is
encrypted, redacted or
otherwise rendered unusable
orunusable.

Other exemptions:

Exemptionforgood faith
acquisition of personal
information by an employee
or agent of a covered entity
forthe purposes of its
business so long aspersonal
informationisnot used or
subjectto further
unauthorized disclosure.

A covered entityisdeemed in
compliance withthe South
Carolina statute if it maintains
and complieswith itsown
notification proceduresas
part of an information
security policy and whose
proceduresare consistent
with the timing requirements
of the South Carolina statute.

Afinancial institution subject
to GLBA is exempt.

Financialinstitutionssubject
to and in compliance with
federal interagency
guidelinesare deemedin
compliance withthe South
Carolina statute.

Consumer Protection
Division of Department
of Consumer Affairs
must be notified if a
single breach affects
more than 1,000
residents.

A determination of no
likelihood of harm:
Does notrequire

notification to Attorney
General.

Knowing and willful
violationssubject to

Priv ate Cause of
Action: Yes.

an administrative
fine inthe amount

of $1,000 foreach
affected resident

(amountto be
decided by
Department of

Consumer Affairs).

Aresident of South
Carolinawhois
injured by a violation
may institute a civil
action to seekan
injunctionand to
recoverdamagesand
attorneys' fees and
costs, if successful.

Copyright ©2009-2020 Mintz, Levin, Cohn, Ferris, Glovsky & Popeo, P.C.
Current as of July 1, 2020 - FOR INFORMATIONAL PURPOSES ONLY

Boston | London |

Los Angeles

| New York |

San Diego

San Francisco

| Washington // mintz.com


http://www.scstatehouse.gov/code/t39c001.php
https://www.scstatehouse.gov/sess122_2017-2018/bills/4655.htm
https://www.scstatehouse.gov/sess122_2017-2018/bills/4655.htm

“ MINTZ

State /
Link to
Statute

Information Covered/

Important Definitions

Covered
Entities®/
Third Party Recipients

Notice Procedures & Timing/
Other Obligations

Encryption
Safe Harbor /
Other Exemptions

Notification to
Regulator /
Waiver

Penalties

Private Cause of
Action /
Enforcement

South Dakota

Clickhere to
review text of
statute.

Return to Index

of States

Information cov ered:

Personal information of South Dakota
residents.

Definition includesusernamesand
passwords, financialinformation, personal
identification numbers (“PINS") orother
access codesfor financial accounts,
medicalinformation, health insurance
information, and identification number
assigned by an employerin combination
with any required security code, access
code, password, orbiometric data.

Also covers “protected information,” which
includesusername oremail addresswith
access code foronline accounts, and
account number or credit or debit card
number, in combination with any access
code forfinancial accounts.

Important definitions:

“Security Breach”meansthe unauthorized
acquisition of unencrypted computerized
data orencrypted computerized data and
the encryption key by any person that
materially compromisesthe security,
confidentiality, or integrity of personal or
protected information maintained by the
informationholder.

"Information holder’"meansany person or
business that conductsbusinessin this
state, and that ownsor licenses
computerized personal or protected
information of state residents.

Subjectto statute:

Any person or business that
conductsbusinessin South
Dakota, and that ownsor
licensescomputerized
personal or protected
information of residentsof
South Dakota.

Third party recipients:
Third partiesmaintaining

personal information on behalf |

of a covered entity must notify
covered entity about a breach
and cooperate asnecessary to
allow covered entity to comply
with statute. The covered
entity must satisfy all further
notification obligationsunder
the statute.

Written or electronic notice must be provided
to victimsof a security breach as expeditiously
as possible and without unreasonable delay, but
no later than sixty (60) days following the
discoveryofthe breach unlesslaw
enforcement agency determinesthat disclosure
will interfere with a criminal investigation (in
which case notification delayed until authorized
by law enforcement).

Notice to affected residentsisrequired to
contain specific content describedin statute.

If a delay in notification isprompted by law
enforcement needs, notice to affected
residentsmust occur the notification shall
be made not later than thirty (30) days
afterthe law enforcement agency determines
that notificationwill not compromise the
criminalinvestigation.

e Substitute noticeis available by means
prescribed in the statute if coststo exceed
$250,000, affected classexceeds500,000
persons, or covered entity hasinsufficient
contactinformation.

e Notice not required if, after an
inv estigation and written notice to the
Attorney General, the entity determines
that there is not areasonable likelihood of
harm to the consumers whose personal
information was acquired. The
determination must be documented inwriting
and maintainedforthree years.

Other Obligations:

Any covered entity that must notify more than
250 residentsat one time of a security breach is
also required to notify the Attorney General and
consumerreporting agencieswithout
unreasonable delay.

Encryption Safe Harbor:
Statute not applicableif the
personal information that was
lost, stolen oraccessed by
an unauthorized individual is
encrypted orredacted.

Other exemptions:

Exemptionforgood faith
acquisition of personal
informationby an employee
or agent of a covered entity
forthe purposes of the
covered entity so long asthe
personal information isnot
used or subject to further
unauthorized disclosure.

A covered entity isdeemed in
compliance withthe South
Dakota statute if it maintains
and complieswith itsown
notification proceduresas
part of an information
security policy and whose
proceduresare consistent
with the timing requirements
of the Tennessee statute.

A covered entity thatis
subjectto GLBA orHIPAAis
exempt from South Dakota’s
statute.

A determination of no
likelihood of harm:
Does not require
notification to Attorney
General.

In additionto any
remedy provided
under SD § 37-24-
6, violationsby
non-governmental
entitiesare liable
forcivil penalties
up to $10,000 per
day perviolation.

Priv ate Cause of
Action: No.

Enforcement by
Attorney General
only.
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Tennessee

Clickhere to
review text of
statute (see
Tenn. Code, Title
47,847-18-2107,
etseq.)

Return to Index
of States

Information cov ered:

Personal information of Tennessee
residents.

Important definitions:

"Encrypted”meanscomputerized data that
isrendered unusable, unreadable, or
indecipherable without the use of a
decryption processorkey andin
accordance with the current version of the
Federal Information Processing Standard

(FIPS) 140-2.

“Security Breach”meansunauthorized
acquisition of unencrypted computerized
data, orencrypted computerized data and
the encryption key, by an unauthorized
person that materially compromisesthe
security, confidentiality or integrity of
personal information.

“Unauthorized Person”includesan
employee of a covered entity who is
discovered to have obtained personal
informationand intentionally used it foran
unlawful purpose.

Subjectto statute:

Any person or business that
conductsbusinessin
Tennessee.

Third party recipients:

Any covered entity that
maintainscomputerized data
thatincludespersonal
informationthat the covered
entity doesnot own must notify
the ownerorlicensee of the
information of any security
breach immediately following
discovery of the breach butno
later than forty-fiv e (45) days
from when the breach became
known to third party recipient.

Written or electronic notice mustbe provided
to victimsof a security breach immediately but
no later than forty-fiv e (45) days following

the discov ery or notification to covered
entity of asecurity breach, unlessa law

enforcement agency determinesthat notice will
impede a criminal investigation (in which case
notification isdelayed untl authorized by law
enforcement but still must occur within forty-five
(45) daysafterthe law enforcementagency’s
authorization).

o |fa delayin notification isprompted by law
enforcement needs, notice to affected
residentsmust occurno later than forty-five
(45) days afterlaw enforcementagency
determinesthat notification willno longer
compromise itsinvestigation.

e Substitute notice is available by means
prescribed in the statute if coststo exceed
$250,000, affected classexceeds500,000
persons, or covered entity hasinsufficient
contactinformation.

e Notice only required if security breach
materially compromisesthe security,
confidentiality or integrity of personal
information.

Other obligations:

Any covered entity that must notify more than
1,000 personsat one time of a security breach is
also required to notify without unreasonable
delay consumerreporting agencies.

A determination of no
likelihood of harm:
Does not require
notification to Attorney
General.

Encryption Safe Harbor:
Statute not applicableif the
personal data that waslost,
stolen oraccessed by an
unauthorized person isfully
encrypted.

Safe harbornotavailableif
the encryption key is
compromised together with
the encrypted data.

Other exemptions:
Exemptionforgood faith
acquisition of personal
information by an employee
or agent of a covered entity
forthe purposes of the
covered entity so long asthe
personal information isnot
used or subject to further
unauthorized disclosure.

A covered entityisdeemed in
compliance withthe
Tennessee statute if it
maintainsand complieswith
its own notification
proceduresas part of an
information security policy
and whose proceduresare
consistent with the timing
requirementsof the
Tennessee statute.

A covered entity thatis
subjectto GLBA orHIPAAis
exempt from New Mexico’s
statute.

Violationsfall under
the Tennessee
Consumer
Protection Actand
constitute an unfair
or deceptiveact or
practice affecting
trade orcommerce.

Priv ate Cause of
Action: Yes.

Residentsand
business entities
injured by a violation
may institute a civil
action to recover
damagesaswell as
injunctive relief.
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Texas

Clickhere to
review text of

statute (see Tex.

Bus & Com.
Code §521.002,
etseq.)

Information cov ered:
Personal information of Texasresidents.

(Texasuses the defined term “sensitive
personal information.”)

Definition also includes: (i) information
about physical ormental healthor
condition, (ii) the provision of health care to
the individual, or (iii) the payment for the
provision of health care to the individual .

Important definitions:

“Security Breach”meansunauthorized
acquisition of computerized datathat
compromisesthe security, confidentiality or
integrity of sensitive personal information,
includingdata thatisencrypted if the
person accessing the data hasthe key
required to decrypt the data.

Subjectto statute:

Any person that conducts
businessin Texasand ownsor
licensescomputerized data
thatincludessensitive
personal information.

Third party recipients:

A person who maintains
computerized datathat
includessensitive personal
informationthat the person
doesnot own must notify the
owneror license holder of the
information of any security
breach immediately following
discovery of the breach.

Written or electronic notice mustbe provided
to victimsof a security breach without
unreasonable delay and within 60 daysof the
breach, unlessa law enforcement agency
determinesthat notice willimpede an
investigation (inwhich case notificationis
delayed until authorized by law enforcement).

Texasstatute allowsentitiesfrom states
otherthan Texasto provide noticeto
individualsunderthe other states’law or
under Texaslaw, providedthe other state
has regulationsthat require notification of a
breach to affected persons.

Substitute notice is available by means
prescribed in the statute if coststo exceed
$250,000, affected classexceeds500,000
persons, or covered entity hasinsufficient
contactinformation.

Other obligations:

Any person that must notify more than 10,000
persons at one time of a security breach isalso

Encryption Safe Harbor:
Statute not applicableif the
personal data that waslost,
stolen oraccessed by an
unauthorized individual is
encrypted.

Safe harbornotavailableif
personal data isencrypted
butthe encryptionkeyis
compromised by security
breach.

Other exemptions:
Exemptionforgood faith
acquisition of sensitive
personal information by an
employeeoragentof the
covered entity forthe
purposes of the covered
entity so long asthe sensitive
personal information isnot
used or disclosed in an

Attorney General must
be notified if breach
affects at least 250
residents:
Personsrequired to
provide noticeof a
breach underthissection
must notify the Attorney
General within 60 daysof
discovery of the breach, if
the breach affectsatleas
250 Texasresidents.
Notification must contain
a description of the
nature of the breach,
number of residents
affected, measures
taken, future measures
the person will take, and
informationregardinglaw
enforcement investigation
of the breach.

Civil penalty of at
least $2,000 but
not more than
$50,000 foreach
violation.

Failure to take
reasonable
corrective action to
comply with the
statute can resultin
additional penalties
of $100 per
individual perday
of failed or delayed
notification, notto
exceed $250,000
fora single breach.

The Attorney
General may also
seek injunctive and
otherequitable
relief, aswell as

Priv ate Cause of
Action: No.

Enforcement by
Attorney General
only.

required to notify without unreasonable delay unauthorized manner.

consumerreporting agencies.
Businesses are required to implement and
maintain reasonable proceduresand incident

reasonable
expenses,
includingattorney’s
fees, court costs,

Aperson isdeemedin
compliance withthe Texas
statute if it maintainsand

response plansto protect personal information.

complieswith itsown
notification proceduresas

and investigatory
costs.

Businesses are required to have data
destruction security proceduresfor customer
records containing personal informationthat use
methodssuch as shredding, erasing or
otherwise modifyingthe personal informationto
make it unreadable orindecipherable.

part of an information
security policy and whose
proceduresare consistent
with the timing requirements
of the Texasstatute.

Return to Index
of States
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Utah Information cov ered: Subjectto statute: Written, telephonic or electronic notice must  Encryption Safe Harbor: A determination of no Civil finesno Priv ate Cause of
Personal information of Utah residents. Any person who owns or be provided to victimsof a security breach Statute not applicableifthe likelihood of harm: greaterthan $2,500 ~ Action: No.
Clickhere to licensescomputerized data following a prompt investigation within the most personal data that waslost, Does not require perviolation or
review text of thatincludespersonal expedienttime possible and without stolen oraccessed by an notification to Attorney series of violations Ent -
Satute. Important definitions: information conceminga Utah ~ Unreasonable delay, unlessa law enforcement unauthorized individual is General. conceming a A" orcemGen y |
“Security breach”meansan unauthorized  resident. agency determinesthat noticewillimpede an encrypted or protected by specific consumer, ttorney Genera
investigation (inwhich case notificationis another method that renders and no greater than only.

acquisition of computerized data
maintained by a person that compromises
the security, confidentiality orintegrity of

Awaiv er of the statute is
void and unenforceable.

the data unreadable or
unusable.

$100,000inthe
aggregate for

delayed until authorized by law enforcement).

Third party recipients:  Notice may also be completed by publishing

personal information.

Return to Index
of States

A person who maintains
computerized datathat
includespersonal information
that the person doesnot own
must notify and cooperate with
the ownerorlicensee of the
information of any security
breach immediately following
discovery of the breach if
misuse of the personal
informationoccursoris
reasonably likely to occur.

notice of the security breach in a newspaper
of general circulationand asrequired in Utah
Code §451-101.

* Notification is only required if the covered
entity determinesthat misuse of the personal
foridentity theftorfraud hasoccurred oris
reasonably likely to occur.

Other obligations:

Any person who conductsbusiness in Utah and
maintainspersonal information must implement
and maintainreasonable proceduresto protect
personal information and ensure proper
destruction of recordscontaining personal
informationthat no longer needto be retained
with methodssuch as shredding, erasing or
otherwise modifying personal information such
thatitisindecipherable.

Other exemptions:
Exemptionforgood faith
acquisition of personal
information by an employee
or agent of a person
possessing unencrypted
computerized dataso long
as personal information isnot
used for an unlawful purpose
or disclosed in an
unauthorized manner.

A person isdeemedin
compliance withthe Utah
statute if it maintainsand
complieswith itsown
notification proceduresas
part of an information
security policy and whose
proceduresare consistent
with the timing requirements
of the Utah statute.

A covered entityisdeemed in
compliance withthe Utah
statute if it complieswith
notification requirementsor
proceduresimposed by its
primary orfunctional federal
regulator.

related violations
concerning more
than one
consumer.
Injunctivereliefis
also available.
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Vermont
(updated for
July 1,2020
changes)

Clickhere to
review text of
Statute.

[For specific
rulesapplicable
to data brokers —
clickhere.]

Return to Index
of States

Information cov ered:

Personal information of Vermontresidents
(referred to as “personally identifiable
information”).

Definition also includes:

e afinancialaccount numberor
credit ordebit card numberif the
number could be used without
additional identifying information,
access codes, or passwords;

e apassword, personal
identification number, or other
access code fora financial
account.

e unique biometric data generated
from measurementsortechnical
analysisof human body
characteristicsused by the
owneror licensee ofthedata to
identify or authenticate the
consumer, such as a fingerprint,
retina oririsimage, orother
unique physical representation
or digital representation of
biometric data;

e geneticinformation; and

e () healthrecordsorrecords of a
wellnessprogram or similar
program of health promotion or
disease prevention;(ll) a health
care professional’smedical
diagnosisortreatment of the
consumer; or(lll) a health
insurance policy number.

Important definitions:

"Data Collector"may include the State,
State agencies, political subdivisionsof the
State, public and private universities,
privately and publicly held corporations,
limited liability companies, financial
institutions, retail operators, and any other

Subjectto statute:

Any Data Collector that owns
or licensescomputerized
personally identifiable
informationorlogin
credentials.

Third party recipients:
Any Data Collector that
maintainsor possesses

computerized datacontaining
personally identifiable

information orlogin credentials

thatthe Data Collectordoes
notown orlicense or any Data
Collectorthat actsor conducts
businessin Vermont that
maintainsor possesses
records or data containing
personally identifiable

information orlogin credentials

that the Data Collectordoes
not own orlicense shall notify
the ownerorlicensee of the
information of any security
breach immediately following
discovery of the breach,
consistent with the legitimate
needsoflawenforcement

Note: The statute imposes
various obligations on Data
Brokers, including,
registration, breach record-
keeping, and data security
requirements. Further
specific information is
contained in the statute.

Written, telephonic or electronic notice must
be provided to victimsof a security breach
following a prompt investigation within the most
expedienttime possible and without
unreasonable delay, but not later than forty-
five (45) days after discovery ofthe breach or

notification from athird party, unless a delay

isrequested by a law enforcementagency
concemned that disclosure will impede a law
enforcement investigation or a national or
homeland security investigation or jeopardize
public safety ornational orhomeland security
interests (in which case notification isdelayed
until authorized by the law enforcement agency).

Electronic notice only permitted under certain
conditions.

Substitute notice is av ailable by means
prescribed in the statute if coststo exceed
$10,000, or covered entity hasinsufficient
contact information.

Notice not required if covered entity
establishesthat misuse of personally
identifiable information or login
credentials is notreasonably possible
and cov ered entity provides notice of
such determination to the Attorney
General or the Department of Financial
Regulation, as applicable.

Security Breaches of Login Credentials:

If a security breach islimitedto an
unauthorized acquisition of login
credentialsforan online account other
than an e-mail account, consumer notice
may be made electronically or through one
or more of the methodsspecified inthe
statute and shall advise the consumerto
take steps necessary to protect the online
account, including to change hisorher
login credentialsforthe account and for
any otheraccount forwhich the consumer
uses the same login credentials.

Encryption Safe Harbor:
Statute not applicableif the
personal data that waslost,
stolen oraccessed by an
unauthorized individual is
encrypted, redacted or
protected by another method
thatrendersthe data
unreadable orunusable.

Other exemptions:
"Security breach" doesnot
include good faith but
unauthorized acquisition of
personally identifiable
informationorlogin
credentialsby an employee
or agent of the Data Collector
fora legitimate purpose of
the Data Collector, provided
thatthe personally
identifiable information or
login credentialsare not used
fora purpose unrelatedto the
Data collector'sbusinessor
subjectto further
unauthorized disclosure.
Financial institutionssubject
to certain federal interagency
guidance regarding
consumerinformationare
exempt.

Covered entitiessubject to
HIPAA shall be in compliance
with security breach
notification requirements of
the statute with respect to
health informationisnotice is
provided to consumers
pursuantto HIPAA.

Attorney General must
be notified within
fourteen (14) business
days of discov ery of
security breach or
notification to
consumers, whichever
is sooner.

Notice must contain a
preliminary description of
the breach, the date of
the breach, the date of
discovery, the number of
Vermont consumers
affected, and a copy of
any notice already
provided to consumers.

The Data Collector may
send to the Attorney
General orthe
Department, as
applicable, a second
copy of the consumer
notice, from whichis
redacted the type of
personally identifiable
informationorlogin
credentialsthat was
subject to the breach,
and which the Attorney
General orthe
Department shall use for
any public disclosure of
the breach.

For Vermont-regulated
financial institution:
Notice must be made to
Vermont’sDepartment of
Financial Regulation in
the same mannerasthe
Attorney General notice.

Priv ate Cause of
Action: Yes*

*a private cause of
action may be
availableto
consumers under
VT’s Consumer
Protection Act

Enforcement by
Attorney General and
State’sAttorney only.

Enforcement by
Department of
Financial Regulation
forregulated finandial
institutions.
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Vermont, cont’d  entity that, forany purpose, whether by
automated collection or otherwise,
handles, collects, disseminates, or
otherwise dealswith nonpublic personal
information.

“Security Breach”means unauthorized
acquisition of electronic dataora
reasonable belief of an unauthorized
acquisition of electronic datathat
compromisesthe security, confidentiality or
integrity of a consumerspersonally
identifiable information orlogin credentials
maintained by a Data Collector.

‘Encryption”meansuse of an algorithmic
process to transform data into a form in
which the data isrendered unreadable or
unusable without use of a confidential
process or key.

‘Redaction”meansthe rendering of data
so thatitisunreadable oristruncated so
that no more than the last four digitsof the
identification number are accessible as
part of the data.

“Login credentials”"meansa consumer’s
user name or e-mail address, in
combination with a password or an answer
to a security question, that together permit
access to an online account

Specific to Data Brokers (2018 Data
Broker Regulation):

Information Covered:

"Brokered personal information™: one or
more of the followingcomputerized data
elementsabouta consumer, if categorized
or organized for dissemination to third
Return to Index  parties:
of States

(i) name;
(ii) address;

e Ifa security breachislimitedto an
unauthorized acquisition of login
credentialsforan emailaccount:(A) the
data collector shall not provide notice of
the security breach through the email
account; and (B) the data collector shall
provide notice of the security breach
through one ormore of the methods
specified in the statute orby clearand
conspicuousnotice deliveredto the
consumeronlinewhen the consumeris
connected to the online account from an
Internet protocol addressor online location
from which the data collector knowsthe
consumer customarily accessesthe
account.

Notice Requirements:

The notice to aconsumer shall be clear and
conspicuous. The notice shall include a
description of each of the following, if known
to the Data Collector:

(A) the incident in general terms;

(B) the type of personallyidentifiable
information that was subjectto the security
breach;

(C) the general acts of the Data Collector to
protect the personally identifiable
information from further security breach;

(D) atelephone number, toll-free if av ailable,
that the consumer may call for further
information and assistance,;

(E) advice thatdirects the consumer to
remain vigilant by reviewing account
statements and monitoring free credit
reports; and

(F) the approximate date of the security
breach.

Other obligations:

A Data Collectorwho,
priorto the date of the
breach, onaformandin
amanner prescribed by
the Attorney General, had
sworn in writing to the
Attorney General that it
maintainswritten policies
and proceduresto
maintain the security of
personally identifiable
informationorlogin
credentialsand respond
to abreachin a manner
consistent with Vermont
law shall notify the
Attorney General of the
date of the security
breach and the date of
discovery of the breach
and shall provide a
description of the breach
priorto providing notice
of the breach to
consumers.

Note: If a security breach
islimited to an
unauthorized acquisition
of login credentals, a
data collectorisonly
required to provide notice
of the security breach to
the Attorney General or
Department of Financial
Regulation, asapplicable,
ifthe login credentials
were acquired directly
from the data collector or
itsagent.
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Vermont, cont’d
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Information Covered/

Important Definitions

(iii) date of birth;
(iv) place of birth;
(v) mother'smaiden name;

(vi) unique biometric datagenerated from
measurementsor technical analysisof
human body characteristicsused by the
owner or licensee of the datato identify or
authenticate the consumer, such asa
fingerprint, retina oririsimage, or other
unique physical representation ordigital
representation of biometric data;

(vii)name oraddress of a member of the
consumer's immediate family or household;

(viii) Social Security number or other
government-issued identification number;
or

(ix) otherinformation that, aloneorin
combination with the otherinformation sold
or licensed, would allow a reasonable
person to identify the consumer with
reasonable certainty.

Important Definitions:

"Data Broker' meansa business, or unitor
unitsof a business, separately ortogether,
that knowingly collectsand sellsor
licensesto third partiesthe brokered
personal information of a consumer with
whom the businessdoes not have a direct
relationship. (note: the statute contains
several exemptions)

"Data Broker Security Breach" meansan
unauthorized acquisition ora reasonable
belief of an unauthorized acquisition of
more than one element of brokered
personal information maintained by a data
broker when the brokered personal
informationisnot encrypted, redacted, or
protected by another method thatrenders
the information unreadable orunusable by
an unauthorized person.

Covered
Entities®/
Third Party Recipients

Encryption
Safe Harbor /
Other Exemptions

Notice Procedures & Timing/
Other Obligations

Any covered entity that must notify more than
1,000 personsat one time of a security breach is
also required to notify without unreasonable
delay consumerreporting agencies.

Note: VT alsoimposesdata destruction
requirementspursuant to Vermont'sData
Destruction Act, and regulatescollection, use
and release of Social Security Numbers
pursuant to the Social Security Number
Protection Act. The applicable statutescontain
specific obligations.

Notification to
Regulator /
Waiver

A determination of no
likelihood of harm:

Requiresnotification and
detailed explanation to
Attorney General.

If facts arise later
indicatingmisuse is
reasonably possible, the
covered entity must notify
affected residents.

Awaiv er of the statute is
void and unenforceable.

Note: Data Broker
Security Breachesdo not
require Attorney General
or Consumer notice
unless personal
informationisinvolved.
However, the statute
includesspecific record-
keeping and reporting
requirements.

Penalties

Private Cause of
Action /
Enforcement
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Virginia

Clickhere to
review text of
statute.

[For specific
rulesapplicable
to income tax
return preparers
—click here.]

Information cov ered:
Personal information of Virginia residents.

Important definitions:

“Security Breach”meansunauthorized
access and acquisition of unencrypted and
unredacted computerized datathat
compromisesthe security or confidentality
of personal information maintained by an
individual or entity aspart of a database of
personal information regarding multiple
individualsand that causes, orthe
individual or entity reasonably believeshas
caused, orwill cause, identity theftor other
fraud to a Virginiaresident.

"Encrypted": Meansthe transformation of
data through the use of an algorithmic
process into a form in which there isa low
probability of assigning meaning without
the use of a confidential processor key, or
the securing of the information by another
method that rendersthe data elements
unreadable orunusable.

"Redact" meansalteration or truncation of
data such that no more than five digitsof a
social security number orthe last four
digitsof a driver's license number, state
identification card number, or account
number, are accessible aspart of the
personal information.

Subjectto statute:
Anyindividual,legal or
commercial entity that ownsor
licensescomputerized data
thatincludespersonal
information.

Third party recipients:

Any covered entity that
maintainscomputerized data
thatincludespersonal
informationthat the covered
entity doesnot own orlicense
must notify the owner or
licensee of the information of
any security breach without
unreasonable delay following
discovery of the breach.

Written, telephonic or electronic notice must
be provided to victimsof a security breach
without unreasonable delay, unlessdisclosure
impedeslaw enforcement investigation (in which
case notification isdelayed until authorized by
the law enforcement agency).

» Notice to affected residentsisrequired to
contain specific content describedin statute.

e Substitute notice is available by means
prescribed in the statute if coststo exceed
$50,000, affected classexceeds100,000
persons, or covered entity hasinsufficient
contact information or doesnot have consent
to provide notice by primary means.

e Notice only required if the security breach
causes, or the covered entity reasonably
believeshas caused, or will cause,
identity theft or other fraud to a Virginia
resident.

Other obligations:

Any person that must notify more than 1,000
persons at one time of a security breach isalso
required to notify without unreasonable delay
consumerreporting agenciesand the Attorney
General.

Encryption Safe Harbor:
Statute not applicableif the
personal data that waslost,
stolen oraccessed by an
unauthorized individual is
encrypted orredacted.

Safe harbornotavailableif
personal information is
encrypted but the encryption
key is compromised.

Other exemptions:

A covered entityisdeemed in
compliance withthe Virginia
statute if it maintainsand
complieswith itsown
notification proceduresas
part of an information
security policy and whose
proceduresare consistent
with the timing requirements
of the Virginia statute.

A covered entityisdeemed in
compliance withthe Virginia
statute if it complieswith
notification requirementsor
proceduresimposed by its
primary orfunctional state or
federal regulator.

A covered entity subject to
GLBAisdeemedin

Attorney General must
be notified of asecurity
breach.

A determination of no
likelihood of harm:
Does notrequire

notification to Attorney
General.

or a series of
breachesofa

Employersor payroll Individualsmay

service providerswho
experience a security
breach containing a
taxpayer identification
numberin combination
with the income tax
withheld must notify the
Department of Taxation
if breach involvespayroll
information.

Notice mustincludethe
employersname and
federal employer
identification number.

recoverdirect

resulting from a
violation of the
Virginiastatute.

Attorney General
may bring an action
and mayimpose a
civil penalty notto
exceed $150,000
persecurity breach

similar nature that
are discoveredin a
single investigation.

bring an action to

economic damages

Priv ate Cause of
Action: Yes.

Enforcement by
Attorney General and
individuals.

Violationsby state-
charted orlicensed
financial institutions
are redressed by its
primary state
regulator.
Violationsby
insurance companies
are redressed by the
State Corporation
commission.

compliance.
Return to Index
of States
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Washington

Clickhere to
review text of
statute.

[For specific
rulesapplicable
to state agencies
—see Wash.

Rev. Code
§42.56.590 et
seq.]

Return to Index
of States

Information cov ered:

Personal information of Washington
residents.

Definition also includesa username or
email addressin combination witha
password orsecurity questionsand
answers that would permit accessto an
online account, and an individual'sfirst
initialandlast namein combination with (i)
full date of birth, (i) private key thatis
unique to an individual and thatisused to
authenticate orsign an electronic record,
(iii) student, military, or passport
identification number, (iv) health insurance
policy numberor health insurance
identification number, (v) information about
a consumer’s medical history ormental or
physical condition orabouta health care
professional’smedical diagnosisor
treatment of the consumer or (vi) biometric
data generated by automatic
measurementsof an individual’sbiological
characteristicssuch as fingerprint,
voiceprint, retinas, irises, or otherunique
biological patternsor characteristics. Any
of the data elementsdescribed above are
personal information without the first initial
and last name if encryption methodshave
notbeen rendered, orthe dataelement
would enable a person to commit identify
theft.

Important definitions:

“Security Breach”meansunauthorized
acquisition of data (in any form) that

compromisesthe security, confidentiality or

integrity of personal information maintained
by the person or business.
“Secured”means encrypted in a manner
that meetsorexceedsthe nationalinstitute
of standards and technology (NIST)

Subjectto statute:

Any person or business that
conductsbusinessin
Washington and that ownsor
licensesdata (in any form) that
includespersonal information.

Third party recipients:

Any covered entity that
maintainsor possess data (in
any form)that may include
personal information that the
covered entity doesnot own or
license must notify the owner
or licensee of the information
of any security breach
immediately following
discovery of the breach.

Written or electronic notice mustbe provided
to victimsof a security breach within the most
expedienttime possible and without
unreasonable delay, but not later than 30 days
after discov ery of the security breach, unless
alaw enforcement agency determinesthat
notice willimpede an investigation (in which
case notification isdelayed until authorized by
law enforcement).

¢ Notice to affected residentsisrequired to
contain specific content describedin statute.

e Substitute notice is av ailable by means
prescribed in the statute if coststo exceed
$250,000, affected classexceeds500,000
persons, or covered entity hasinsufficient
contact information.

e Ifthe security breach involvespersonal
informationincluding a username or
password, notice may be provided
electronically orby email. However, il the
security breach involveslogin credentials of
an email account,the person orbusiness
must provide notice using another method.

¢ Notice not required if the security breach is
not reasonablylikelyto subject
consumers to a risk of harm.

Other exemptions, cont’d:

A covered entity subject to HIPAA isexempt.
Such covered entitieswill notify the Attorney
General in the event of a security breach.
Financialinstitutessubject to federal interagency
guidelinesare exempt. Such covered entitieswill
notify the Attorney General in theeventofa
security breach.

Encryption Safe Harbor:
Statute not applicableif the
personal data that waslost,
stolen, oraccessed by an
unauthorized individual is
secured (e.g. encryption or
redaction). Safeharbornot
availableif a confidential
process, encryption key or
othermeansto decipherthe
secured information is
compromised.

Other exemptions:

Exemptionforgood faith
acquisition of personal
informationby an employee
or agent of a covered entity
forthe purposes of the
covered entity so long asthe
personal information isnot
used or subjectto further
unauthorized disclosure.

A covered entityisdeemed in
compliance withthe
Washington statute if it
maintainsand complieswith
its own notification
proceduresas part of an
information security policy
and whose proceduresare
consistent with the timing
requirementsof the
Washington statute.

Attorney General must
be notified no more
than 30 days after the
breach was discovered
if asingle breach
results in notification to
more than 500
residents.
Notificationmust be
submitted electronically
and includethe number
(or estimate) of affected
Washington residents, a
list of the typesof
personal information that
were or are reasonably
believedto have been the
subject of a breach, a
time frame of exposure if
known, a summary of
steps taken to contain the
breach, and a sample
copy of the notification to
consumers.

A determination of no
likelihood of harm:
Does not require
notification to Attorney
General.

Awaiv er of the statute is
void and unenforceable.

Violationsare an Priv ate Cause of

unfairordeceptive  Action: Yes.

actintrade or

commerce and an " b

unfairmethod of i?t orcemGent yI g

competition. AIDIIER (SEMEREY &
P individuals.
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Washington, standard oris otherwise modified so that
cont'd the personal informationisrendered

unreadable, unusable orundecipherable.
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West Virginia

Clickhere to
review text of
statute.
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Information cov ered:

Personal information of West Virginia
residents.

Important definitions:

“Security Breach”meansunauthorized
access and acquisition of unencrypted and
unredacted computerized datathat
compromisesthe security or confidentiality
of personal information maintained by an
individual or entity aspart of a database of
personal information regarding multiple
individualsand that causesthe individual
or entity to reasonably believe thatthe
security breach hascaused orwill cause
identity theft or otherfraud to any resident
of West Virginia.
‘Encrypted”meanstransformation of data
through the use of an algorithmic process
into a form in which there isa low
probability of assigning meaning without
use of a confidential processorkey or
securing the information by another
method that rendersthe data elements
unreadable orunusable.

‘Redact”’meansalteration ortruncation of
data such that no more than the last four
digitsof a social security number, driver's
license number, state identification card
numberoraccountnumberisaccessible
as part of the personal information.

Subjectto statute:

Anindividual orlegal or
commercial entity that ownsor
licensescomputerized data
thatincludespersonal
information.

Third party recipients:

Any covered entity that
maintainscomputerized data
thatincludespersonal
informationthat the covered
entity doesnot own orlicense
must notify the owner or
licensee of the information of
any security breach as soon
as practicable following
discovery of the breach.

Written, telephonic or electronic notice must
be provided to victimsof a security breach
without unreasonable delay, unlessa law
enforcement agency determinesthat notice will
impede a criminal or civil investigation or
jeopardize homeland or national security (in
which case notification isdelayed until
authorized by law enforcement).

* Notice to affected residentsisrequired to
contain specific content describedin statute.

e Substitute noticeis available by means
prescribed in the statute if coststo exceed
$50,000, affected classexceeds 100,000
persons, or covered entity hasinsufficient
contactinformation.

e Notification is only required if the covered
entity reasonably believesthe security
breach has caused or will cause identity
theft or other fraud to any West Virginia
resident.

Other obligations:

Any covered entity that must notify more than
1,000 personsat one time of a security breach is
also required to notify without unreasonable
delay consumerreporting agencies.

Encryption Safe Harbor:
Statute not applicableif the
personal data that waslost,
stolen oraccessed by an
unauthorized individual is
encrypted orredacted. Safe
harbornot available if
personal information is
encrypted but the encryption
key is compromised.

Other exemptions:

A covered entity isdeemed in
compliance withthe West
Virginiastatute if it maintains
and complieswith itsown
notification proceduresas
part of an information
security policy and whose
proceduresare consistent
with the timing requirements
of the West Virginia statute.

A covered entityisdeemed in
compliance withthe West
Virginiastatute if it complies
with notificationrequirements
or proceduresimposed by its
primary orfunctional federal
regulatorthat are atleast as
protective asWest Virginia’s
statute.

Financial institutionssubject
to and in compliance with
federal interagency
guidelinesare exempt.

A determination of no
likelihood of harm:
Does not require
notification to Attorney
General.

Violations
constitute an unfair
or deceptiveactor
practice.

No civil penalty
may be assessed
unless the court
findsthat the
defendanthas
engagedina
course of repeated
and willful
violations.

No civil penalty will
exceed $150,000
perbreach or
series of breaches
of a similarnature
that are discovered
inasingle
investigation.
Violationsby
financial institutions
will be redressed
by theirprimary
regulator.

Priv ate Cause of
Action: No.

Enforcement by
Attorney General
only.
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Wisconsin Information cov ered: Subjectto statute: Notice to victims of a security breach within Encryption Safe Harbor: A determination of no Priv ate Cause of
Personal information of Wisconsin An entity whose principal place @ reasonable time not to exceed forty-five Statute not applicableifthe likelihood of harm: Action: No.
Clickhere to residents. of businessis located inside (45) days after discovery ofthe security personal data that waslost, Does not require
oy —— o ) A, i i i breach, unlessa lawenforcement agenc stolen oraccessed by an ificati
review text of Definition includes (i) an individual's DNA Wisconsin,, or an entity e S gency accessed by ar notification to Attorney
- - > - located outside Wisconsin that ~ determinesthat notice willimpede a criminal or unauthorized individual is General
statute. data, and (i) unigue biometric data, = - ivil investicati i dize h land ted. redacted :
2 T . - - - maintainsorlicensespersonal ~ Civil investigation orjeopardize homelan encrypted, redactedor
including fingerprint, voice print, retina.or informationin Wisconsin. security (in which case notificationisdelayed otherwise altered in a
irisimage, or any other unique physical . o until authorized by law enforcement). mannerthat rendersit
representation. Includesentitiesthat maintain ] } ) unreadable
a depository account fora ¢ Notice may be provided by mail or by a )
resident orlendsmoneyto a method the entity haspreviously employed
resident. to communicate withthe affected persons. Other exemptions:
Upon written request from an affected E tionf d faith
person, the covered entity must identify the aéemgt:gz o?‘r georgongll
Third party recipients: personal information that wasacquired. inf?)rmationb pan emplovee
Any entity (otherthan e Substitute notice is available by means y ployee.
ATYE . 8 . . or agent of a covered entity if
individuals) that store personal descrlbeq in statute ifa cqyered entity ] itis used solely fora lawful
information pertaining to cannotwith reasonable diligence determine Urose y
Wisconsin residents that it the mailingaddressof the subject of the p. P o
doesnot own or license must personal information compromised. Financial institutions
notify the owner or licensor of « Notice not required ifthe securitybreach  regulated by certain federal
the security breach as soon as does not create a material risk of identity ~ lawsdescribed in the statute
practicable following discovery theft or fraud to the affected persons. are exempt.
ofthe breach (unlessa Entitiescovered by HIPAA
contractual agreement states N . are exempt.
otherwise). Other obligations:
Any covered entity that must notify more than
1,000 personsat one time of a security breach is
also required to notify without unreasonable
delay consumerreporting agencies.
Return to Index
of States
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Wyoming Personal identifyinginformation abouta Subject to statute: Written or electronic notice mustbe provided Encryption Safe Harbor: A determination of no Actionsin lawor Priv ate Cause of
resident of Wyoming. Anyindividual or commercial to victimsof a security breach within the most Statute not applicableif the likelihood of harm: equity permittedto ~ Action: No.
Clickhere to Definition includes (i) tribal identification entity that conductsbusiness expedienttime possible and without personal data that waslost, Does not require ensure compliance
Teview text of card, (ii) federal or state government in Wyoming and that ownsor unreasonable delay, unlessa law enforcement stolen oraccessed by an notification to Attorney with Wyoming Enforcement by
satute (see issued identification card, (iii) shared licensescomputerized data agency detgrr’_nlpesthgt n_otlce\{wll |mpe_de a unauthorized individual is General. statute and to P St
Stat. Title 40 secrets or security tokens that are known thatincludespersonal criminalor civil investigation or jeopardize redacted. recoverdamages. onl
" ' ot ; A ; homeland or national security (in which case Y
Chapter12 to be used for data based authentication, identifying informationabout a e - !
§§40-12.501, et (vl username oremail addressin resident of Wyoming. notification isdelayed until authorized by law Other exemptions:
seq.) ' combination witha password or security enforcement). ! o insgitti :
question and answer that would permit . o * Notice to affected residentsisrequired to Financialinstiutions
access to account, () abirth ormariage ~ i"d party recipients: contain specific content describedin statute.  '¢9ulated by certain federal
certificate, (vi) medicalinformation, Any covered entity that « Substitute notice is av ailable by means laws described in the statute
including medical history, mental or maintainscomputerized data prescribed in the statute if coststo exceed are exempt.
physical condition, ormedical treatmentor  thatincludespersonal $10,000 for Wyoming-based businesses(or Any covered entity subject to
di.gqnosisb.v a health.care prqfessjonal,l identifying informationthatthe $250,000 for out-of-state businesses), HIPAA is exempt.
(vii) health insurance information, including  covered entity doesnot own or affected classexceeds 10,000 personsfor
aperson’s health insurance policy number  license must notify the owner Wyoming-based businesses (or 500,000 for
or subscriber identification number, any or licensee of the information out-of-state businesses), or covered entity
unique identifierused by a health insurerto  of any security breach as soon has insufficient contact information.
identify the person 9r|nformaqon rglated o aspracticable following o Notice not required if, after a reasonable
aperson’s application and claimshistory, discovery of the breach. and prompt investigation, the covered entity
(viii) unigue biometric data, including data determinesthat there isno reasonable
qferr:eratedbfrc:jm T}eawtren;tentsforanalvss likelihood that personal information has
orhumanibodyicharaclienicsion been or will be misused.
authentication purposes, and (ix) individual
taxpayeridentification number.
Important definitions: Important definitions,
“Security Breach”meansan unauthorized cont’d:
acquisitionof computerized datathat “Redact’meansalteration or
materially compromisesthe security, truncation of datasuch that no
confidentiality orintegrity of personal more than five digitsof any
identifying information maintained by a given data element are
person or business and causes or is accessible as part of the
reasonably believed to cause lossor injury  personal information.
to aresident of Wyoming.
Return to Index
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District of
Columbia

Clickhere to
review text of
statute (see
D.C.. Code, Title
28, Subtitle I,
Chapter 39,
Subchapterll,
§8§28-3851 et
seq.)

Return to Index
of States

Information cov ered:

Personal information of District of
Columbiaresidents.

Definition also includes (i) An individual's
first name, firstinitial and last name, orany
otherpersonal identifier, which,in
combination with any of the following data
elements, can be used to identify a person
or the person’s information:

Account number, credit card number
or debit card number, orany other
numberorcode orcombination of
numbersorcodes, such as an
identification number, security code,
access code, or password, that allows
access to or use of an individual's
financial or credit account
medicalinformation;
geneticinformationand DNA profile;
health insurance information,
including a policy number, subscriber
information number, orany unique
identifier used by a health insurer that
permitsaccess to an individual's
health and billing information;
biometric data; and

any combination of dataelements
listed above, that would enable a
person to commitidentity theftwithout
reference to the individual’sname.

Definition also includes: A user name ore-
mail addressin combination with a
password, security question and answer,
or other meansof authentication, orany
combination of dataelementslisted above
that permitsaccessto an individual'se-
mail account

Important definitions:

“Security Breach”meansunauthorized
acquisition of computerized or other
electronic data orany equipment ordevice
storing such data that compromisesthe

Subjectto statute:

Any person or entity who
conductsbusinessin the
District of Columbia,and who,
in the course of such business,
owns or licensescomputerized
or otherelectronic datathat
includespersonal information.

Third party recipients:

Any covered entity who
maintains, handlesor
otherwise possesses
computerized or other
electronic data thatincludes
personal information that the
covered entity doesnot own
must notify the owneror
licensee of the information of
any security breach in the
most expedienttime possible
following discovery of the
breach.

Written or electronic notice mustbe provided
to victimsof a security breach within the most
expedienttime possible and without
unreasonable delay, unlessa law enforcement
agency determinesthat noticewillimpede a
criminalinvestigation (in which case notification
is delayed until authorized by law enforcement).

e Substitute notice is av ailable by means
prescribed in the statute if coststo exceed
$50,000, affected classexceeds100,000
persons, or covered entity hasinsufficient
contactinformation.

Notificationto individualsmust include:

e Adescription of the categoriesof information
that were acquired, orthat were reasonably
believedto have been acquired;

e Contactinformation forthe person orentity
issuing the notification, includingbusiness
address, telephone number, and toll-free
telephone number, if maintained;

¢ Notificationof a resident’sright to obtain a
security freeze, including toll-free telephone
numbersand addresses for the major
consumerreporting agencies;

e Toll-free telephone numbers, addresses, and
websites for the Federal Trade Commission
and the attorney general of the District of
Columbia, including stepsto take to avoid
identity theft;

o Offeroftheft protection servicesat no cost
forat least 18 months, ifitisreasonably
believedthat a breachinvolved the Social
Security number or tax identification number
of a District resident;

e Electronic notice directing a person to
change theirpassword and/or security
question(s), if the breach only affected an
online account.

Other obligations:

Encryption Safe Harbor:
Acquisition of data that has
been rendered secure,
includingthroughencryption
or redaction of such data, so
asto be unusable by an
unauthorized third party
unless any information
obtainedhasthe potential to
compromise the
effectivenessof the security
protection preventing
unauthorized access.

Other exemptions:
Covered entitiessubject to
HIPAA or GLBA and provide
notice in compliance with
HIPAA and GLBA shall be in
compliance with security
breach notification
requirementsof the statute
with respectto the
notification of residents
whose personal information
isincludedin the breach.
Notice to Attorney Generalis
gtill required.

A covered entityisdeemed in
compliance withthe District
of Columbiastatute if it
maintainsand complieswith
its own notification
proceduresas part of an
information security policy
and whose proceduresare
consistent with the timing
requirementsof the District of
Columbia. statute.

Any covered entity subject to
GLBA isexempt.

Written notice to the
Office of the Attorney
General required if the
breach affects50 ormore
District residents.Notice
shall be made in the mog
expedientmanner
possible, without
unreasonable delay, and
inno eventlaterthan
when notice isprovided
to individuals. Notice
mustinclude:

. The name and
contact information
of the person or
entity reportingthe
breach;

. The name and
contact information
of the person or
entity that
experiencedthe
breach;

. The nature of the
breach;

e Thetypesof
personal information
compromised by the
breach;

. The number of
District residents
affected by the
breach;

. The cause of the
breach;

. Remediationactions
taken, including
steps to assist
District residents;

. The date and
timeframe of the
breach, if known;

Attorney General
may recovera civil
penalty notto
exceed $100 for
each violation, the
costs of the action,
and reasonable
attorney'sfees.
Each failure to
provide a District of
Columbiaresident
with notificationisa
separate violation.

Attorney General
may also bring
petitionfor
temporary or
permanent
injunctive relief and
foran award of
restitution for
property lost or
damagessuffered
by District of
Columbia
residents.

Any District of
Columbiaresident
may bring a civil
action to recover
actual damages,
the costs of the
action, and
reasonable
attorney'sfees.
Actual damages
may notinclude
dignitary damages,
includingpainand
suffering.

Priv ate Cause of
Action: Yes.

Enforcement by
Attorney General and
individuals.
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District of security, confidentiality, or integrity of Any covered entity that must notify morethan . Address and
Columbia, personal information maintained by the 1,000 personsatone time of a security breachis  The term “breach of the location of corporate
cont’d person or entity who conductsbusinessin also required to notify without unreasonable security of the system” does headquarters, if
the District of Columbia. delay consumerreporting agencies. notinclude: outside of the
The statute containscertain datasecurity (i) A good-faith District;
requirementsfor entitiesthat own, license, acquisitionofpersonal  *  Any knowledge of
maintain, handle or otherwise possess personal information by an foreign country
information of D.C. residents, and certain data employee oragency of involvement and
destruction requirements. the person or entity for . ﬁo?(r;r;plfo?/}‘ég o
The statute also requirescovered entitiesto the purposes ofthe SUIES (AR
. - - B - District residents.
enterinto written agreementswith third party person or entity if the
service providersthat require the service personal information is
providerto implement and maintain similar not used improperly or Awaiv er of the statute is
security proceduresand practices. Entities subject to further void and unenforceable.
subject to the security requirementsof GLBA or unauthorized disclosure;

A determination of no
likelihood of harm:
Security Breach doesnot
include “acquisition of
personal information of
an individual that the
person or entity
reasonably determines,
afterareasonable
investigation and
consultationwith the
Office of the Attorney
General forthe District of
Columbiaand federal law
enforcement agencies,
will likely notresultin
harm to the individual.”

HIPAA are exempt from the statute’sdata
security requirements.

Return to Index
of States
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Encryption
Safe Harbor /
Other Exemptions

Notification to
Regulator /
Waiver

Penalties

Private Cause of
Action /
Enforcement

Puerto Rico

Clickhere to
review text of
statute (see
Laws of Puerto
Rico, Title 10,
Subtitle 3,
Chapter310,
84051 etseq.)

Return to Index

of States

Information cov ered:

Personal information of Puerto Rico
residents.

Definition includes (i) namesof users and
passwords oraccess codesto public or
private information systems, (ii) medical
information protected by HIPAA, (iii) tax
information, and (iv) work-related
evaluations.

Mailing andresidential addressesare not
includedin the definition.

Important definitions:

“Security Breach”meansany situation in
which itisdetected that accessto personal
informationhasbeen permitted to
unauthorized personsorentitiesso that the
security, confidentiality or integrity of the
informationhasbeen compromised; or,
when those persons authorized to access
personal information may have violated the
professional confidentiality or obtained
authorization under false representation
with the intention of makingillegal use of
the information. The definition includes
both physical and electronic intrusions.

Subjectto statute:

Any entity thatisthe proprietor
or custodian of a database that
includespersonal information
of citizen residentsof Puerto
Rico.

Third party recipients:

Any entity that aspart of its
operationsresellsor provides
access to digital databanks
that atthe same time contain
personal information files of
Puerto Rico citizensmust
notify the proprietor, custodian
or holder of the information of
any security breach.

Written direct notice or authenticated
electronic notice mustbe provided to victims
of a security breach asexpeditiously as
possible, unlessa lawenforcement agency
determinesthat notice willimpede a criminal
investigation (inwhich case notificationis
delayed until authorized by law enforcement).

* Notice to affected personsisrequired to
contain specific content describedin statute.

e Substitute noticeis available by means
prescribed in the statute if coststo exceed
$100,000, affected classexceeds 100,000
persons, or covered entity hasinsufficient
contact information. Substitute notice may be
availablein other situationsif notification is
unduly onerousor difficult.

Encryption Safe Harbor:

Statute only appliesto data

thatisnot protected by a

special cryptographic code.

Department of
Consumer Affairs must
be notified of any
security breach within
ten (10) days of
detection of security
breach.

The Department will
make a public
announcement about
security breach within 24
hours of receiving
notification from the
covered entity.

Finesof $500 up to
a maximum of
$5000 foreach
violation.

Priv ate Cause of
Action: Yes.
Consumers may bring
actionsina
competent court for
damages.
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Virgin Islands Information cov ered:

Personal information of VirginlIslands

Clickhere to residents.

review text of

statute (see V.I. - mportant definitions:

Code, Title14, " . ,, ;
Chapter110 Security Breach”meansunauthorized
Subchapter |’ acquisition of computerized datathat

§2209 etseq.)

by the covered entity.

Return to Index
of States

compromisesthe security, confidentiality or
integrity of personal information maintained

Subjectto statute:

Any person or business that
conductsbusinessin the
Virgin Islands, and that owns
or licensescomputerized data
thatincludespersonal
information.

Third party recipients:

Any covered entity that
maintainscomputerized data
thatincludespersonal
informationthat the covered
entity doesnot own must notify
the ownerorlicensee of the
information of any security
breach immediately following
discovery of the breach.

Written or electronic notice mustbe provided
to victimsof a security breach within the most
expedienttime possible and without
unreasonable delay, unlessa law enforcement
agency determinesthat noticewillimpede a
criminalinvestigation (in which case notification
is delayed until authorized by law enforcement).

e Substitute noticeis available by means
prescribed in the statute if coststo exceed
$100,000, affected classexceeds50,000
persons, or covered entity hasinsufficient
contactinformation.

Encryption Safe Harbor:
Statute not applicable if the
personal data that waslost,
stolen oraccessed by an
unauthorized individual is
encrypted.

Other exemptions:
Exemptionforgood faith
acquisition of personal
informationby an employee
or agent of the covered entity
forthe purposes of the
covered entity so long asthe
personal information isnot
used or subject to further
unauthorized disclosure.

Awaiv er of the statute is
void and unenforceable.

Businesses that
violate the statute
may be enjoined.
Customersinjured
by a violationmay
commence acivil
action to recover
damages.

Priv ate Cause of
Action: Yes.
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