D D T T L g T Y A I S R Y

T ' Find 7 72 MAY/JUNE 2023/
‘ f VOLUME 29 NUMBER 3

/ oz Za
ST i /' DEVOTED TO
£4 7 e ’ INTELLECTUAL

PROPERTY
LITIGATION &
ENFORCEMENT
/Ediltjeif/by Gregory J Battersby
*  and Chayles W. Grimes

s
’
/

o

/

-

(@) Wolters Kluwer



Trade Secret Litigation

Nicholas W. Armington,
Michael T. Renaud, and
Jonathan J. Engler

I Spy a Trade
Secret: Conducting
Proper Trade
Secret Asset
Management
Review to Avoid
Sufficiency Failure
in Litigation

A recent trade secret matter pend-
ing in federal court in California
shows the pitfalls of a company’s
failure to do trade secret asset man-
agement before filing a trade secret
lawsuit, and also highlights some
important lessons for trade secret
litigators to always keep in mind
when preparing a complaint alleg-
ing misappropriation of a trade
secret either in the state or federal
court.

Trade secret asset management
allows companies to actively cata-
log their valuable trade secret assets
in advance of any need for litiga-
tion. Should litigation become nec-
essary, companies that have taken
this necessary step can easily avoid
the pitfall of providing an insuf-
ficiently vague description of their
trade secrets in a complaint alleg-
ing misappropriation. Trade secret
asset management includes a num-
ber of steps to properly identify
and catalog a company’s valuable
trade secret assets, including iden-
tification of core categories of
trade secret information and the
custodians for such information,
identifying documentation show-
ing the existence and value of such

trade secret assets, and identifying
and, where necessary, strengthen-
ing measures taken to maintain the
secrecy of such assets. Virtually all
successful trade secret cases based
on misappropriation of technol-
ogy need to take these steps at some
point during the case or the case will
fail, so it is incumbent upon compa-
nies to conduct trade secret asset
management upfront in advance of
any potential litigation.

Background of the
Case

The case in California pitted
a medical diagnostics company
against certain competitors, as
well as the competitors’ director
of software products. The director
of software products is accused of
taking an external hard drive with
him upon leaving the diagnostics
company with tens of thousands
of proprietary files on it, including
trade secret information. He is also
accused of recruiting additional
employees of the diagnostics com-
pany to leave for the competitor.

During a hearing on a renewed
motion by the diagnostics company
for a preliminary injunction seeking
to prevent the unlawful use of cer-
tain diagnostic software that alleg-
edly benefits from its trade secrets,
the Judge criticized the diagnostics
company for its vague description
of its alleged trade secrets. This
first lesson is one trade secret liti-
gators should always have front of
mind when pleading trade secret

claims—what is my trade secret?
While litigants are not required to
disclose all aspects of their trade
secret, especially when filing a com-
plaint, they must provide a sufficient
description of the alleged trade
secret aspects of the misappropri-
ated information to satisfy their bur-
den to state a claim for relief under
the relevant trade secret law. This
is especially the case in California,
where trade secret plaintiffs are
required to identify a trade secret
with “sufficient particularity” prior
to the start of discovery. California
Code of Civil Procedure §2019.210.
Indeed, at least in the Ninth Circuit,
this requirement for “sufficient par-
ticularity” also applies to claims
made under the federal Defend
Trade Secrets Act. InteliClear,
LLC v. ETC Global Holdings, Inc.,
978 F.3d 653 (9th Cir. 2020). Thus,
when bringing a trade secret claim,
a first question to always ask is,
“What is my trade secret and how
will T describe it in my complaint?”
By performing trade secret asset
management before any potential
litigation arises, a company can be
sure that their valuable assets are
cataloged in a way that allows for
sufficiently precise description of
misappropriated trade secret infor-
mation in litigation so as to avoid
the pitfall suffered in this case.
During the hearing, the judge also
took issue with allegations that the
use of proprietary software was a
trade secret, stating plainly at one
point that it is not a trade secret to
use a trade secret. This distinction
highlights an ongoing question of
to what extent “use” can qualify
as misappropriation or, relatedly,
whether useisa “predicate act” when
pleading a RICO claim supported
by allegations of trade secret theft.
As previously discussed by Mintz
here (link: Attps:/lwww.mintz.com/
insights-center/viewpoints/223%5022-
03-10-open-question-use-stolen-
trade-secrets-may-or-may-not),
trade secret misappropriation under
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the DTSA can qualify as a “predi-
cate act” supporting a civil RICO
claim, but the circumstances under
which the use of misappropriated
trade secrets may qualify as a predi-
cate act remains an unsettled ques-
tion with courts split on whether use
of a trade secret qualifies.

Takeaways

On a final practice note, counsel in
this case appears to have relied on
arguments concerning what con-
stituted alleged trade secrets made
in papers filed much earlier in the
case, without explicitly reiterating
them in the moving papers before
the court. This is a good reminder
to all trade secret litigators that it
is incumbent on the attorneys to
always place the relevant facts, law,
and argument before the court, and
never the judge’s obligation to go
digging to make a party’s case.

Of the many lessons to be learned
from this case, perhaps the most
important is that adequate trade

secret asset management conducted
in advance of any litigation will
allow companies that do end up
having to bring suit to adequately
describe their trade secret assets to
avoid any shortfall in the relief they
are able to obtain from the court.
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