
P
R

A
T

T
’S

P
R

IV
A

C
Y

 &
 C

Y
B

E
R

S
E

C
U

R
IT

Y
 L

A
W

R
E

P
O

R
T

 
2

5
-5

 
J

U
N

E
 

2
0

2
5

 
V

O
L

. 11 •
N

O
. 5

P R A T T ’ S

PRIVACY & 
CYBERSECURITY

LAW
REPORT

JUNE 2025
VOL. 11 NO. 5

AN A.S. PRATT PUBLICATION

EDITOR’S NOTE: PRIVACY LAW CONTINUES 
TO DEVELOP  
Victoria Prussen Spears

WHEN YOUR FINGERS DO THE TALKING: D.C. 
CIRCUIT RULES THAT COMPELLED OPENING 
OF CELLPHONE WITH FINGERPRINT VIOLATES  
THE FIFTH AMENDMENT 
Lee M. Cortes, Jr., Murad Hussain, Baruch Weiss 
and Veronica A. Guerrero

NAVIGATING USE OF GENERATIVE AI  
AT WORK: BEST PRACTICES AND  
LEGAL CONSIDERATIONS 
Damien DeLaney and M. Adil Yaqoob 

TELL ME LIES: THE LEGAL RISKS ASSOCIATED 
WITH MISREPRESENTING DATA SECURITY  
AND PRIVACY 
Starr Turner Drum, Sarah S. Glover and  
Noor K. Kalkat  

WILL NEW YORK BE NEXT TO REGULATE 
SPECIFICALLY PERSONAL HEALTH INFORMATION 
TO FURTHER, AND POSSIBLY RE-WRITE, A NEW 
PARADIGM OF STATE-LEVEL HEALTH DATA 
REGULATION? 
Scott T. Lashway, Matthew MK Stein,  
Cassandra L. Paolillo and Kayla LaRosa

LESSONS FROM PAYPAL’S $2 MILLION 
CYBERSECURITY SETTLEMENT WITH  
THE NEW YORK STATE DEPARTMENT  
OF FINANCIAL SERVICES 
Craig R. Heeren

THE FIRST ENFORCEMENT DECISION BY 
CALIFORNIA’S TOP PRIVACY COP: WHAT 
IT MEANS 
Cynthia J. Larose

UK INFORMATION COMMISSIONER’S OFFICE 
ANNOUNCES COOKIES COMPLIANCE REVIEW 
OF UK’S TOP 1,000 WEBSITES 
James Castro-Edwards  

Date: 05/08/2024 • Page Count: 38 • PPI: 340 • Spine width: 0.112 in. • Trim size: 6.5 X 9.625 in.



Pratt’s Privacy & Cybersecurity
Law Report
VOLUME  11 NUMBER  5

160

157

153

148

131Editor’s Note: Privacy Law Continues to Develop 
Victoria Prussen Spears

When Your Fingers Do the Talking: D.C. Circuit Rules That Compelled 
Opening of Cellphone With Fingerprint Violates the Fifth Amendment
Lee M. Cortes, Jr., Murad Hussain, Baruch Weiss and Veronica A. Guerrero 

Navigating Use of Generative AI at Work: Best Practices and 
Legal Considerations
Damien DeLaney and M. Adil Yaqoob 

Tell Me Lies: The Legal Risks Associated with Misrepresenting 
Data Security and Privacy
Starr Turner Drum, Sarah S. Glover and Noor K. Kalkat 

Will New York Be Next to Regulate Specifically Personal Health  
Information to Further, and Possibly Re-Write, a New Paradigm 
of State-Level Health Data Regulation?
Scott T. Lashway, Matthew MK Stein, Cassandra L. Paolillo and  
Kayla LaRosa

Lessons from PayPal’s $2 Million Cybersecurity Settlement with 
the New York State Department of Financial Services
Craig R. Heeren

The First Enforcement Decision by California’s Top Privacy Cop: 
What It Means
Cynthia J. Larose

UK Information Commissioner’s Office Announces Cookies 
Compliance Review of UK’s Top 1,000 Websites
James Castro-Edwards  

June 2025

133

142

139



QUESTIONS ABOUT THIS PUBLICATION?

For questions about the Editorial Content appearing in these volumes or reprint permission, please contact:
Deneil C. Targowski at ....................................................................................................... (908) 673-3380
Email: .............................................................................................. Deneil.C.Targowski@lexisnexis.com
For assistance with replacement pages, shipments, billing or other customer service matters, please call:

Customer Services Department at .............................................................................. (800) 833-9844
Outside the United States and Canada, please call .................................................. (518) 487-3385
Fax Number ....................................................................................................................... (800) 828-8341
LexisNexis® Support Center .............................................. https://supportcenter.lexisnexis.com/app/home
For information on other Matthew Bender publications, please call

Your account manager or ...............................................................................................   (800) 223-1940
Outside the United States and Canada, please call .........................................................   (518) 487-3385

ISBN: 978-1-6328-3362-4 (print) 
ISBN: 978-1-6328-3363-1 (eBook)

ISSN: 2380-4785 (Print) 
ISSN: 2380-4823 (Online)

Cite this publication as: 
[author name], [article title], [vol. no.] PRATT’S PRIVACY &CYBERSECURITY LAW REPORT [page number]
(LexisNexis A.S. Pratt); 
Laura Clark Fey and Jeff Johnson, Shielding Personal Information in eDiscovery, [7] PRATT’S PRIVACY & 
CYBERSECURITY LAW REPORT [179] (LexisNexis A.S. Pratt)

No copyright is claimed by LexisNexis, Matthew Bender & Company, Inc., or Reed Elsevier Properties SA, in the text 
of statutes, regulations, and excerpts from court opinions quoted within this work. Permission to copy material may be 
licensed for a fee from the Copyright Clearance Center, 222 Rosewood Drive, Danvers, Mass. 01923, telephone (978) 
750-8400.

An A.S. Pratt Publication 
Editorial

Editorial Offices 
630 Central Ave., New Providence, NJ 07974 (908) 464-6800 
201 Mission St., San Francisco, CA 94105-1831 (415) 908-3200 
www.lexisnexis.com

(2025–Pub. 4939)

This publication is sold with the understanding that the publisher is not engaged in rendering legal, accounting, or 
other professional services. If legal advice or other expert assistance is required, the services of a competent professional 
should be sought.
LexisNexis and the Knowledge Burst logo are registered trademarks of Reed Elsevier Properties Inc., used under 
license.A.S. Pratt is a trademark of Reed Elsevier Properties SA, used under license.

Copyright © 2025 Reed Elsevier Properties SA, used under license by Matthew Bender & Company, Inc. All Rights 
Reserved.



Editor-in-Chief, Editor & Board of Editors

EDITOR-IN-CHIEF
Steven A. Meyerowitz

President, Meyerowitz Communications Inc.

EDITOR
Victoria Prussen Spears

Senior Vice President, Meyerowitz Communications Inc.

BOARD OF EDITORS

Emilio W. Cividanes

Partner, Venable LLP
Christopher G. Cwalina

Partner, Holland & Knight LLP
Richard D. Harris

Partner, Day Pitney LLP
Jay D. Kenisberg

Senior Counsel, Rivkin Radler LLP
David C. Lashway

Partner, Sidley Austin LLP
Craig A. Newman

Partner, Patterson Belknap Webb & Tyler LLP
Alan Charles Raul 

Partner, Sidley Austin LLP
Randi Singer

Partner, Weil, Gotshal & Manges LLP
John P. Tomaszewski

Senior Counsel, Seyfarth Shaw LLP
Todd G. Vare

Partner, Barnes & Thornburg LLP
Thomas F. Zych

Partner, Thompson Hine

iii



iv

POSTMASTER: Send address changes to Pratt’s Privacy & Cybersecurity Law Report, LexisNexis Matthew Bender, 630 
Central Ave., New Providence, NJ 07974.

Pratt’s Privacy & Cybersecurity Law Report is published nine times a year by Matthew Bender & Company, Inc. 
Periodicals Postage Paid at Washington, D.C., and at additional mailing offices. Copyright 2025 Reed 
Elsevier Properties SA, used under license by Matthew Bender & Company, Inc. No part of this journal 
may be reproduced in any form—by microfilm, xerography, or otherwise—or incorporated into any 
information retrieval system without the written permission of the copyright owner. For customer 
support, please contact LexisNexis Matthew Bender, 1275 Broadway, Albany, NY 12204 or e-mail 
Customer.Support@lexisnexis.com. Direct any editorial inquires and send any material for publication 
to Steven A. Meyerowitz, Editor-in-Chief, Meyerowitz Communications Inc., 26910 Grand Central 
Parkway Suite 18R, Floral Park, New York 11005, smeyerowitz@meyerowitzcommunications.com, 
631.291.5541. Material for publication is welcomed—articles, decisions, or other items of interest to 
lawyers and law firms, in-house counsel, government lawyers, senior business executives, and anyone 
interested in privacy and cybersecurity related issues and legal developments. This publication is 
designed to be accurate and authoritative, but neither the publisher nor the authors are rendering legal, 
accounting, or other professional services in this publication. If legal or other expert advice is desired, 
retain the services of an appropriate professional. The opinions expressed are those of the author(s) 
and do not necessarily reflect the views of their employer, its clients, the editor(s), RELX, LexisNexis, 
Matthew Bender & Co., Inc, or any of its or their respective affiliates.



157

By Cynthia J. Larose*

In this article, the author examines the first enforcement decision issued by the 
California Privacy Protection Agency under the California Consumer Privacy Act, 
and implications for every business covered by the statute. 

The California Privacy Protection Agency (CPPA) has issued its first Order of Decision,1 
to American Honda Motor Co., in an enforcement action under the California Consumer 
Privacy Act (CPPA). Although the investigation arose from the CPPA’s ongoing review 
of data privacy practices2 by connected car manufacturers and other related technologies, 
there are some important takeaways for every business covered by the CCPA.

In the order, the CPPA alleged that Honda violated the CCPA’s privacy rights 
provisions by:

•	 Requiring California consumers to provide excessive personal information 
to exercise their rights, including the opt-out of sale/sharing right (in 
violation of the requirement in Sections 7026(d), 7027(e), and 7060(b) 
of the CCPA Regulations);

•	 Using an online privacy rights management platform that did not offer 
consumers a “symmetry of choice” in exercising their privacy choices 
(in violation of the requirement in Section 7004(a)(2) of the CCPA 
Regulations);

•	 Not providing a user-friendly method for authorized agents to submit 
privacy rights requests on consumers’ behalf; and

•	 Failing to provide to the CPPA copies of its contracts with advertising 
technology providers as required under the CCPA.

FIRST, THE FINE

The CPPA imposed a $632,500 fine on Honda, calculated under the CCPA based 
on the number of consumers whose rights were alleged by the CPPA to have been 
implicated by some of Honda’s practices. The order underscores that fines apply on a per 

The First Enforcement Decision by 
California’s Top Privacy Cop: What  
It Means

* The author, an attorney with Mintz, Levin, Cohn, Ferris, Glovsky and Popeo, P.C., may be 
contacted at cjlarose@mintz.com. 

1	 https://cppa.ca.gov/regulations/pdf/20250307_hmc_order.pdf. 
2	 https://cppa.ca.gov/announcements/2023/20230731.html. 
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violation basis. This fine obviously represents a very small number (153 as described in 
the order) of the consumers that could have been implicated, but according to Michael 
Macko, head of the CCPA’s Enforcement Division: 

We won’t hesitate to use our cease-and-desist authority to change business 
practices, and we’ll tally fines based on the number of violations. [The] resolution 
reflects Honda’s early cooperation and commitment to make things right.

An important point regarding this order: although the investigation arose out of a 
sweep of connected car manufacturers, there is nothing about the CPPA’s order that 
directly relates to the auto industry or connected car technologies. This order provides 
a look into what we might expect from future CPPA enforcement actions and has three 
immediately actionable takeaways for all businesses subject to the CCPA.

REVIEW YOUR RIGHTS MANAGEMENT PLATFORM

The order took issue with a widely-used rights management platform as implemented 
by Honda, alleging that Honda’s platform was requiring more information than necessary 
from consumers when exercising their CCPA rights to opt-out of sale/sharing or limiting 
the use and disclosure of their personal information in violation of the CCPA. “Requiring 
verification for the processing of a Request to Opt-Out of Sale/Sharing or Request to 
Limit impairs or interferes with the Consumer’s ability to exercise those rights. The 
CCPA prohibits businesses from designing methods for submitting CCPA Requests 
that substantially subverts or impairs the Consumer’s autonomy, decisionmaking, or 
choice. Id. § 7004; see also Civ. Code § 1798.140(h), (l).” According to the order, 
Honda’s process for processing CCPA requests did not distinguish between requests 
that required verification and those that did not, thus collecting more information than 
necessary. 

Verification of identity for exercise of consumer rights under the CCPA is not a “one 
size fits all.”

REVIEW YOUR CONSUMER REQUEST AND CONSENT MECHANISMS

The CCPA Regulations, implemented by the CPPA (Section 7004(a)(2)), require 
businesses to design request and consent mechanisms that present the consumer with 
“symmetry in choice”; in other words, you cannot create a path to a privacy-protection 
option that is longer or more difficult for consumers to navigate than a less privacy-
protective option. The order alleged that Honda’s cookie management tool required too 
many steps for consumers to disable cookies and opt-out of sharing with advertising 
cookies. Consumers could “accept all” cookies with one click (and thus opt-in to 
sharing), but according to the order, opting out of the cookies and sharing would require 
at least two clicks. According to the order, a symmetrical choice in this scenario “could 
be between ‘Accept All’ and ‘Decline All.’ [Section] 7004(a)(2)(C).” How does your 
cookie banner present options?
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AUDIT YOUR VENDOR CONTRACTS!

The CCPA requires that covered businesses that disclose personal information to 
a third party, service provider, or a contractor enter into contracts that have specific 
requirements set forth in Sections 7051 and 7053. According to the order, Honda 
discloses personal information of its consumers to ad tech companies who “in turn, use 
this Personal Information to track Consumers across different websites for advertising 
and marketing purposes.” The order alleges that Honda could not produce contracts 
with ad tech companies, thus putting consumers’ personal information at risk.” That 
is a clear call to covered businesses to ensure that any disclosures of consumer personal 
information to third parties, service providers, or contractors (all as defined in the 
CCPA) are subject to agreements that include the specific CCPA-required language, 
and that it is time to review these relationships, including with ad tech companies.

These types of enforcement agreements carry costs beyond the fine. Under the 
settlement agreement, Honda agreed to a host of corrective actions in addition to the 
payment of the $632,500 fine:

•	 Implement a new and simpler process for consumers to submit privacy 
rights request consistent with the CCPA and apply the Global Privacy 
Control;

•	 Consult with a user experience (UX) designer to evaluate its methods for 
submitting privacy requests and certify to the CPPA that it received the 
recommendations from the UX designer and provide the CPPA with a 
timeline for implementation;

•	 Train employees on CCPA compliance; and

•	 Change its contract management and tracking process to ensure 
compliance with the CCPA and confirm in writing to the CPPA that 
required contractual terms are in place with all recipients of personal 
information.




