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In the 

United States Court of Appeals 
For the Seventh Circuit 

____________________ȱ
No.ȱ14Ȭ3122ȱ

HILARYȱREMIJAS,ȱonȱbehalfȱofȱherselfȱandȱallȱothersȱsimilarlyȱ
situated,ȱetȱal.,ȱȱ

PlaintiffsȬAppellants,ȱ

v.ȱ

NEIMANȱMARCUSȱGROUP,ȱLLC,ȱ
DefendantȬAppellee.ȱ

____________________ȱ

AppealȱfromȱtheȱUnitedȱStatesȱDistrictȱCourtȱforȱtheȱ
NorthernȱDistrictȱofȱIllinois,ȱEasternȱDivision.ȱ

No.ȱ14ȱCȱ1735ȱ—ȱJamesȱB.ȱZagel,ȱJudge.ȱ
____________________ȱ

ARGUEDȱJANUARYȱ23,ȱ2015ȱ—ȱDECIDEDȱJULYȱ20,ȱ2015ȱ
____________________ȱ

BeforeȱWOOD,ȱChiefȱJudge,ȱandȱKANNEȱandȱTINDER,ȱCircuitȱ
Judges.ȱ

WOOD,ȱChiefȱ Judge.ȱ Sometimeȱ inȱ 2013,ȱ hackersȱ attackedȱ
NeimanȱMarcus,ȱ aȱ luxuryȱ departmentȱ store,ȱ andȱ stoleȱ theȱ
creditȱcardȱnumbersȱofȱitsȱcustomers.ȱInȱDecemberȱ2013,ȱtheȱ
companyȱ learnedȱ thatȱ someȱ ofȱ itsȱ customersȱ hadȱ foundȱ
fraudulentȱ chargesȱ onȱ theirȱ cards.ȱOnȱ Januaryȱ 10,ȱ 2014,ȱ itȱ
announcedȱ toȱ theȱpublicȱ thatȱ theȱ cyberattackȱhadȱoccurredȱ
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andȱ thatȱ betweenȱ Julyȱ 16,ȱ 2013,ȱ andȱOctoberȱ 30,ȱ 2013,ȱ apȬ
proximatelyȱ350,000ȱcardsȱhadȱbeenȱexposedȱtoȱtheȱhackers’ȱ
malware.ȱInȱtheȱwakeȱofȱthoseȱdisclosures,ȱseveralȱcustomersȱ
broughtȱ thisȱactionȱunderȱ theȱClassȱActionȱFairnessȱAct,ȱ28ȱ
U.S.C.ȱ§ȱ1332(d),ȱseekingȱvariousȱformsȱofȱrelief.ȱTheȱdistrictȱ
courtȱstoppedȱtheȱsuitȱinȱitsȱtracks,ȱhowever,ȱrulingȱthatȱbothȱ
theȱindividualȱplaintiffsȱandȱtheȱclassȱlackedȱstandingȱunderȱ
ArticleȱIIIȱofȱtheȱConstitution.ȱThisȱresultedȱinȱaȱdismissalȱofȱ
theȱcomplaintȱwithoutȱprejudice.ȱSeeȱSteelȱCo.ȱv.ȱCitizensȱforȱaȱ
Betterȱ Env’t,ȱ 523ȱ U.S.ȱ 83,ȱ 102ȱ (1998)ȱ (standingȱ toȱ sueȱ isȱ aȱ
thresholdȱjurisdictionalȱquestion);ȱHernandezȱv.ȱConrivȱRealtyȱ
Assocs.,ȱ 182ȱ F.3dȱ 121,ȱ 122ȱ (2dȱCir.ȱ 1999)ȱ (“[W]hereȱ federalȱ
subjectȱmatterȱ jurisdictionȱdoesȱnotȱ exist,ȱ federalȱ courtsȱdoȱ
notȱhaveȱtheȱpowerȱtoȱdismissȱwithȱprejudiceȱ…ȱ.”).ȱWeȱconȬ
cludeȱthatȱtheȱdistrictȱcourtȱerred.ȱTheȱplaintiffsȱsatisfyȱArtiȬ
cleȱ III’sȱ requirementsȱbasedȱonȱatȱ leastȱsomeȱofȱ theȱ injuriesȱ
theyȱhaveȱ identified.ȱWeȱ thusȱ reverseȱ andȱ remandȱ forȱ furȬ
therȱproceedings.ȱȱ

Iȱ

Inȱ midȬDecemberȱ 2013,ȱ Neimanȱ Marcusȱ learnedȱ thatȱ
fraudulentȱ chargesȱ hadȱ shownȱ upȱ onȱ theȱ creditȱ cardsȱ ofȱ
someȱofȱitsȱcustomers.ȱKeepingȱthisȱinformationȱconfidentialȱ
atȱfirstȱ(accordingȱtoȱplaintiffs,ȱsoȱthatȱtheȱbreachȱwouldȱnotȱ
disruptȱ theȱ lucrativeȱholidayȱshoppingȱseason),ȱ itȱpromptlyȱ
investigatedȱ theȱreports.ȱ Itȱdiscoveredȱpotentialȱmalwareȱ inȱ
itsȱcomputerȱsystemsȱonȱJanuaryȱ1,ȱ2014.ȱNineȱdaysȱ later,ȱ itȱ
publiclyȱdisclosedȱtheȱdataȱbreachȱandȱsentȱindividualȱnotifiȬ
cationsȱ toȱ theȱ customersȱ whoȱ hadȱ incurredȱ fraudulentȱ
charges.ȱ Theȱ companyȱ alsoȱ postedȱ updatesȱ onȱ itsȱwebsite.ȱ
Thoseȱ messagesȱ confirmedȱ severalȱ aspectsȱ ofȱ theȱ attack:ȱ
someȱ cardȱnumbersȱhadȱbeenȱexposedȱ toȱ theȱmalware,ȱbutȱ
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otherȱsensitiveȱ informationȱsuchȱasȱsocialȱsecurityȱnumbersȱ
andȱbirthȱdatesȱhadȱnotȱbeenȱcompromised;ȱtheȱmalwareȱatȬ
temptedȱtoȱcollectȱcardȱdataȱbetweenȱJulyȱ16,ȱ2013,ȱandȱOcȬ
toberȱ30,ȱ2013;ȱ350,000ȱcardsȱwereȱpotentiallyȱexposed;ȱandȱ
9,200ȱofȱthoseȱ350,000ȱcardsȱwereȱknownȱtoȱhaveȱbeenȱusedȱ
fraudulently.ȱ Notably,ȱ otherȱ companiesȱ hadȱ alsoȱ sufferedȱ
cyberattacksȱduringȱthatȱholidayȱseason.ȱȱ

Atȱthatȱpoint,ȱNeimanȱMarcusȱnotifiedȱallȱcustomersȱwhoȱ
hadȱshoppedȱatȱitsȱstoresȱbetweenȱJanuaryȱ2013ȱandȱJanuaryȱ
2014ȱandȱ forȱwhomȱ theȱcompanyȱhadȱphysicalȱorȱemailȱadȬ
dresses,ȱofferingȱthemȱoneȱyearȱofȱfreeȱcreditȱmonitoringȱandȱ
identityȬtheftȱprotection.ȱOnȱFebruaryȱ4,ȱ2014,ȱMichaelȱKingȬ
ston,ȱtheȱSeniorȱViceȱPresidentȱandȱChiefȱInformationȱOfficerȱ
forȱ theȱNeimanȱMarcusȱGroup,ȱ testifiedȱ beforeȱ theȱUnitedȱ
StatesȱSenateȱJudiciaryȱCommittee.ȱHeȱrepresentedȱthatȱ“theȱ
customerȱ informationȱ thatȱwasȱ potentiallyȱ exposedȱ toȱ theȱ
malwareȱwasȱpaymentȱ cardȱ accountȱ information”ȱ andȱ thatȱ
“thereȱisȱnoȱindicationȱthatȱsocialȱsecurityȱnumbersȱorȱotherȱ
personalȱinformationȱwereȱexposedȱinȱanyȱway.”ȱȱ

Theseȱ disclosuresȱ promptedȱ theȱ filingȱ ofȱ aȱ numberȱ ofȱ
classȬactionȱ complaints.ȱ Theyȱwereȱ consolidatedȱ inȱ aȱ Firstȱ
AmendedȱComplaintȱfiledȱonȱJuneȱ2,ȱ2014,ȱbyȱHilaryȱRemiȬ
jas,ȱMelissaȱFrank,ȱDebbieȱFarnoush,ȱandȱ JoanneȱKao.ȱTheyȱ
soughtȱ toȱ representȱ themselvesȱ andȱ theȱ approximatelyȱ
350,000ȱotherȱcustomersȱwhoseȱdataȱmayȱhaveȱbeenȱhacked.ȱ
Theȱcomplaintȱreliesȱonȱaȱnumberȱofȱtheoriesȱforȱrelief:ȱnegȬ
ligence,ȱbreachȱofȱimpliedȱcontract,ȱunjustȱenrichment,ȱunfairȱ
andȱ deceptiveȱ businessȱ practices,ȱ invasionȱ ofȱ privacy,ȱ andȱ
violationȱofȱmultipleȱstateȱdataȱbreachȱ laws.ȱItȱraisesȱclaimsȱ
thatȱexceedȱ$5,000,000,ȱandȱminimalȱdiversityȱofȱcitizenshipȱ
exists,ȱbecauseȱRemijasȱisȱaȱcitizenȱofȱIllinois,ȱFrankȱisȱaȱcitiȬ



4ȱ No.ȱ14Ȭ3122ȱ

zenȱofȱNewȱYork,ȱandȱFarnoushȱandȱKaoȱareȱcitizensȱofȱCaliȬ
fornia,ȱwhileȱ theȱNeimanȱMarcusȱGroupȱLLC,ȱonceȱownerȬ
shipȱ isȱtracedȱthroughȱseveralȱ intermediaryȱLLCs,ȱ isȱownedȱ
byȱNMȱMariposaȱ IntermediateȱHoldingsȱ Inc.,ȱ aȱ Delawareȱ
corporationȱwithȱitsȱprincipalȱplaceȱofȱbusinessȱinȱTexas.ȱTheȱ
districtȱcourt’sȱjurisdictionȱ(apartȱfromȱtheȱArticleȱIIIȱissueȱtoȱ
whichȱweȱwillȱ turn)ȱwasȱ thereforeȱproperȱunderȱ 28ȱU.S.C.ȱ
§ȱ1332(d)(2).ȱȱ

RemijasȱallegedȱthatȱsheȱmadeȱpurchasesȱusingȱaȱNeimanȱ
MarcusȱcreditȱcardȱatȱtheȱdepartmentȱstoreȱinȱOakȱBrook,ȱIlȬ
linois,ȱinȱAugustȱandȱDecemberȱ2013.ȱFrankȱallegedȱthatȱsheȱ
andȱ herȱ husbandȱ usedȱ aȱ jointȱ debitȱ cardȱ accountȱ toȱmakeȱ
purchasesȱatȱaȱNeimanȱMarcusȱ storeȱonȱLongȱ Island,ȱNewȱ
York,ȱinȱDecemberȱ2013;ȱthatȱonȱJanuaryȱ9,ȱ2014,ȱfraudulentȱ
chargesȱ appearedȱ onȱ herȱ debitȱ cardȱ account;ȱ that,ȱ severalȱ
weeksȱ later,ȱ sheȱwasȱ theȱ targetȱ ofȱ aȱ scamȱ throughȱherȱ cellȱ
phone;ȱ andȱ thatȱ herȱ husbandȱ receivedȱ aȱ noticeȱ letterȱ fromȱ
NeimanȱMarcusȱaboutȱtheȱbreach.ȱFarnoushȱallegedȱthatȱsheȱ
alsoȱincurredȱfraudulentȱchargesȱonȱherȱcreditȱcardȱafterȱsheȱ
usedȱ itȱatȱNeimanȱMarcusȱ inȱ2013.ȱFinally,ȱKaoȱmadeȱpurȬ
chasesȱonȱ tenȱseparateȱoccasionsȱatȱaȱNeimanȱMarcusȱstoreȱ
inȱSanȱFranciscoȱ inȱ2013ȱandȱ receivedȱnotificationsȱ inȱ JanuȬ
aryȱ2014ȱ fromȱherȱbankȱasȱwellȱasȱNeimanȱMarcusȱ thatȱherȱ
debitȱcardȱhadȱbeenȱcompromised.ȱȱ

Citingȱ Federalȱ Rulesȱ ofȱ Civilȱ Procedureȱ 12(b)(1)ȱ andȱ
12(b)(6),ȱNeimanȱMarcusȱmovedȱtoȱdismissȱtheȱcomplaintȱforȱ
lackȱofȱstandingȱandȱforȱfailureȱtoȱstateȱaȱclaim.ȱOnȱSeptemȬ
berȱ16,ȱ2014,ȱtheȱdistrictȱjudgeȱgrantedȱtheȱmotionȱexclusiveȬ
lyȱonȱstandingȱgrounds,ȱandȱtheȱplaintiffsȱfiledȱtheirȱnoticeȱofȱ
appealȱ nineȱdaysȱ later.ȱThisȱ createdȱ aȱ slightȱproblemȱwithȱ
appellateȱ jurisdiction,ȱ becauseȱ theȱ districtȱ judgeȱ neverȱ setȱ
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outȱhisȱjudgmentȱinȱaȱseparateȱdocumentȱasȱrequiredȱbyȱRuleȱ
58(a).ȱNonetheless,ȱweȱhaveȱ confirmedȱ thatȱ thereȱ isȱ aȱ finalȱ
judgmentȱforȱpurposesȱofȱ28ȱU.S.C.ȱ§ȱ1291ȱandȱourȱ jurisdicȬ
tionȱ isȱsecure.ȱ (Thisȱstepȱwouldȱnotȱbeȱnecessaryȱ ifȱ theȱdisȬ
trictȱcourtȱhadȱtakenȱtheȱsimpleȱadditionalȱstepȱdescribedȱinȱ
Ruleȱ58(a);ȱweȱonceȱagainȱurgeȱ theȱdistrictȱ courtsȱ toȱdoȱ so,ȱ
forȱ theȱ sakeȱ ofȱ bothȱ theȱ partiesȱ andȱ theȱ appellateȱ court.)ȱ
Here,ȱ theȱ districtȱ courtȱ clearlyȱ evidencedȱ itsȱ intentȱ inȱ itsȱ
opinionȱ thatȱ thisȱwasȱ theȱ finalȱdecisionȱ inȱ theȱcase,ȱandȱ theȱ
clerkȱrecordedȱtheȱdismissalȱinȱtheȱdocket.ȱBankersȱTrustȱCo.ȱ
v.ȱMallis,ȱ435ȱU.S.ȱ381,ȱ387–88ȱ(1978);ȱseeȱalsoȱKaplanȱv.ȱShureȱ
Bros.,ȱ153ȱF.3dȱ413,ȱ417ȱ(7thȱCir.ȱ1998).ȱAsȱneitherȱpartyȱhasȱ
calledȱ toȱ ourȱ attentionȱ anythingȱ thatȱwouldȱ defeatȱ finalityȱ
norȱdoȱweȱseeȱanything,ȱweȱareȱfreeȱtoȱproceed.ȱ

IIȱ

Weȱreviewȱaȱdistrictȱcourt’sȱdismissalȱ forȱ lackȱofȱArticleȱ
IIIȱstandingȱdeȱnovo.ȱReidȱL.ȱv.ȱIll.ȱStateȱBd.ȱofȱEduc.,ȱ358ȱF.3dȱ
511,ȱ 515ȱ (7thȱ Cir.ȱ 2004).ȱUnderȱ Ruleȱ 12(b)(1),ȱ “theȱ districtȱ
courtȱmustȱacceptȱasȱtrueȱallȱmaterialȱallegationsȱofȱtheȱcomȬ
plaint,ȱ drawingȱ allȱ reasonableȱ inferencesȱ therefromȱ inȱ theȱ
plaintiff’sȱ favor,ȱ unlessȱ standingȱ isȱ challengedȱ asȱ aȱ factualȱ
matter.”ȱ Id.ȱ “Theȱ plaintiffs,ȱ asȱ theȱ partiesȱ invokingȱ federalȱ
jurisdiction,ȱbearȱtheȱburdenȱofȱestablishingȱtheȱrequiredȱelȬ
ementsȱofȱ standing.”ȱ Id.ȱ (citationȱomitted);ȱ seeȱLujanȱv.ȱDeȬ
fendersȱofȱWildlife,ȱ504ȱU.S.ȱ555,ȱ561ȱ (1992).ȱ Inȱorderȱ toȱhaveȱ
standing,ȱaȱ litigantȱmustȱ“proveȱ thatȱheȱhasȱsufferedȱaȱconȬ
creteȱandȱparticularizedȱ injuryȱ thatȱ isȱ fairlyȱ traceableȱ toȱ theȱ
challengedȱconduct,ȱandȱisȱlikelyȱtoȱbeȱredressedȱbyȱaȱfavorȬ
ableȱjudicialȱdecision.”ȱHollingsworthȱv.ȱPerry,ȱ133ȱS.ȱCt.ȱ2652,ȱ
2661ȱ(2013)ȱ(citingȱLujan,ȱ504ȱU.S.ȱatȱ560–61).ȱ



6ȱ No.ȱ14Ȭ3122ȱ

Theseȱplaintiffsȱmustȱallegeȱthatȱtheȱdataȱbreachȱinflictedȱ
concrete,ȱparticularizedȱinjuryȱonȱthem;ȱthatȱNeimanȱMarcusȱ
causedȱ thatȱ injury;ȱandȱ thatȱaȱ judicialȱdecisionȱcanȱprovideȱ
redressȱforȱthem.ȱWeȱfirstȱaddressȱtheseȱrequirementsȱofȱArȬ
ticleȱIIIȱstanding,ȱandȱthenȱbrieflyȱcommentȱonȱNeimanȱMarȬ
cus’sȱargumentȱ that,ȱalternatively,ȱ theȱ complaintȱ shouldȱbeȱ
dismissedȱforȱfailureȱtoȱstateȱaȱclaim.ȱ

Aȱ

Theȱplaintiffsȱpointȱ toȱ severalȱkindsȱofȱ injuryȱ theyȱhaveȱ
suffered:ȱ 1)ȱ lostȱ timeȱ andȱmoneyȱ resolvingȱ theȱ fraudulentȱ
charges,ȱ 2)ȱ lostȱ timeȱ andȱ moneyȱ protectingȱ themselvesȱ
againstȱ futureȱ identityȱ theft,ȱ3)ȱ theȱ financialȱ lossȱofȱbuyingȱ
itemsȱ atȱ Neimanȱ Marcusȱ thatȱ theyȱ wouldȱ notȱ haveȱ purȬ
chasedȱhadȱ theyȱknownȱofȱ theȱ store’sȱ carelessȱapproachȱ toȱ
cybersecurity,ȱandȱ4)ȱlostȱcontrolȱoverȱtheȱvalueȱofȱtheirȱperȬ
sonalȱinformation.ȱ(WeȱnoteȱthatȱtheseȱallegationsȱgoȱfarȱbeȬ
yondȱtheȱcomplaintȱaboutȱaȱwebsite’sȱpublicationȱofȱinaccuȬ
rateȱ information,ȱ inȱ violationȱ ofȱ theȱ Fairȱ Creditȱ Reportingȱ
Act,ȱthatȱisȱbeforeȱtheȱSupremeȱCourtȱinȱSpokeo,ȱInc.ȱv.ȱRobins,ȱ
No.ȱ13Ȭ1339,ȱ cert.ȱgrantedȱ135ȱS.ȱCt.ȱ1892ȱ (2015).)ȱTheȱplainȬ
tiffsȱalsoȱallegeȱthatȱtheyȱhaveȱstandingȱbasedȱonȱtwoȱimmiȬ
nentȱ injuries:ȱanȱ increasedȱriskȱofȱ futureȱ fraudulentȱchargesȱ
andȱgreaterȱ susceptibilityȱ toȱ identityȱ theft.ȱWeȱ addressȱ theȱ
twoȱallegedȱimminentȱinjuriesȱfirstȱandȱthenȱtheȱfourȱassertȬ
edȱactualȱinjuries.ȱ

AllegationsȱofȱfutureȱharmȱcanȱestablishȱArticleȱIIIȱstandȬ
ingȱifȱthatȱharmȱisȱ“certainlyȱimpending,”ȱbutȱ“allegationsȱofȱ
possibleȱfutureȱ injuryȱareȱnotȱsufficient.”ȱClapperȱv.ȱAmnestyȱ
Intȇlȱ USA,ȱ 133ȱ S.ȱ Ct.ȱ 1138,ȱ 1147ȱ (2013)ȱ (citationȱ omitted).ȱ
Here,ȱ theȱ complaintȱ allegesȱ thatȱ everyone’sȱ personalȱ dataȱ
hasȱalreadyȱbeenȱstolen;ȱitȱallegesȱthatȱtheȱ9,200ȱwhoȱalreadyȱ
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haveȱ incurredȱ fraudulentȱ chargesȱ haveȱ experiencedȱ harm.ȱ
ThoseȱvictimsȱhaveȱsufferedȱtheȱaggravationȱandȱlossȱofȱvalȬ
ueȱofȱtheȱtimeȱneededȱtoȱsetȱthingsȱstraight,ȱtoȱresetȱpaymentȱ
associationsȱ afterȱ creditȱ cardȱnumbersȱ areȱ changed,ȱ andȱ toȱ
pursueȱ reliefȱ forȱunauthorizedȱ charges.ȱTheȱ complaintȱ alsoȱ
allegesȱaȱconcreteȱ riskȱofȱharmȱ forȱ theȱ rest.ȱTheȱquestionȱ isȱ
whetherȱ theseȱallegationsȱ satisfyȱClapper’sȱ requirementȱ thatȱ
injuryȱeitherȱalreadyȱhaveȱoccurredȱorȱbeȱ“certainlyȱimpendȬ
ing.”ȱ

Asȱ forȱ theȱ 9,200ȱ (includingȱ Frankȱ andȱ Farnoush),ȱ theȱ
plaintiffsȱconcedeȱ thatȱ theyȱwereȱ laterȱ reimbursedȱandȱ thatȱ
theȱ evidenceȱ doesȱ notȱ yetȱ indicateȱ thatȱ theirȱ identitiesȱ (asȱ
opposedȱ toȱ theȱ data)ȱ haveȱ beenȱ stolen.ȱ Butȱ asȱweȱ alreadyȱ
haveȱnoted,ȱ thereȱ areȱ identifiableȱ costsȱ associatedȱwithȱ theȱ
processȱofȱsortingȱthingsȱout.ȱNeimanȱMarcusȱchallengesȱtheȱ
standingȱofȱtheseȱclassȱmembers,ȱbutȱweȱseeȱnoȱmeritȱinȱthatȱ
point.ȱWhatȱaboutȱtheȱclassȱmembersȱwhoȱcontendȱ thatȱunȬ
reimbursedȱ fraudulentȱchargesȱandȱ identityȱ theftȱmayȱhapȬ
penȱ inȱ theȱ future,ȱandȱ thatȱ theseȱ injuriesȱareȱ likelyȱenoughȱ
thatȱimmediateȱpreventiveȱmeasuresȱareȱnecessary?ȱNeimanȱ
MarcusȱcontendsȱthatȱthisȱisȱtooȱspeculativeȱtoȱserveȱasȱinjuȬ
ryȬinȬfact.ȱ Itȱarguesȱ thatȱallȱofȱ theȱplaintiffsȱwouldȱbeȱreimȬ
bursedȱforȱfraudulentȱchargesȱbecauseȱ(itȱasserts)ȱthatȱisȱtheȱ
commonȱpracticeȱofȱmajorȱcreditȱcardȱcompanies.ȱTheȱplainȬ
tiffsȱdisagreeȱwithȱ theȱ latterȱproposition;ȱ theyȱ contendȱ thatȱ
they,ȱ likeȱallȱconsumersȱsubjectȱ toȱ fraudulentȱcharges,ȱmustȱ
spendȱtimeȱandȱmoneyȱreplacingȱcardsȱandȱmonitoringȱtheirȱ
creditȱscore,ȱandȱthatȱfullȱreimbursementȱ isȱnotȱguaranteed.ȱ
(Itȱwouldȱnotȱ beȱ enoughȱ toȱ reviewȱ one’sȱ creditȱ cardȱ stateȬ
mentsȱ carefullyȱ everyȱmonth,ȱ becauseȱ theȱ thievesȱmight—
andȱoftenȱdo—acquireȱnewȱcreditȱcardsȱunbeknownstȱtoȱtheȱ
victim.)ȱThisȱrevealsȱaȱmaterialȱfactualȱdisputeȱonȱsuchȱmatȬ
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tersȱasȱtheȱclassȱmembers’ȱexperiencesȱandȱbothȱtheȱcontentȱ
of,ȱandȱtheȱuniversalityȱof,ȱbankȱreimbursementȱpolicies.ȱȱ

Clapperȱdoesȱnot,ȱasȱ theȱdistrictȱ courtȱ thought,ȱ forecloseȱ
anyȱuseȱwhatsoeverȱofȱ futureȱ injuriesȱ toȱ supportȱArticleȱ IIIȱ
standing.ȱInȱClapper,ȱtheȱSupremeȱCourtȱdecidedȱthatȱhumanȱ
rightsȱorganizationsȱdidȱnotȱhaveȱstandingȱ toȱchallengeȱ theȱ
Foreignȱ Intelligenceȱ Surveillanceȱ Actȱ (FISA)ȱ becauseȱ theyȱ
couldȱ notȱ showȱ thatȱ theirȱ communicationsȱwithȱ suspectedȱ
terroristsȱwereȱinterceptedȱbyȱtheȱgovernment.ȱTheȱplaintiffsȱ
onlyȱsuspectedȱthatȱsuchȱinterceptionsȱmightȱhaveȱoccurred.ȱ
This,ȱ theȱCourtȱheld,ȱwasȱ tooȱspeculativeȱ toȱsupportȱstandȬ
ing.ȱInȱsoȱruling,ȱhowever,ȱitȱdidȱnotȱjettisonȱtheȱ“substantialȱ
risk”ȱstandard.ȱToȱtheȱcontrary,ȱitȱstatedȱthatȱ“[o]urȱcasesȱdoȱ
notȱuniformlyȱrequireȱplaintiffsȱ toȱdemonstrateȱ thatȱ itȱ isȱ litȬ
erallyȱcertainȱ thatȱ theȱharmsȱ theyȱ identifyȱwillȱcomeȱabout.ȱ
Inȱsomeȱinstances,ȱweȱhaveȱfoundȱstandingȱbasedȱonȱaȱ‘subȬ
stantialȱ risk’ȱ thatȱ theȱ harmȱwillȱ occur,ȱwhichȱmayȱ promptȱ
plaintiffsȱ toȱreasonablyȱ incurȱcostsȱ toȱmitigateȱorȱavoidȱ thatȱ
harm.”ȱ133ȱS.ȱCt.ȱatȱ1150ȱn.5ȱ(2013)ȱ(citationȱomitted).ȱ

Inȱaȱdataȱbreachȱcaseȱsimilarȱtoȱours,ȱaȱdistrictȱcourtȱperȬ
suasivelyȱ appliedȱ theseȱ principles,ȱ includingȱ Clapper’sȱ
recognitionȱ thatȱaȱ substantialȱ riskȱwillȱ sometimesȱ sufficeȱ toȱ
supportȱArticleȱ IIIȱ standing.ȱ “Unlikeȱ inȱ Clapper,ȱwhereȱ reȬ
spondents’ȱclaimȱ thatȱ theyȱwouldȱsufferȱ futureȱharmȱrestedȱ
onȱaȱ chainȱofȱeventsȱ thatȱwasȱbothȱ ‘highlyȱattenuated’ȱandȱ
‘highlyȱ speculative,’ȱ theȱ riskȱ thatȱ Plaintiffs’ȱ personalȱ dataȱ
willȱbeȱmisusedȱbyȱ theȱhackersȱwhoȱbreachedȱAdobe’sȱnetȬ
workȱisȱimmediateȱandȱveryȱreal.”ȱInȱreȱAdobeȱSys.,ȱInc.ȱPrivaȬ
cyȱ Litig.,ȱ No.ȱ 13–CV–05226–LHK,ȱ 2014ȱWLȱ 4379916,ȱ atȱ *8ȱ
(N.D.ȱCal.ȱSept.ȱ4,ȱ2014)ȱ (citingȱClapper,ȱ133ȱS.ȱCt.ȱatȱ1148).ȱ
Ourȱ caseȱ isȱmuchȱ theȱ same.ȱ Theȱ plaintiffsȱ allegeȱ thatȱ theȱ
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hackersȱdeliberatelyȱtargetedȱNeimanȱMarcusȱinȱorderȱtoȱobȬ
tainȱtheirȱcreditȬcardȱinformation.ȱWhereasȱinȱClapper,ȱ“thereȱ
wasȱnoȱ evidenceȱ thatȱ anyȱofȱ respondents’ȱ communicationsȱ
eitherȱhadȱbeenȱorȱwouldȱbeȱmonitored,”ȱinȱourȱcaseȱthereȱisȱ
“noȱ needȱ toȱ speculateȱ asȱ toȱwhetherȱ [theȱNeimanȱMarcusȱ
customers’]ȱ informationȱ hasȱ beenȱ stolenȱ andȱ whatȱ inforȬ
mationȱwasȱ taken.”ȱ Id.ȱ (citingȱ Clapper,ȱ 133ȱ S.ȱ Ct.ȱ atȱ 1148).ȱ
Likeȱ theȱ Adobeȱ plaintiffs,ȱ theȱ Neimanȱ Marcusȱ customersȱ
shouldȱnotȱhaveȱ toȱwaitȱuntilȱhackersȱcommitȱ identityȱ theftȱ
orȱcreditȬcardȱ fraudȱ inȱorderȱ toȱgiveȱ theȱclassȱstanding,ȱbeȬ
causeȱ thereȱ isȱ anȱ “objectivelyȱ reasonableȱ likelihood”ȱ thatȱ
suchȱanȱinjuryȱwillȱoccur.ȱClapper,ȱ133ȱS.ȱCt.ȱatȱ1147.ȱ

Requiringȱtheȱplaintiffsȱ“toȱwaitȱforȱtheȱthreatenedȱharmȱ
toȱmaterializeȱinȱorderȱtoȱsue”ȱwouldȱcreateȱaȱdifferentȱprobȬ
lem:ȱ“theȱmoreȱ timeȱ thatȱpassesȱbetweenȱaȱdataȱbreachȱandȱ
anȱ instanceȱofȱ identityȱ theft,ȱ theȱmoreȱ latitudeȱaȱdefendantȱ
hasȱtoȱargueȱthatȱtheȱidentityȱtheftȱisȱnotȱ‘fairlyȱtraceable’ȱtoȱ
theȱ defendant’sȱ dataȱ breach.”ȱ Inȱ reȱ Adobeȱ Sys.,ȱ 2014ȱ WLȱ
4379916,ȱatȱ*8ȱn.5.ȱNeimanȱMarcusȱhasȱmadeȱ justȱthatȱarguȬ
mentȱhere.ȱTheȱpointȱisȱbestȱunderstoodȱasȱaȱchallengeȱtoȱtheȱ
causationȱrequirementȱofȱstanding,ȱtoȱwhichȱweȱturnȱshortly.ȱȱ

Atȱ thisȱstageȱ inȱ theȱ litigation,ȱ itȱ isȱplausibleȱ toȱ inferȱ thatȱ
theȱplaintiffsȱhaveȱshownȱaȱsubstantialȱriskȱofȱharmȱfromȱtheȱ
NeimanȱMarcusȱdataȱbreach.ȱWhyȱelseȱwouldȱhackersȱbreakȱ
intoȱ aȱ store’sȱ databaseȱ andȱ stealȱ consumers’ȱ privateȱ inforȬ
mation?ȱPresumably,ȱ theȱpurposeȱofȱ theȱhackȱ is,ȱ soonerȱorȱ
later,ȱ toȱmakeȱ fraudulentȱchargesȱorȱassumeȱ thoseȱconsumȬ
ers’ȱidentities.ȱTheȱplaintiffsȱareȱalsoȱcarefulȱtoȱsayȱthatȱonlyȱ
9,200ȱ cardsȱhaveȱ experiencedȱ fraudulentȱ chargesȱ soȱ far;ȱ theȱ
complaintȱassertsȱ thatȱ fraudulentȱchargesȱandȱ identityȱ theftȱ
canȱoccurȱlongȱafterȱaȱdataȱbreach.ȱItȱcitesȱaȱGovernmentȱAcȬ
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countabilityȱOfficeȱReportȱ thatȱ findsȱ thatȱ “stolenȱdataȱmayȱ
beȱheldȱforȱupȱtoȱaȱyearȱorȱmoreȱbeforeȱbeingȱusedȱtoȱcommitȱ
identityȱ theft.ȱ Further,ȱ onceȱ stolenȱ dataȱ haveȱ beenȱ soldȱ orȱ
postedȱonȱ theȱWeb,ȱ fraudulentȱuseȱofȱ thatȱ informationȱmayȱ
continueȱ forȱ years.”ȱ U.S.ȱ GOV’Tȱ ACCOUNTABILITYȱ OFFICE,ȱ
GAOȬ07Ȭ737,ȱ REPORTȱ TOȱ CONGRESSIONALȱ REQUESTERS:ȱ
PERSONALȱINFORMATIONȱ29ȱ(2007).ȱ(ThisȱsuggestsȱthatȱonȱreȬ
mandȱtheȱdistrictȱcourtȱmayȱwishȱtoȱlookȱintoȱlengthȱofȱtimeȱ
thatȱaȱvictimȱ isȱ trulyȱatȱrisk;ȱ theȱGAOȱsuggestsȱatȱ leastȱoneȱ
year,ȱ butȱmoreȱ dataȱmayȱ shedȱ lightȱ onȱ thisȱ question.)ȱWeȱ
recognizeȱ thatȱ theȱplaintiffsȱmayȱ eventuallyȱ notȱ beȱ ableȱ toȱ
provideȱanȱadequateȱfactualȱbasisȱforȱtheȱinference,ȱbutȱtheyȱ
hadȱnoȱsuchȱburdenȱatȱtheȱpleadingȱstage.ȱTheirȱallegationsȱ
ofȱfutureȱinjuryȱareȱsufficientȱtoȱsurviveȱaȱ12(b)(1)ȱmotion.ȱ

Inȱadditionȱtoȱtheȱallegedȱfutureȱinjuries,ȱtheȱplaintiffsȱasȬ
sertȱ thatȱ theyȱhaveȱalreadyȱ lostȱ timeȱandȱmoneyȱprotectingȱ
themselvesȱ againstȱ futureȱ identityȱ theftȱ andȱ fraudulentȱ
charges.ȱMitigationȱexpensesȱdoȱnotȱqualifyȱasȱactualȱinjuriesȱ
whereȱ theȱharmȱ isȱnotȱ imminent.ȱClapper,ȱ133ȱS.ȱCt.ȱatȱ1152ȱ
(concludingȱthatȱ“costsȱthatȱtheyȱhaveȱincurredȱtoȱavoidȱ[inȬ
jury]”ȱareȱ insufficientȱ toȱconferȱstanding).ȱPlaintiffsȱ“cannotȱ
manufactureȱ standingȱ byȱ incurringȱ costsȱ inȱ anticipationȱ ofȱ
nonȬimminentȱharm.”ȱId.ȱatȱ1155.ȱ“Ifȱtheȱlawȱwereȱotherwise,ȱ
anȱ enterprisingȱ plaintiffȱwouldȱ beȱ ableȱ toȱ secureȱ aȱ lowerȱ
standardȱ forȱArticleȱ IIIȱ standingȱ simplyȱ byȱmakingȱ anȱ exȬ
penditureȱbasedȱonȱaȱnonparanoidȱfear.”ȱId.ȱatȱ1151.ȱ

Onceȱ again,ȱ however,ȱ itȱ isȱ importantȱ notȱ toȱ overreadȱ
Clapper.ȱClapperȱwasȱaddressingȱ speculativeȱharmȱbasedȱonȱ
somethingȱthatȱmayȱnotȱevenȱhaveȱhappenedȱtoȱsomeȱorȱallȱ
ofȱ theȱplaintiffs.ȱ Inȱourȱcase,ȱNeimanȱMarcusȱdoesȱnotȱconȬ
testȱ theȱ factȱ thatȱ theȱ initialȱ breachȱ tookȱ place.ȱAnȱ affectedȱ
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customer,ȱhavingȱbeenȱnotifiedȱbyȱNeimanȱMarcusȱ thatȱherȱ
cardȱisȱatȱrisk,ȱmightȱthinkȱitȱnecessaryȱtoȱsubscribeȱtoȱaȱserȬ
viceȱthatȱoffersȱmonthlyȱcreditȱmonitoring.ȱItȱisȱtellingȱinȱthisȱ
connectionȱ thatȱNeimanȱMarcusȱ offeredȱ oneȱ yearȱ ofȱ creditȱ
monitoringȱandȱidentityȬtheftȱprotectionȱtoȱallȱcustomersȱforȱ
whomȱ itȱhadȱcontactȱ informationȱandȱwhoȱhadȱshoppedȱatȱ
theirȱstoresȱbetweenȱJanuaryȱ2013ȱandȱJanuaryȱ2014.ȱItȱisȱunȬ
likelyȱ thatȱ itȱdidȱsoȱbecauseȱ theȱriskȱ isȱsoȱephemeralȱ thatȱ itȱ
canȱ safelyȱbeȱdisregarded.ȱTheseȱ creditȬmonitoringȱ servicesȱ
comeȱ atȱ aȱpriceȱ thatȱ isȱmoreȱ thanȱ deȱminimis.ȱForȱ instance,ȱ
Experianȱoffersȱcreditȱmonitoringȱ forȱ$4.95ȱaȱmonthȱ forȱ theȱ
firstȱ month,ȱ andȱ thenȱ $19.95ȱ perȱ monthȱ thereafter.ȱ Seeȱ
http://www.experian.com/consumerȬproducts/creditȬmonito
ring.html.ȱThatȱeasilyȱqualifiesȱasȱaȱconcreteȱinjury.ȱItȱisȱalsoȱ
worthȱnotingȱthatȱourȱanalysisȱisȱconsistentȱwithȱthatȱinȱAnȬ
dersonȱv.ȱHannafordȱBros.ȱCo.,ȱwhereȱtheȱFirstȱCircuitȱheldȱbeȬ
foreȱClapperȱthatȱtheȱplaintiffsȱsufficientlyȱallegedȱmitigationȱ
expenses—namely,ȱtheȱfeesȱforȱreplacementȱcardsȱandȱmoniȬ
toringȱexpenses—becauseȱunderȱMaineȱ law,ȱaȱplaintiffȱmayȱ
“recoverȱ forȱ costsȱandȱharmsȱ incurredȱduringȱ aȱ reasonableȱ
effortȱ toȱmitigate,ȱ regardlessȱ ofȱwhetherȱ theȱ harmȱ isȱ nonȬ
physical.”ȱ659ȱF.3dȱ151,ȱ162ȱ(1stȱCir.ȱ2011).ȱȱ

Forȱtheȱsakeȱofȱcompleteness,ȱweȱcommentȱbrieflyȱonȱtheȱ
otherȱassertedȱinjuries.ȱTheyȱareȱmoreȱproblematic.ȱWeȱneedȱ
notȱdecideȱwhetherȱ theyȱwouldȱhaveȱ sufficedȱ forȱ standingȱ
onȱ theirȱown,ȱbutȱweȱareȱdubious.ȱTheȱplaintiffsȱargue,ȱ forȱ
example,ȱ thatȱ theyȱ overpaidȱ forȱ theȱ productsȱ atȱ Neimanȱ
MarcusȱbecauseȱtheȱstoreȱfailedȱtoȱinvestȱinȱanȱadequateȱseȬ
curityȱsystem.ȱInȱsomeȱsituations,ȱweȱhaveȱheldȱthatȱfinancialȱ
injuryȱ inȱ theȱ formȱofȱanȱoverchargeȱ canȱ supportȱArticleȱ IIIȱ
standing.ȱ Seeȱ Inȱ reȱAquaȱDotsȱProductsȱLiab.ȱLitig.,ȱ 654ȱF.3dȱ
748,ȱ751ȱ(7thȱCir.ȱ2011)ȱ(“Theȱplaintiffs’ȱlossȱisȱfinancial:ȱtheyȱ
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paidȱ moreȱ forȱ theȱ toysȱ thanȱ theyȱ wouldȱ have,ȱ hadȱ theyȱ
knownȱofȱ theȱrisksȱ theȱbeadsȱposedȱ toȱchildren.ȱAȱ financialȱ
injuryȱcreatesȱstanding.”)ȱ (citationsȱomitted).ȱDistrictȱcourtsȱ
haveȱ appliedȱ thisȱ approachȱ toȱ comparableȱ situations.ȱ See,ȱ
e.g.,ȱChicagoȱFaucetȱShoppe,ȱ Inc.ȱv.ȱNestleȱWatersȱN.ȱAm.ȱ Inc.,ȱ
No.ȱ12ȱCȱ08119,ȱ2014ȱWLȱ541644,ȱatȱ*3ȱ(N.D.ȱIll.ȱFeb.ȱ11,ȱ2014)ȱ
(citingȱAquaȱDots);ȱMuirȱv.ȱPlaytexȱProducts,ȱLLC,ȱ983ȱF.ȱSupp.ȱ
2dȱ 980,ȱ 986ȱ (N.D.ȱ Ill.ȱ 2013)ȱ (holdingȱ thatȱ aȱ claimȱ thatȱ conȬ
sumerȱwouldȱnotȱhaveȱpurchasedȱproductȱorȱnotȱhaveȱpaidȱaȱ
premiumȱpriceȱ forȱ theȱproductȱ isȱ sufficientȱ injuryȱ toȱestabȬ
lishȱstanding).ȱȱ

Importantly,ȱmanyȱofȱthoseȱcasesȱinvolveȱproductsȱliabilȬ
ityȱclaimsȱagainstȱdefectiveȱorȱdangerousȱproducts.ȱSee,ȱe.g.,ȱ
Liptonȱv.ȱChattem,ȱInc.ȱNo.ȱ11ȱCȱ2952,ȱ2012ȱWLȱ1192083,ȱatȱ*3–
4ȱ (N.D.ȱ Ill.ȱApr.ȱ10,ȱ2012).ȱOurȱcaseȱwouldȱextendȱ thatȱ ideaȱ
fromȱaȱparticularȱproductȱtoȱtheȱoperationȱofȱtheȱentireȱstore:ȱ
plaintiffsȱallegeȱthatȱtheyȱwouldȱhaveȱshunnedȱNeimanȱMarȬ
cusȱhadȱ theyȱknownȱ thatȱ itȱdidȱnotȱ takeȱ theȱnecessaryȱpreȬ
cautionsȱ toȱ secureȱ theirȱ personalȱ andȱ financialȱ data.ȱ Theyȱ
appearȱ toȱ beȱ allegingȱ someȱ formȱ ofȱ unjustȱ enrichmentȱ asȱ
well:ȱNeimanȱMarcusȱ soldȱ itsȱproductsȱ atȱpremiumȱprices,ȱ
butȱinsteadȱofȱtakingȱaȱportionȱofȱtheȱproceedsȱandȱdevotingȱ
itȱtoȱcybersecurity,ȱtheȱcompanyȱpocketedȱtooȱmuch.ȱThisȱisȱ
aȱstepȱthatȱweȱneedȱnot,ȱandȱdoȱnot,ȱtakeȱinȱthisȱcase.ȱPlainȬ
tiffsȱdoȱnotȱallegeȱanyȱdefectȱinȱanyȱproductȱtheyȱpurchased;ȱ
theyȱassertȱinsteadȱthatȱpatronizingȱNeimanȱMarcusȱinflictedȱ
injuryȱ onȱ them.ȱ Compareȱ Resnickȱ v.ȱAvMed,ȱ Inc.,ȱ 693ȱ F.3dȱ
1317,ȱ1328ȱ (11thȱCir.ȱ2012)ȱ (reasoningȱ thatȱ theȱplaintiffȱhadȱ
financialȱinjuryȱfromȱpayingȱhigherȱpremiumsȱinȱlightȱofȱdeȬ
fendant’sȱfailureȱtoȱimplementȱsecurityȱpolicies).ȱThatȱallegaȬ
tionȱ takesȱnothingȱawayȱ fromȱplaintiffs’ȱmoreȱconcreteȱalleȬ
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gationsȱ ofȱ injury,ȱ butȱ itȱ isȱ notȱ necessaryȱ toȱ supportȱ theirȱ
standing.ȱ

Theȱplaintiffsȱalsoȱallegeȱthatȱtheyȱhaveȱaȱconcreteȱinjuryȱ
inȱtheȱlossȱofȱtheirȱprivateȱinformation,ȱwhichȱtheyȱcharacterȬ
izeȱasȱanȱ intangibleȱcommodity.ȱUnderȱ thisȱ theory,ȱpersonsȱ
whoȱhadȱunauthorizedȱcreditȱchargesȱwouldȱhaveȱstandingȱ
evenȱ ifȱ theyȱwereȱautomaticallyȱreimbursed,ȱ theirȱ identitiesȱ
wereȱnotȱ stolen,ȱandȱ theyȱ couldȱnotȱ showȱ thatȱ thereȱwasȱaȱ
substantialȱ riskȱ ofȱ lackȱ ofȱ reimbursementȱ orȱ furtherȱuseȱ ofȱ
theirȱ information.ȱThisȱassumesȱ thatȱ federalȱ lawȱ recognizesȱ
suchȱaȱpropertyȱright.ȱPlaintiffsȱreferȱusȱtoȱnoȱauthorityȱthatȱ
wouldȱ supportȱ suchȱ aȱ finding.ȱWeȱ thusȱ refrainȱ fromȱ supȬ
portingȱ standingȱ onȱ suchȱ anȱ abstractȱ injury,ȱ particularlyȱ
sinceȱtheȱcomplaintȱdoesȱnotȱsuggestȱthatȱtheȱplaintiffsȱcouldȱ
sellȱtheirȱpersonalȱinformationȱforȱvalue.ȱ

TheȱplaintiffsȱcounterȱthatȱrecentlyȬenactedȱstateȱstatutesȱ
makeȱthisȱrightȱtoȱpersonalȱinformationȱconcreteȱenoughȱforȱ
standing.ȱ Theyȱ areȱ correctȱ toȱ theȱ extentȱ theyȱ suggestȱ thatȱ
“theȱ actualȱ orȱ threatenedȱ injuryȱ requiredȱ underȱArticleȱ IIIȱ
canȱbeȱ satisfiedȱ solelyȱbyȱvirtueȱofȱ anȱ invasionȱofȱ aȱ recogȬ
nizedȱstateȬlawȱright.”ȱScanlanȱv.ȱEisenberg,ȱ669ȱF.3dȱ838,ȱ845ȱ
(7thȱCir.ȱ 2012)ȱ (citationȱ omitted).ȱ Theȱ plaintiffsȱ argueȱ thatȱ
Neimanȱ Marcusȱ violatedȱ Californiaȱ andȱ Illinois’sȱ Dataȱ
BreachȱActsȱ byȱ impermissiblyȱdelayingȱ theȱnotificationsȱ ofȱ
theȱdataȱbreach.ȱThatȱmayȱbeȱ(weȱexpressȱnoȱopinionȱonȱtheȱ
point),ȱbutȱevenȱifȱitȱis,ȱtheȱviolationȱdoesȱnotȱhelpȱtheȱplainȬ
tiffs.ȱNeitherȱofȱthoseȱstatutesȱprovidesȱtheȱbasisȱforȱfindingȱ
anȱinjuryȱforȱArticleȱIIIȱstanding.ȱAsȱforȱCaliforniaȱlaw,ȱaȱdeȬ
layȱinȱnotificationȱisȱnotȱaȱcognizableȱinjury,ȱPriceȱv.ȱStarbucksȱ
Corp.,ȱ192ȱCal.ȱApp.ȱ4thȱ1136,ȱ1143ȱ(Cal.ȱCt.ȱApp.ȱ2011),ȱandȱ
theȱIllinoisȱConsumerȱFraudȱActȱrequiresȱ“actualȱdamages.”ȱ
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Peopleȱexȱrel.ȱMadiganȱv.ȱUnitedȱConstr.ȱofȱAm.,ȱInc.,ȱ981ȱN.E.2dȱ
404,ȱ 411ȱ (Ill.ȱ App.ȱ Ct.ȱ 2012).ȱ Noneȱ ofȱ theȱ otherȱ stateȬlawȱ
claimsȱhasȱbeenȱdiscussedȱbyȱ theȱparties,ȱandȱsoȱweȱ tooȱdoȱ
notȱaddressȱthem.ȱ

Toȱsumȱup,ȱweȱrefrainȱ fromȱdecidingȱwhetherȱ theȱoverȬ
paymentȱforȱNeimanȱMarcusȱproductsȱandȱtheȱrightȱtoȱone’sȱ
personalȱ informationȱmightȱsufficeȱasȱ injuriesȱunderȱArticleȱ
III.ȱTheȱinjuriesȱassociatedȱwithȱresolvingȱfraudulentȱchargesȱ
andȱprotectingȱoneselfȱagainstȱfutureȱidentityȱtheftȱdo.ȱTheseȱ
injuriesȱareȱsufficientȱtoȱsatisfyȱtheȱfirstȱrequirementȱofȱArtiȬ
cleȱIIIȱstanding.ȱ

Bȱ

InjuryȬinȬfactȱ isȱ onlyȱ oneȱ ofȱ theȱ threeȱ requirementsȱ forȱ
Articleȱ IIIȱ standing.ȱ Plaintiffsȱmustȱ alsoȱ allegeȱ enoughȱ inȱ
theirȱcomplaintȱ toȱsupportȱ theȱotherȱ twoȱprerequisites:ȱcauȬ
sationȱ andȱ redressability.ȱAsȱ theȱ Supremeȱ Courtȱ putȱ itȱ inȱ
Clapper,ȱplaintiffsȱmustȱ“show[ȱ]ȱ thatȱ theȱdefendant’sȱactualȱ
actionȱhasȱcausedȱtheȱsubstantialȱriskȱofȱharm.”ȱ133ȱS.ȱCt.ȱatȱ
1150,ȱn.5.ȱNeimanȱMarcusȱarguesȱthatȱtheseȱplaintiffsȱcannotȱ
showȱthatȱtheirȱinjuriesȱareȱtraceableȱtoȱtheȱdataȱincursionȱatȱ
theȱcompanyȱ ratherȱ thanȱ toȱoneȱofȱseveralȱotherȱ largeȬscaleȱ
breachesȱ thatȱ tookȱplaceȱ aroundȱ theȱ sameȱ time.ȱThisȱ arguȬ
mentȱ isȱ reminiscentȱ ofȱ Summersȱ v.ȱTice,ȱ 199ȱP.2dȱ 1,ȱ 5ȱ (Cal.ȱ
1948),ȱ inȱwhichȱ jointȱ liabilityȱwasȱ properlyȱ pleadedȱwhen,ȱ
duringȱaȱquailȱhuntȱonȱtheȱopenȱrange,ȱtheȱplaintiffȱwasȱshot,ȱ
butȱheȱdidȱnotȱknowȱwhichȱdefendantȱhadȱshotȱhim.ȱUnderȱ
thoseȱ circumstances,ȱ theȱSupremeȱCourtȱofȱCaliforniaȱheld,ȱ
theȱburdenȱ shiftedȱ toȱ theȱdefendantsȱ toȱ showȱwhoȱwasȱ reȬ
sponsible.ȱNeimanȱMarcusȱapparentlyȱrejectsȱsuchȱaȱrule,ȱbutȱ
weȱthinkȱthatȱthisȱdebateȱhasȱnoȱbearingȱonȱstandingȱtoȱsue;ȱ
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atȱmost,ȱitȱisȱaȱlegalȱtheoryȱthatȱNeimanȱMarcusȱmightȱlaterȱ
raiseȱasȱaȱdefense.ȱ

Theȱ factȱ thatȱ Targetȱ orȱ someȱ otherȱ storeȱ mightȱ haveȱ
causedȱtheȱplaintiffs’ȱprivateȱinformationȱtoȱbeȱexposedȱdoesȱ
nothingȱtoȱnegateȱtheȱplaintiffs’ȱstandingȱtoȱsue.ȱItȱisȱcertainȬ
lyȱ plausibleȱ forȱ pleadingȱ purposesȱ thatȱ theirȱ injuriesȱ areȱ
“fairlyȱtraceable”ȱtoȱtheȱdataȱbreachȱatȱNeimanȱMarcus.ȱSeeȱ
Inȱ reȱTargetȱCorp.ȱDataȱSec.ȱBreachȱLitig.,ȱMDLȱNo.ȱ 14–2522ȱ
(PAM/JJK),ȱ2014ȱWLȱ7192478,ȱatȱ*2ȱ(D.ȱMinn.ȱDec.ȱ18,ȱ2014)ȱ
(“Plaintiffs’ȱ allegationsȱ plausiblyȱ allegeȱ thatȱ theyȱ sufferedȱ
injuriesȱthatȱareȱ‘fairlyȱtraceable’ȱtoȱTargetȇsȱconduct.ȱThisȱisȱ
sufficientȱatȱ thisȱ stageȱ toȱpleadȱ standing.ȱShouldȱdiscoveryȱ
failȱ toȱbearȱoutȱPlaintiffs’ȱallegations,ȱTargetȱmayȱmoveȱ forȱ
summaryȱ judgmentȱ onȱ theȱ issue.”).ȱ Ifȱ thereȱ areȱ multipleȱ
companiesȱ thatȱ couldȱ haveȱ exposedȱ theȱ plaintiffs’ȱ privateȱ
informationȱ toȱ theȱhackers,ȱ thenȱ“theȱ commonȱ lawȱofȱ tortsȱ
hasȱlongȱshiftedȱtheȱburdenȱofȱproofȱtoȱdefendantsȱtoȱproveȱ
thatȱtheirȱnegligentȱactionsȱwereȱnotȱtheȱ‘butȬfor’ȱcauseȱofȱtheȱ
plaintiff’sȱ injury.” PriceȱWaterhouseȱv.ȱHopkins,ȱ490ȱU.S.ȱ228,ȱ
263ȱ (1989)ȱ (O’Connor,ȱ J.ȱ concurring)ȱ (citingȱ Summers,ȱ 199ȱ
P.2dȱatȱ3–4).ȱ Itȱ isȱenoughȱatȱ thisȱ stageȱofȱ theȱ litigationȱ thatȱ
Neimanȱ Marcusȱ admittedȱ thatȱ 350,000ȱ cardsȱ mightȱ haveȱ
beenȱexposedȱandȱ thatȱ itȱcontactedȱmembersȱofȱ theȱclassȱ toȱ
tellȱthemȱtheyȱwereȱatȱrisk.ȱThoseȱadmissionsȱandȱactionsȱbyȱ
theȱstoreȱadequatelyȱraiseȱtheȱplaintiffs’ȱrightȱtoȱreliefȱaboveȱ
theȱspeculativeȱlevel.ȱSeeȱBellȱAtl.ȱCorp.ȱv.ȱTwombly,ȱ550ȱU.S.ȱ
544,ȱ570ȱ(2007).ȱ

Withȱrespectȱ toȱstanding,ȱNeimanȱMarcusȱ finallyȱarguesȱ
thatȱ theȱplaintiffs’ȱ injuriesȱcannotȱbeȱredressedȱbyȱaȱ judicialȱ
decisionȱbecauseȱtheyȱalreadyȱhaveȱbeenȱreimbursedȱforȱtheȱ
fraudulentȱ charges.ȱ Thatȱ mayȱ beȱ trueȱ forȱ theȱ fraudulentȱ
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chargesȱ(theȱplaintiffsȱdoȱnotȱallegeȱthatȱanyȱofȱthoseȱchargesȱ
wentȱunreimbursed),ȱbutȱitȱisȱnotȱtrueȱforȱtheȱmitigationȱexȬ
pensesȱ orȱ theȱ futureȱ injuries.ȱ Althoughȱ someȱ creditȱ cardȱ
companiesȱ offerȱ someȱ customersȱ “zeroȱ liability”ȱ policies,ȱ
underȱwhichȱ theȱ customerȱ isȱ notȱ heldȱ responsibleȱ forȱ anyȱ
fraudulentȱ charges,ȱ thatȱ practiceȱ defeatsȱ neitherȱ injuryȬinȬ
factȱnorȱredressability.ȱTheȱ“zeroȱ liability”ȱfeatureȱ isȱaȱbusiȬ
nessȱ practice,ȱ notȱ aȱ federalȱ requirement.ȱ Underȱ 15ȱ U.S.C.ȱ
§ȱ1643,ȱaȱconsumer’sȱliabilityȱforȱtheȱunauthorizedȱuseȱofȱherȱ
creditȱcardȱmayȱnotȱexceedȱ$50ȱifȱsheȱdoesȱnotȱreportȱtheȱlossȱ
beforeȱ theȱcreditȱcardȱ isȱused.ȱIfȱsheȱnotifiesȱ theȱcardȱ issuerȱ
beforeȱanyȱuse,ȱsheȱisȱnotȱresponsibleȱforȱanyȱchargesȱsheȱdidȱ
notȱ authorize.ȱDebitȱ cardsȱ (usedȱ byȱ severalȱ ofȱ theȱ namedȱ
plaintiffs)ȱ receiveȱ lessȱprotectionȱ thanȱ creditȱ cards;ȱ theȱ forȬ
merȱareȱcoveredȱunderȱtheȱElectronicȱFundsȱTransferȱAct,ȱ15ȱ
U.S.C.ȱ§ȱ1693ȱetȱseq.,ȱandȱtheȱlatterȱunderȱtheȱTruthȱinȱLendȬ
ingȱActȱasȱamendedȱbyȱtheȱFairȱCreditȱBillingȱAct,ȱ15ȱU.S.C.ȱ
§ȱ1601ȱetȱseq.ȱIfȱaȱpersonȱfailsȱtoȱreportȱtoȱherȱbankȱthatȱmonȬ
eyȱhasȱbeenȱtakenȱfromȱherȱdebitȱcardȱaccountȱmoreȱthanȱ60ȱ
daysȱafterȱsheȱreceivesȱtheȱstatement,ȱthereȱisȱnoȱlimitȱtoȱherȱ
liabilityȱandȱsheȱcouldȱ loseȱallȱtheȱmoneyȱ inȱherȱaccount.ȱInȱ
anyȱevent,ȱasȱweȱhaveȱnoted,ȱ reimbursementȱpoliciesȱvary.ȱ
Forȱtheȱplaintiffs,ȱaȱfavorableȱ judicialȱdecisionȱcouldȱredressȱ
anyȱinjuriesȱcausedȱbyȱlessȱthanȱfullȱreimbursementȱofȱunauȬ
thorizedȱcharges.ȱȱ

Cȱ

NeimanȱMarcusȱattemptsȱtoȱargueȱinȱtheȱalternativeȱthatȱ
theȱplaintiffsȱfailedȱtoȱstateȱaȱclaimȱuponȱwhichȱreliefȱcanȱbeȱ
granted.ȱFED.ȱR.ȱCIV.ȱP.ȱ12(b)(6).ȱTheirȱproblemȱisȱthatȱtheȱdisȬ
trictȱcourtȱdidȱnotȱreachȱthisȱground,ȱandȱthatȱtheȱgroundȱonȱ
whichȱ itȱ resolvedȱ theȱ caseȱ (Articleȱ IIIȱ standing)ȱnecessarilyȱ
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resultedȱinȱaȱdismissalȱwithoutȱprejudice.ȱAȱdismissalȱunderȱ
Ruleȱ 12(b)(6),ȱ inȱ contrast,ȱ isȱ aȱ dismissalȱwithȱ prejudice.ȱ Ifȱ
NeimanȱMarcusȱhadȱwantedȱthisȱadditionalȱrelief,ȱitȱneededȱ
toȱfileȱaȱcrossȬappeal.ȱSeeȱJenningsȱv.ȱStephens,ȱ135ȱS.ȱCt.ȱ793,ȱ
798ȱ (2015)ȱ (“[A]nȱ appelleeȱwhoȱdoesȱnotȱ crossȬappealȱmayȱ
notȱattackȱtheȱdecreeȱwithȱaȱviewȱeitherȱtoȱenlargingȱhisȱownȱ
rightsȱ thereunderȱ orȱ ofȱ lesseningȱ theȱ rightsȱ ofȱ hisȱ adverȬ
sary.”)ȱ (citationȱandȱquotationȱmarksȱomitted).ȱSinceȱ itȱdidȱ
not,ȱ theȱ questionȱwhetherȱ thisȱ complaintȱ statesȱ aȱ claimȱ onȱ
whichȱreliefȱcanȱbeȱgrantedȱisȱnotȱproperlyȱbeforeȱus.ȱȱ

Weȱthereforeȱconcludeȱthatȱtheȱplaintiffsȱhaveȱadequatelyȱ
allegedȱstandingȱunderȱArticleȱ III.ȱTheȱdistrictȱcourt’sȱ judgȬ
mentȱisȱREVERSEDȱandȱtheȱcaseȱisȱREMANDEDȱforȱfurtherȱproȬ
ceedingsȱconsistentȱwithȱthisȱopinion.ȱȱ


