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HHS Office for Civil Rights in Action

OCR Announces Initiative to More Widely Investigate Breaches Affecting Fewer than 500 Individuals

Since the passage of the Health Information Technology for Economic and Clinical Health Act of 2009 and the subsequent implementation of the Health
Insurance Portability and Accountability Act (HIPAA) Breach Notification Rule, OCR has prioritized investigation of reported breaches of protected health
information (PHI). The root causes of breaches may indicate entity-wide and industry-wide noncompliance with HIPAA’s regulations, and investigation of
breaches provides OCR with an opportunity to evaluate an entity’s compliance programs, obtain correction of any deficiencies, and better understand
compliance issues in HIPAA-regulated entities more broadly. OCR’s Regional Offices investigate all reported breaches involving the PHI of 500 or more
individuals. Regional Offices also investigate reports of smaller breaches (involving the PHI of fewer 500 individuals), as resources permit.

Recent settlements of cases where OCR’s investigated smaller breach reports include Catholic Health Care Services (http://www.hhs.gov/hipaa/for-
professionals/compliance-enforcement/agreements/catholic-health-care-services/index.html), Triple-S (http://www.hhs.gov/hipaa/for-
professionals/compliance-enforcement/agreements/triple-s-management/index.html), St. Elizabeth’s Medical Center (http://www.hhs.gov/hipaa/for-
professionals/compliance-enforcement/examples/semc/index.html), QCA Health Plan, Inc. (http://www.hhs.gov/about/news/2014/04/22/stolen-laptops-
lead-to-important-hipaa-settlements.html), and Hospice of North Idaho (http://www.hhs.gov/about/news/2013/01/03/hhs-announces-first-hipaa-breach-
settlement-involving-less-than-500-patients.html).

Beginning this month, OCR, through the continuing hard work of its Regional Offices, has begun an initiative to more widely investigate the root causes of
breaches affecting fewer than 500 individuals. Regional Offices will still retain discretion to prioritize which smaller breaches to investigate, but each office
will increase its efforts to identify and obtain corrective action to address entity and systemic noncompliance related to these breaches. Among the factors
Regional Offices will consider include:

¢ The size of the breach;
* Theft of or improper disposal of unencrypted PHI;

* Breaches that involve unwanted intrusions to IT systems (for example, by hacking); The amount, nature and sensitivity of the PHI
involved; or

« Instances where numerous breach reports from a particular covered entity or business associate raise similar issues.
Regions may also consider the lack of breach reports affecting fewer than 500 individuals when comparing a specific covered entity or business associate to

like-situated covered entities and business associates.

For more information about OCR’s compliance and enforcement work with regard to breaches, and with regard to the many other incidents that OCR
investigates, please visit: http://www.hhs.gov/hipaa/for-professionals/compliance-enforcement/index.html.
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This email is being sent to you from the OCR-Security-List listserv, operated by the Office for Civil Rights (OCR) in the US Department of
Health and Human Services.

This is an announce-only list, a resource to distribute information about the HIPAA Privacy and Security Rules. For additional information on a
wide range of topics about the Privacy and Security Rules, please visit the OCR Privacy website at http://www.hhs.gov/ocr/privacy/index.html.
You can also call the OCR Privacy toll-free phone line at (866) 627-7748. Information about OCR's civil rights authorities and responsibilities
can be found on the OCR home page at http://www.hhs.gov/ocr/office/index.html.

If you believe that a person or organization covered by the Privacy and Security Rules (a "covered entity") violated your health information
privacy rights or otherwise violated the Privacy or Security Rules, you may file a complaint with OCR.&NBSP; For additional information about
how to file a complaint, visit OCR's web page on filing complaints at http://www.hhs.gov/ocr/privacy/hipaa/complaints/index.html.
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